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UvoD

V sobotu 9. unora 2019 vejde v ucinnost provadéci narizeni Evropské unie, které
prinasi jednotna pravidla pro ovérovani pravosti léciv.

Dle ¢lanku 37 stanovujiciho povinnosti pravnich subjektd, zfizujicich a
spravujicich ulozisté, ma NOOL (CZMVO) zajistit okamzité vysetreni vSech
potencialnich pripadi padélani oznacenych v systému v souladu s ¢l. 36 pism. b)
a v pripade, ze se padeélani potvrdi, upozornit prislusné vnitrostatni organy,
Evropskou agenturu pro lécivé pripravky a Komisi.

Za Ulelem Fizeni vy$etfovani alertd NOOL (CZMVO) vytvoFil CENTRUM SPRAVY
ALERTU, které bude ve spolupraci s MAHy fesit vy$etfovani alert( a zajistovat
dalsi s tim souviseji Cinnosti.

CENTRUM SPRAVY ALERTU vyuziva systém spravy alertd a podpdrny tym InnOne
a NOOL.
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SCHEMA - CENTRUM SPRAVY ALERTU NOOL
‘ Alert
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Hlaseni Alert | Informace o alertu
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|
Podezreni na
padélek

Alert - vyzva k Setreni
Odpovéd' s dopliujicimi informacemi
Vysledek Setreni
Zadost o dopliiujici informace v,
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9 SPRAVA ALERTU NOOL (CZMVO)

v’ Pfijaté alerty ze systému NSOL jsou dale zpracovany v systémech ,,Centra
spravy alertu NOOL (CZMVO)“

v Po zpracovani jsou alerty s vyzvou k zahdjeni vySetfovani zaslany
prostrednictvim emailové adresy: alert@czmvo-alert.cz

v’ Takto zaslané emailové zpravy obsahuji ke kazdému alertu tzv. ,,feedback
buttons®, na které MAH klikne dle prFislusného reseni alertu.

v" Nebude-li MAH reagovat do 10 dn(, bude mu automaticky zaslana eskalace
k vyjadreni (obdobny mechanismus - viz vyse)

v Bude-li MAH vyZzadovat dodateéné informace, zvoli pfislusnou volbu a po
dokonceni vySetrovani pouzije opét stejny postup — viz vyse.

v’ Je-li vysledkem vysetfovani MAHa podezieni na padélek, systém centra
spravy alertu NOOL vygeneruje kompletni auditni zaznam a zasle informaci
na SUKL, EMA a EK
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POZADOVANE INFORMACE OD DRZITELU
REGISTRACE PRO NASTAVENI KOMUNIKACE

Pro spravné nastaveni komunikace alerti k MAHUmM a zpracovani jejich vysledku
Setreni potrebujeme doplnit a zaslat nasledujici informace na adresu:
info@czmvo.cz

v" MAH ID — u kazdého MAHa, ktery nahréva data pro ¢esky trh, tedy
prostrednictvim EU HUBu pro CZMVO (NSOL)

v Kontaktni osobu povéfenou pro feSeni alertti — jméno a e-mail

v" Pokud MAH neni jesté registrovan k NOOL, mél by neprodlené zahajit registraci - viz:
https://www.czmvo.cz/cs/uzivatele-systemu/registracni-proces/
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KOMUNIKACE MAH NA VYZVU
® CENTRA SPRAVY ALERTU

MAH miizZe zvolit 3 rtizné formy komunikace s centrem spravy alertu

1. Pouzit ,tlacitko” v zaslaném e-mailu (klikne na prislusny link)

v' ,Alert solved, Issue closed (Investigation completed)”
v' ,Alert solved on MAH side, Issue caused by another stakeholder

(Investigation completed)”

v', Additional information about alert needed “

v' Verified potential falsification (Investigation completed)”

Nepreferované formy komunikace

2. Napsat e-mail s identifikaci alertu, ktery chce fesit na adresu alert@czmvo-alert.cz

3. Zavolat do centra vystrah Nool na tel. Cislo +420 224 834 153, +420 224 834 154,
+420 224 834 155

* .. Pozn. Detail zaslanych zprav na konci prezentace 1
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PRIKLADY EMAILOVYCH ZPRAV

Dearall,

Deara,
b Date and time of alert creation: 08/20/2018 16:01:05. Date and time of alert creations 08/20/2018 16:01:05
»
Alert code: n
czovasxsocaacm "
an At i0: czovasxnocaacm st o OvAsKROCaacH
Productschema name:
SR Product code: 0854040193508 Productschema name: s
posspios Product code: prr———
0 s2215802 Batch ID: 82215802
1000021864585 ‘Serial number: 1000218645855 .
200131 e ot 10000z Seralnumber: 1000021864585
Bt Bateh exiration date: 200131
Whentouse
This feedback will lead to closure of alert as ‘solved". Feedback When to use
p Feedback Whento use
T — compleea) Alert ol
Pt Faifcaion s excluse. s was closed ompleted
Dot Jlid date), MAH For example: Falsification is excluded. Issue was closed.
wrongly opplied s For exomple:
wansactons, - wronsl s dote), Mt ot
ransactions,
™
‘Sakeholders vesizotion compleed et s, e . /,
" ceholdes(ovesizoson coml
7, ertsoived, the
eholders (investigsion compieed
: *
fuherinvestgaton. o
urthr investgation.
formation. NOOL
e further investigation.
compleed
s
completeg
s
erified
flifction” mis
vetore
Dear al,

We would lske to inform you about a potential incident of falsification,
There was alert with the following attributes:

Date and time of alert creation: 08/20/2018 16:01:05

Alert code: A2

Nert1D: C2-0VA-BKA-0CQ-0CM . 74 o o

e Detail zprav najdete na konci prezentace!
Product code: 08594040193508 °
Batch ID: 82215602

Batch serial number: 1000218545859

Batch expiration date: 200131

Below, you can find information about the end-user:

d: 110

Name: BEXU Opava, Nakiadni

Address: Nékladni 32, Opava 1, 746 01

Phone # 420735642314

Email 00 E00001, 1000

The MAH i question was asked to investigate, They completed their

all

The following table shows email communication associated with the alert:

*
*

* X

*
* 5 x

*

Narodni organizace

* pro ovérovani

*

pravosti IéCiv

causes and therefore proved that the alert was not on their side.
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Doplnujici informace

Vzory emailovych zprav ver. 1.0

NOOL



PODNET K ZAHAJENI VYSETROVANI

Dear all,

Based on EU directive 2011/62/EU (Falsified Medicines Directive) there was an alert generated with the following attributes:

Date and time of alert creation:
Alert code:

Alert ID:

Product schema name:
Product code:

Batch ID:

Serial number:

Batch expiration date:

Since we need to p

o : N

08/20/2018 16:01:05
A3
CZ-0VA-8KA-0CQ-QCM
GTIN
08554040193508
B2215802
10000218645859
200131

For most effective way of communication please just click on one of the following feedback buttons:

Kl i k n i Alert solved, Issue closed (Investigation
completed)

Kl I k n I Alert solved, Issue was caused by one of the
stakeholders {Investigation completed

K | | k n | Additional information about alert needed

MAH verified potential falsification (Investigation

Kl i kn i completed)

448 8
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When to use
This feedback will lead to closure of alert as ‘solved”.

Falsification is excluded. Issue was closed.

For example:

Dota not loaded, wrong data looded, invalid dota (not-accepted characters, invalid date), MAH did
not further act on rejected files/records, rejection of not-accepted data, wrongly opplied
transactions, ...

This feedback will lead to closure of alert as ‘solved’.

Falsification is excluded. Alert was caused by one of the stakeholders.

This feedback will lead further investigation by MAH.

All possible technical and procedural causes must be excluded before providing additional
information. NOOL provides identification of end-user location to MAH based on requirement for
further investigation.

This feedback will lead to zlert hand-over as ‘confirmed potential falsification’ to inform of National
Competent Authorities, the European Medicines Agency and the Commission

The Delegated Regulzation and the Q&A of the EU Commission indicate that only a ‘verified
falsification’ needs to be escalated to the relevant National Competent Authority (NCA). This
implies that 2 process is required that would exclude zll pessible technical and procedural causes
before a ‘confirmed falsification’ is communicated to the relevant NCA

of all potential incidents of falsification flagged in the system in accordance with Article 36(b) we would like to ask you for feedback on this alert.

Precti

Precti

Precti

Precti

LR

INNONE
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PODNET PRO ZAHAJENI VYSETROVANI
DETAIL 1

Dear all,

Based on EU directive 2011/62/EU (Falsified Medicines Directive) there was an alert generated with the following attributes:

Date and time of alert creation: 08/20/2018 16:01:05
Alert code: A3

Alert ID: CZ-0VA-8KA-0CQ-QCM
Product schema name: GTIN

Product code: 08594040193508
Batch ID: B2215B02

Serial number: 10000218645859
Batch expiration date: 200131

Since we need to provide immediate investigation of all potential incidents of falsification flagged in the system in accordance with Article 36(b) we would like to ask you for feedback on this alert.
For most effective way of communication please just click on one of the following feedback buttons:

¥ *. Narodni organizace '
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PODNET PRO ZAHAJENI VYSETROVANI

Feedback
Alert solved, Issue closed (Investigation

completed)

Alert solved, Issue was caused by one of the
stakeholders (Investigation completed)

Additional information about alert needed

MAH verified potential falsification (Investigation

completed)

¥ *. Narodni organizace
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DETAIL 2

When to use
This feedback will lead to closure of alert as ‘solved’.

Falsification is excluded. Issue was closed.

For example:

Data not loaded, wrong data loaded, invalid data (not-accepted characters, invalid date), MAH did
not further act on rejected files/records, rejection of not-accepted data, wrongly applied
transactions, ...

This feedback will lead to closure of alert as ‘solved’.

Falsification is excluded. Alert was caused by one of the stakeholders.

This feedback will lead further investigation by MAH.

All possible technical and procedural causes must be excluded before providing additional
information. NOOL provides identification of end-user location to MAH based on requirement for
further investigation.

This feedback will lead to alert hand-over as ‘confirmed potential falsification’ to inform of National
Competent Authorities, the European Medicines Agency and the Commission

The Delegated Regulation and the Q&A of the EU Commission indicate that only a ‘verified
falsification’ needs to be escalated to the relevant National Competent Authority (NCA). This
implies that a process is required that would exclude all possible technical and procedural causes
before a ‘confirmed falsification’ is communicated to the relevant NCA.

INNONE"
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OPAKOVANY PODNET K ZAHAJENI
VYSETROVANI

We would like to kindly remind you to provide us with results of alert investigation e-mailed to you before with the following attributes:

Dear all,

Date and time of alert creation: 08/20/2018 16:01:05
Alert code: A3

Alert 1D: CZ-0VA-8KA-0CQ-QCM
Product schema name: GTIN

Product code: 085594040193508
Batch ID: B2215B02

Batch serial number: 10000218645859
Batch expiration date: 200131

bince we need to provide immediate investigation of all potential incidents of falsification flagged in the system in accordance with Article 36(b) we would like to ask you for feedback on this alert.
'or most effective way of communication please just click on one of the following feedback buttons:

Feedback When to use
Alert solved, Issue closed (Investigation This feedback will lead to closure of alert as ‘solved”.
completed)

Falsification is excluded. Issue was closed.

For example:

Data not loaded, wrong data loaded, invalid data (not-accepted characters, invalid date), MAH did
not further act on rejected files/records, rejection of not-accepted data, wrongly applied
transactions, ...

Alert solved, Issue was caused by one of the This feedback will lead to closure of alert as ‘solved’.
stakeholders (Investigation completed)

Falsification is excluded. Alert was caused by one of the stakeholders.

Additional information about alert needed This feedback will lead further investigation by MAH.

All possible technical and procedural causes must be excluded before providing additional
information. NOOL provides identification of end-user location to MAH based on requirement for
further investigation.

MAH verified potential falsification (Investigation  This feedback will lead to alert hand-over as ‘confirmed potential falsification’ to inform of National
completed Competent Authorities, the European Medicines Agency and the Commission

The Delegated Regulation and the Q&A of the EU Commission indicate that only a ‘verified
falsification’ needs to be escalated to the relevant National Competent Authority (NCA). This
implies that a process is required that would exclude all possible technical and procedural causes
before a ‘confirmed falsification” is communicated to the relevant NCA.

Narodni organizace
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ZASLANI VYZADANYCH DODATECNYCH
INFORMACI NA ZADOST MAH

You have asked for additional information about the following alert:

Dear all,

Date and time of alert creation:
Alert code:

Alert ID:

Product schema name:

Product code:

Batch 1D:

Batch serial number:

Batch expiration date:

0B/20/2018 16:01:05
AS
CZ-OVA-BKA-DCO-0CM
GTIN
OE594040153508
B2215802
10000218545859
200131

You can find the required information about the end-user below:

1d:
Name:
Address:
Phone #

Email

Since we need to provide immediate investigation of all potential incidents of falsification flagged in the system in accordance with Article 36(b) we would like to ask you for feedback on this alert.

110

BEKU Opava, Nakladni
Nzkiadni 32, Opava 1, 74501
420 735 642 314

0XOUE XOLNK.JOXX

For most effective way of communication pleasze just click on one of the following feedback buttons:

Feedback
Alert solved, Issue closed (Investigation
completed)

Alert solved, Issue was caused by one of the

stakeholders (Investigation completed

Additional information about alert needed

MAH verified potential falsification (Investigation
completed)

« Narodni organizace
* pro ovérovani
*  pravosti léciv

When to use
This feedback will lead to closure of alert as “solved’.

Falsification is excluded. Issue was closed.

For example:

Data not loaded, wrong data loaded, invalid data (not-accepted characters, invalid date), MAH did
not further act on rejected files/records, rejection of not-accepted data, wrongly applied
transactions, ...

This feedback will lead to closure of alert as ‘solved’.

Falsification is excluded. Alert was caused by one of the stakeholders.

This feedback will lead further investigation by MAH.

All possible technical and procedural causes must be excluded before providing additional
information. NOOL provides identification of end-user location to MAH based on requirement for
further investigation.

This feedback will lead to alert hand-over as ‘confirmed potential falsification’ to inform of National
Competent Authorities, the European Medicines Agency and the Commission

The Delegated Regulation and the Q&A of the EU Commission indicate that only a ‘verified
falsification’ needs to be escalated to the relevant National Competent Authority (NCA). This
implies that a process is required that would exclude all possible technical and procedural causes
before a ‘confirmed falsification’ is communicated to the relevant NCA.

INNONE

innovation one



ZASLANI VYZADANYCH DODATECNYCH
INFORMACI DETAIL1

Dear all,

You have asked for additional information about the following alert:

Date and time of alert creation: 08/20/2018 16:01:05
Alert code: A3

Alert ID: CZ-0VA-8KA-0CQ-QCM
Product schema name: GTIN

Product code: 08594040193508
Batch ID: B2215B02

Batch serial number: 10000218645859
Batch expiration date: 200131

You can find the required information about the end-user below:

Id: 110

Name: BEKU Opava, Nakladni
Address: Nékladni 32, Opava 1, 746 01
Phone # 420735642314

Email XXXX (@ XXXXXXXXX

Since we need to provide immediate investigation of all potential incidents of falsification flagged in the system in accordance with Article 36(b) we would like to ask you for feedback on this alert.
For most effective way of communication please just click on one of the following feedback buttons:
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ZASLANI VYZADANYCH DODATECNYCH

Feedback
Alert solved, Issue closed (Investigation

completed)

Alert solved, Issue was caused by one of the
stakeholders (Investigation completed)

Additional information about alert needed

MAH verified potential falsification (Investigation

completed)

¥ *. Narodni organizace
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@ P

* 4% pravosti légiv

INFORMACI DETAIL2

Since we need to provide immediate investigation of all potential incidents of falsification flagged in the system in accordance with Article 36(b) we would like to ask you for feedback on this alert.
r most effective way of communication please just click on one of the following feedback buttons:

When to use
This feedback will lead to closure of alert as ‘solved’.

Falsification is excluded. Issue was closed.

For example:

Data not loaded, wrong data loaded, invalid data (not-accepted characters, invalid date), MAH did
not further act on rejected files/records, rejection of not-accepted data, wrongly applied
transactions, ...

This feedback will lead to closure of alert as ‘solved’.

Falsification is excluded. Alert was caused by one of the stakeholders.

This feedback will lead further investigation by MAH.

All possible technical and procedural causes must be excluded before providing additional
information. NOOL provides identification of end-user location to MAH based on requirement for
further investigation.

This feedback will lead to alert hand-over as ‘confirmed potential falsification’ to inform of National
Competent Authorities, the European Medicines Agency and the Commission

The Delegated Regulation and the Q&A of the EU Commission indicate that only a ‘verified
falsification’ needs to be escalated to the relevant National Competent Authority (NCA). This
implies that a process is required that would exclude all possible technical and procedural causes
before a ‘confirmed falsification” is communicated to the relevant NCA.

INNONE"
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PODEZRENI NA PADELEK

Dear all,

We would like to inform you about a potential incident of falsification.
There was alert with the following attributes:

Date and time of alert creation: 08/20/2018 16:01:05
Alert code: A3

Alert ID: CZ-0VA-8KA-0CQ-QCM
Product schema name: GTIN

Product code: 08554040193508
Batch ID: B2215B02

Batch serial number: 10000218645859
Batch expiration date: 200131

Below, you can find information about the end-user:

1d: 110

Name: BEKU Opava, Nakladni
Address: Nakladni 32, Opava 1, 746 01
Phone # 420735642 314

Email XK@ XKHXKKHXX

The MAH in question was asked to investigate. They completed their investigation and excluded all possible technical and procedural causes and therefore proved that the alert was not on their side.

The following table shows email communication associated with the alert:
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Doplnujici informace

Podpora koncovym uzivatelim

NOOL



PODPORA KONCOVYM UZIVATELUM

E-mail kontakt:
support@czmvo-alert.cz

Telefonicky kontakt:
+420 224 834 153
+420 224 834 154
+420 224 834 155

L **_ Narodni organizace
* (@ * pro ovérovani
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Dodavatel IT
fedeni

NOOL

Centrum
podpory
koncovych
uZivateld

Solidsoft

Centrum
podpory
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PODPORA KONCOVYCH UZIVATELU

NOOL zridil centrum podpory pro koncové uzivatele NSOL. Centrum slouzi
k poskytovani informaci a podpory spojené s protipadélkovou smérnici, ale
neni schopné resit technické problémy spojené s provozem IT systému
lékarny Ci distributora.

Dodrzujte prosim proto nize zminéné pokyny:
v Problémy primarné reste se svym dodavatelem IT sluzeb

v Pokud Vas IT dodavatel potfebuje technickou podporu, mél by se obratit
na podporu dodavatele narodniho feseni (Solidsoft), ktera k tomuto ucelu
byla zfizena czmvo.support@reply.com

v Koncovy uzivatel by mél kontaktovat podporu NOOLu az v pfipadé, ze jsou
predchozi moznosti vyCerpany, nebo pokud se jedna o administrativni
zalezitost, pripadné dotaz na stav alertu
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