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INTRODUCTION

Audience

This manual is intended mainly for end users, but it can provide
information also to the other users of NOOL's alert management system

via web interface, i.e. don’t use own alert management system
integrated with NOOL alert management system via API.

Examples showed in the manual can be specific for end users. Set of
functions for end users is different from the functions available for
MAH’s.

Prerequisites for using the system
v" MAH has signed contract with NOOL

v" Valid access credentials to NOOL alert management were issued to
MAH/OBP by NOOL organization.

Notice: One MAH can have more the one user account if desired.
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Terminology

Narodni organizace pro ovéfovani pravosti léCiv, z.s. (NOOL)

Non-profit organization to ensure developing and managing National
medicines verification system (CZMVS) in the Czech Repubilic.

NOOL alert management system

Supporting system to the national medicines verification system
operated by NOOL.



ALERT MANAGEMENT SYSTEM

Alert management system operated by NOOL is supplementary system
to the Czech national medicines verification system (CZMVS). Purpose of
the system is to make alert investigation easier and support automation
of the investigation process.

Alert management in Czech Republic can be done by different ways:

v One way is to integrate MAH(OBP)’s software with NOOL alert
management system via APl and manage alerts in own system.

v' Users without own alert management system or users where
corporate policies do not allow integration can use web interface of
NOOL alert management system. Usage of the web interface is
subject of this manual.

v' Existing e-mails with pre-defined answers “on click” can still be used.

Note: The API for IT development is described in detail in “Alerts
Management API-Technical documentation.docx”

https://www.czmvo.cz/file.php?id=451
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HEE

Pharmacy/distribution staff

End user software

=

Pharmacy/distribution staff without alert
management software

NOOL

I

NOOL call center staff

Alert management system

Emails with “pre-defined

answers”

API

Web interface (for API)

MAH/OBP

I

MAH/OBP staff

Software
MAHa/OBP

=\

MAH/OBP staff without alert
management software



ALERT MANAGEMENT VIA APl OR WEB INTERFACE

End user authentication

Standard authentication:

v" Login name and password, generated by the system upon
request at registrace@czmvo.cz

Simplified authentication:

v/ Alert ID (UPRC) as login a Location ID (premise) as password
for the alert state check and work with attached messages.

v' Location ID (premise) as login a the same location ID
(premise) as password to check if product number or batch
fall under exception Ministry of health.
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Functions available after standard authentication

v' Check state one or more alerts according given criteria (period, alert
state, location ID etc.).

v' Export list of alerts csv/xls file.
v' Fetching/sending messages attached to an alert.
v Verification if alert or batch falls under exception Ministry of health.

Functions available after simplified authentication

v" Check alert state and presence of attached messages.

v' Fetching/sending messages attached to an alert.

v Verification if alert or batch falls under exception Ministry of health.


http://czmvo.cz

ALERT MANAGEMENT VIA APl OR WEB INTERFACE

Advantages of alert management system:

v" Simplified work with alerts, filters
v Support for automation of alert management process
v' Support for anonymous communication between MAH and end user during alert investigation.

End user has to contact NOOL to get access credentials for using web interface of alert management system.

Note: Access credentials allow access to the both test and production environments. Test environment contains copy of production data, data are
copied nightly.
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PROCESSING TIME & ESCALATION

New alert notification (MAH’s only)

NOOL alert management system sends notification about new alerts once a day.
Notification doesn’t contain any details; it is just notice that new alerts have been
delivered to the MAH.

Investigation time

Alert should be investigated and closed within 14* days, which is set period during
which the product generating alert will be kept in the pharmacy. After this period
the product will be returned back to the distributor (except the alerts caused by an
error of end-user).

*14 days is under the Czech Law: No. 44/2019 Sb., § 89, subsection 4,
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“Not acting” notification (MAH’s only)

System sends notification in case that MAH is not acting, i.e. status of
the alert has not changed in the past 10 days. Notification is sent to the
FMD contact provided during registration process.

Note: This function will not be activated before Q2/2020.

Archiving

Closed alert is marked as “for archiving” after 90 days. Since that status
of the alert cannot be changed. After another 365 days is alert archived
and it is no longer visible in the system for alerts management..



REGISTRATION FOR ACCESS CREDENTIALS

Contact Example of Registration e-mail
) ) ) From: NOOL <no-reply@czmvo.cz>

For all requests related to the registration email Date: Wednesday 12th February 2020 12:27

registrace@czmvo.cz should be used. To whom: <info@czmvo.cz>

Subject: < CZMVS - registrace - sprava Alertu/CZMVS - registration - Alert administration >

. . Vazeny pane/pani, zasilame Vam pristupy do NSOL systemu Spravy alertu.
Once NOOL registers MAH in the alert v pane/p PrIStIRY Y pravy

e-mail.
Pristupove udaje /Access credentials:
Example of registration e-mail
Login: nooltest
Heslo/Password: XXX

Testovaci prostredi/Sandbox:
Webove rozhrani/Web interface: https://sandbox.czmvo.cz/
Rozhrani API/API interface: https://api.czmvo.cz/t/

Produkcni prostredi/Production enviroment:
Webove rozhrani/Web interface: https://portal.czmvo.cz/
Rozhrani API/API interface: https://api.czmvo.cz/

* *** Narodni organizace Dulezite upozorneni: Produkcni prostredi bude zpristupneno az na vyzadani MAHem!

*
:@: pro overovani Important notice: Production environment will be activated after MAH confirmation!
*x ,* pravosti léCiv

NOOL team
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LOGIN TO NOOL ALERT MANAGEMENT SYSTEM

Web interface of NOOL TEST alert management system is
available on the link: https://sandbox.czmvo.cz/

Web interface of NOOL PRODUCTION alert management
system is available on the link: https://portal.czmvo.cz/

1. Click,Login“. Authentication dialog will appear.

2. Enter Login name and Password provided by the
NOOL into login page.

Note: If you don’t have credentials or you forget your
password please contact NOOL.

L **. Narodni organizace
by < e 267
< @ * pro ovéFovani

* x % pravosti lé€iv

© & nttps;//portal.zmvo.cz

Vo e {}‘ O\Search N @

X *, Narodni organizace
* 9 * pro ovéFovani
*e,x*  pravosti lé€iv .

Portal czmvo.cz

Please log in to enter the system first.

Authentication Required X

®

https://portal.czmvo.cz is requesting your username and password. The site says: “api.czmvo.cz”

User Name:

Password:

0K Cancel



https://sandbox.czmvo.cz/
https://portal.czmvo.cz/

Once MAH/OBP successfully logs in, main page
is showed.

List contains all alerts belonging to the end
user.
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MAIN PAGE

- AP| czmvo.cz P + = m]
&« c © @& httpsy//portal.zmvo.cz/alerts/ 90% eee 9% | | Q Search In @ ® @ =
L *, Narodni organizace cz
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o * .12 |
* . * pravosti léCiv Login as another user
ALERTS EXCEPTIONS SET COLUMNS DOCUMENTATION FILTER RECORDS EXPORT
Alerts
Select All Unselect All | Selected: | Export to CSV V| Perform
1|(2||3]...[2294 | (2295 Displayed: 1-50 of 114736 records, Count perpage:
Action UPRC Created Error Group Product code Product name Batch Serial number Alert MAH MAH Days since Request to Action
code code D state D nézev last change  End User
0O 7 s (ZKPP-HEASSS 0 e 7 =
DIB-6LH
O & d CZKPP-DHS-6NW- . 0 (Y 7 w
AHG-SSM
O & = CZKep-ANJ- . 0 Y 7 =
APZ-07C-47Y
O 7 wmd ZKeP-45N-73Q- 0 () 7
ZP0-KOU
O & = zkepasm. . 0 e 7 =
SAK-ONL-047
0O 7 s zkpp-asissi- . 0 e 7 =
BWXJD6
O 7 wmd ZKep-25K6L2- . 0 e 7w
VKA-53N
O # = Z-KPP-25H-WVS-RK}- . 0 (Y 7 =
Lp7
O /& = KeN-aaTa2- - 1 e V4 -o
GVM-4Y5

~




MAIN PAGE - CONTROLS

1. Language selector

2. Switch to the alert list

3. Switch to the exception list

4. Customization of showed columns

5. Link to the documentation on the NOOL website
6. Show/hide filter

7. Export data (all displayed items in the list)

8. Page selector

Note:

Clicking on column’s name sort items according the
selected column.
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I ALERTS IIEXCEPTIONS I

90% ooe ﬁ O\ Search

m]

moeoe @ =

~

[ EN

Logout

SET COLUMNS I I DOCUMENTATION II FILTER RECORDS II EXPORT I

Select All Unselect All | Selected: | Export to CSV v| perform
1//2|/3|../760 | 761
Actio C Created Error Group Product code
code  code
o7 CZ-KPW-710-GYS-QM2-AS1 1722020 A3 50645
15:15
o Z-KPW-7)S-MZD-X4G-R62 1722020 A3 50645
15:14
o s CZ-KPW-Z1P-G11-3P2-PB7 1722020 A2 50420
14:57
oz CZKPW-YHASHHVZD-OHA ~ 17.22020 A3 50645
14:38
o s CZ-KPW-YGD-Z5U-9F5-775 1722020 AS2 49694
14:37
oz CZKPW-WCS-FOV-7OLNSG  17.22020 A2 50017
13:25
o s CZKPW-W2CSX3-R4-CM7  17.22020 A2 49901

13:15

https://portal.czmvo.cz/alerts/?setlang=en

Product name

B

tch

Serial number

Alert state

Displayed: 1-50 of 38005 records, Count per page:

Organization ~ Location code Location Days  Archi
D name since
last
change
0 ¢
0 ¢
0 ¢
0 €
0 ¢
0 ¢
0 ¢




9. Export selected (marked) items only.

Tip: Some controls are doubled. Placed at the top and

bottom of the page.

*
*
*
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MAIN PAGE - CONTROLS

14.2.2020
15:27

14.2.2020
15:19

14.2.2020
15:09

14.2.2020
14:45

14.2.2020
14:42

14.2.2020
13:20

14.2.2020
13:20

14.2.2020
13:20

14.2.2020
1317

A52

A52

A52

portal.czmvo.cz/alerts/

49743

50420

50542

50542

X
<> C @ 0}
o 7 (CZ-KPT-927-CSJ-AMT-B7X
o CZKPT-8TQ-LEK-NSS-YD8
os CZ-KPT-8HZ-MKL-RPX-GTS
o Z-KPT-7TH-M7C-KK0-2KU
oz (CZ-KPT-7RC-YDH-3JZ-NQK
o CZKPT-SBE-SU1-2PAXSY
oz CZ-KPT-5BC-D40-RIM-8GU
o s CZ-KPT-5B9-SNU-N8P-XY8
o CZ-KPT-580-W35-SNG-MBW
2 3 .. 760 761
Select All

Unselect All § Selected: | Export to CSV v| Perform

Narodni organizace pro ovéFovani pravosti 1é&iv, z.s

Displayed: 1-50 of 38005 records, Count per page:

[




Button “Alerts” shows all alerts assigned to the end
user. In case of pharmacy or distributor list of all alerts
generated by the organization is showed.

Alerts can be filtered by various criteria or conditions:
UPRC, period, Error code, Group code, Product code,
Product name, Batch ID, Serial number, Alert state,
MAH ID, MAH name, Archiving attribute, Request for
additional information.

Filter will show once you click the button “Filter
records”. Select criteria and confirm selection by clicking
button “Filter”.

Removing the filter settings — click on button “Cancel
Filter”.
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ALERTS FILTERS

- APl czmvo.cz b+

<> C @

© & nttpsy//portal.czmvo.cz/alerts/
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= o

e 97| | Q Search N @ ® g =

(o4 EN

NOOL_User
Logout

SET COLUMNS DOCUMENTATION FILTER RECORDS EXPORT

ALERTS EXCEPTIONS
Alerts
Request to End
Select All Unselect All  Selected: | Export to CSV v| Perform
1(|2|[3]-- 760|761 Displayed: 1-50 of 38005 records, Cauntperpage:
Action  UPRC Created Error Group Productcode  Product name Batch Serial number Alert state o Location code Location Days Archi
code  code D D name since
last
change
a7 CZ-KPW-710-GYS-QM2-A51 1722020 A3 50645 . 0 ¢
15:15
oz CZ-KPW-Z)S-MZD-X4G-R62 1722020 A3 50645 . 0 ¢
15:14
oz CZ-KPW-Z1P-G11-3P2-PB7 17.2.2020 A2 50420 - 0 ¢
14:57
a7 CZ-KPW-YHA-SHHV7D-OHA ~ 17.2.2020 A3 50645 - 0 ¢

14:38

~




VIEW CHANGE

All columns are viewed by default. A oo ° n 5 |~ 1] [Q sowe noe @ =

~

H H H "« * X % 3 i i Show  Column cz
User can change the view by clicking button “Set g Narodnforgantace |
p L B! Dravostilétiv e NooL e
. . . . Ppeft )
columns”. Window with list of all available columns e B i Login as another user
reate
H H ALERTS EXCEPTIONS DOCUMENTATION FILTER RECORDS EXPORT
will appear. User can select which columns be o cose j
. . . . “ ”
showed and selection confirm clicking “Ok”. Group code
Alerts
— Product code
SelectAll | UnselectAll | Selected: [Ex E—
1(/2]|3]|..|2294 || 2295 Batch ID Displayed: 1-50 of 114736 records, Countperpage:
Action  UPRC Created el Batch  Serial number Alert  MAH  MAH Dayssince  Requestto  Action
D state D nizev  lastchange  End User
O # & CZ-KPP-HEASSS Alert state . 0 S 7 =
DJB-6LH
O & & zKePP-DH5-ENW- e . 0 [ 7 =
AHGSSM MAH name
O 7 wm czxep-an: Multimarket . 0 (] 7 =
APZ0ZC-47Y
| ki
0O & w zKep-asnN-73Q- nrermarks: . 0 [ 7 -
ZP0-KOU Source Business Process
O & wm zKepasm . 0 e 7 o=
BAK-ONL-047 Days since last change
O & w zkep-a51581- Archived . 0 e 7w
BWX-JD6
O & wmd zKep2oskel2- Request to End User . 0 S 7 =
VKA-53N —
0O & = ZKPP-25H-WVSRK)- . 0 [ 7w
O 7 w czken-aaTa- . 1 o 7 -
https://portal.czmvo.cz/alerts/# v
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EXPORT ALL ALERTS ACCORDING FILTER

All alerts in the list (according filter set) can be
exported to file.

Click button “Export” on the right side and click to
the select format, csv or excel. Save dialog will
appear. Select “Save file” and Click “Ok”.
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- APl czmvo.cz b+ ]
€= c 0 © & nttpsy/portalamvo.cz/slerts . Q O\(Y;ﬁ,f, m m ® ﬂ =
L **_ Narodni organizace cz
* @ » pro ovéfovani NOOL_MAH
* . % pravosti léCiv Login as another user
ALERTS EXCEPTIONS SET COLUMNS DOCUMENTATION FILTER RECORDS
csv
Opening export_2020FebTue_130622.csv
Alerts
| You have chosen to open:
Select All Unselect Al Selected: |§
S| @ export_2020FebTue_130622.csv
2 3 ..2294 2295 which is: csv File Displayed: 1-50 of 114736 records, Count per page:|50 v
Action  UPRC Create from: https://portal.czmvo.cz Alert MAH MAH Days since Request to Action
state (1] nézev last change End User
O 7 w qkepheasss What should Firefox do with this file? . 0 S 7 -
DIB-6LH
(o] ith Browse...
0O 7 w4 Z-KPP-DHS-ENW- O0penwi L— . 0 S 7 -
AHG-SSM (®):Save File
O 7 s koo [[] Do this automatically for files like this from now on. - 0 ® 7
APZ-07C-47Y
O 7 m ZKepP45N-73Q- . 0 S 7 -
ZP0-KOU I OK I ’ Cancel
0O 72 w kepasm . 0 S 7 -
BAK-ONL-047
07 = .KPP-450-581- - 0 () 7 wd
BWXJD6
0O 7 w kep2skel2- . 0 S 7
VKA-S3N
O 7 = QZKpp25HWISRK: . 0 & 7 w
m
0O 7 = Kenaar)a- - 1 Y 7 -
https://portal.czmvo.cz/alerts/ *




EXPORT SELECTED ALERTS
If only selected alerts need to be exported, it is !“’"“ )

) ¢ @ © & nitps//portslamvoc/ert sox e B Q search mnoe d =
possible to use export button at the top or at the U ey R
bottom of the page. 07 s & 7/

. . a2z - Opening export_2020FebTue_132115.csv X . ® 7 a
First select alerts you want to export, by filter or You have chosen to open:
. . . . (e - 4 Y 7
clicking checkboxes beside UPRC. Next step is to ] export 2020FebTue_132115.csv -
. . which is: csv File a4
select operation “Export to CSV” in the drop-box =7 o hnpg//Fanal.amvo.a v
and click button “Perform”. Save dialog will 0 et ot et doith s it 8 I
appear. Select “Save file” and Click “Ok”. o2 OOpenwith | Browse.. ¢« O 2sa
(e @3SaveFile 4 S 7 w
[JDo this automatically for files like this from now on.
o7z a4 S 7 wh

5] g

=
o2

1 2 3 ..2294 2295 Displayed: 1-50 of 114736 records, Count per page:| 50 v:

Select All Unselect All ISeIected:.Export to CSV v: Perform |

Narodni organizace pro ovéfovani pravosti léiv, z.s Neofema. s.r.0,
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VIEW GROUP OF ALERTS

Use filter function. Put the group ID to the filter and click
“Filter”. List of all alerts belonging to the group be listed.

If you don’t know the group ID, you can get it by
searching for the alert belonging to the group. Group ID
than can be showed in the alert detail.

If there is no Group ID showed in the alert detail, the
alert doesn’t belong to any group.

Alert grouping

v"Itis built-in function of alert management system to
group alerts with probably the same characteristic
during the time period.

v" Grouping is based on Product code, Error code,
Batch ID, etc.

v" Group is always created by the packs with the same
MAH and Product code, it never mixes different
products in one group.

v" The grouping allows change of the status in bulk

which speed up the process.
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- APl zmvo.cz b + = m]
< > C @ © & nttpsy/portal.zmvo.cz/alerts/ 90% eee 97| | Q Search In @O ® @ =i
~
X *, Nérodni organizace cz
* @ * pro ovEFovani NOOL_User
*xxx" pravostilégiv Logout
ALERTS EXCEPTIONS SET COLUMNS DOCUMENTATION FILTER RECORDS EXPORT
Alerts
Request to End
Select All Unselect All  Selected: | Export to CSV v| perform
1.2 3 ..760 761 Displayed: 1-50 of 38018 records, Count perpage:
Action  UPRC Created Error Group Productcode  Product name Batch Serial number Alert state MAHname Organization Organization  Location name Request  Action
code  code D D name toEnd
User
o CZ-KPX-WEZ-AYD-SNA-873 1822020 A2 49901 . o 4
08:45
o s CZ-KPX-WAQ-EF-UTX-YKD 1822020 AS2 . [ 74
08:40
o¢ CZ-KPX-WOJ-3UY-W6-UYR 1822020 AS2 49755 . ® 4
08:40
o s CZ-KPX-W67-D8H-3FM-0UN 18.2.2020 A2 49901 .- Y 4
08:37
[ CZKPX-WES-CWH-UTQXUO  18.22020 A2 49901 . S 7
08:37
n 2 (7KDY \NE2 SN GNMYIL 1222000 A 40001 . Q 2 v




Click on the UPRC code of alert and page with alert
detail appear. There are several lists in the alert detail.

List “General” shows details about alert like date of
creation, error code, by user provided or in EU-HUB
stored information, etc.

List “Solution” shows alert State, history od Status
changes, communication log among end-user and MAH
(text, files), date of the last update etc.

Click button ,,Back” to return to the list of alerts.
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VIEW ALERT DETAIL
_Ap.amm - B

< > C @ © @& nhttps//portal.zmvo.cz/alerts/CZ-KPX-YUM-QH2-VVK-J5P/

CZ-KPX-YUM-QH2-VVK-J5P

Back

90%

s 97| | Q Search

= o

moe @ =

A~

=nem
Alert
Archived No
UPRC CZ-KPX-YUM-QH2-WK-J5P
Created 18.2.2020 10:07
Error code A2
Error description Batch Not Found
Source Business Process National System Single Pack API
Intermarket No
Multimarket Undefined
Group code 50017
Product name
Product code - -
Code scheme GTIN

Product name

Serial number -
Batch ID Stored

Batch ID Provided

Expiration Stored

Expiration Provided

Organization
Source Market
Location code
Organization ID
Name

Operator




ALERT FLOW

Alert flow is on the picture.

Some states are intended for
internal use.

Alerts relevant for MAH’s are
marked by light blue and
purple colors at the end.
Please see the legend.
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MAH unknown, pending
for manual handover by
CC operator

0la New alert

»
P

01b New alert - inter
local

MAH notified about new
alert

4

Warning - alert status
unchanged for more than
10 days

Legend

B Mandatory state set by MAH

B Optional state set by MAH

B State set by NOOL or automatically by the system

Closed - intermarket local
—handed over to MAH

End user sent requested Closed - confirmed
information 06c counterfeit, NCA
informed

MAH requested

4
02 additional information

05

04c MAH is investigating

MAH requested

o additional info (via API) Closed - MAH/OBP error
06a
fixed
06b Closed —no error on
End user sent requested MAH/OBP side found
04e . . .
information (via API)
06f Closed - released before
09 Feb 2019
068 lCIosed — MAH/OBP error,
MAH requested incorrectable
additional information
04f ;
(via API) — handed over to 6 Closed — exception

call center

Ministry of Health

Closed —end user error
(identified by NOOL)

06

Call center contacted end

04g user

End user sent requested

b info to call center

04 Call center handed over
info to MAH



Alert state is changing through the whole lifecycle
from the opening to final close. Some states are set by
the system, another have to be set by MAH.

Closed alert states are most interesting for end users,
to decide whether repeat verify operation (in case of
correctable error) or return pack back to distributor.
(incorrectable error).

Important are also states when MAH is asking for
additional information.

Note:

In case of potential counterfeit state 04b has to be set
by MAH. NOOL sets final state 06¢c when investigation
is completed and NCA informed.
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ALERT STATES
] N T R

06b

06¢

0éd

06f

06g

06h

06]

04d

Closed - MAH/OBP error fixed
Closed — no error on
MAH/OBP side found

Closed — suspicion for
counterfeit, NCA informed

Closed — Intermarket Local
Handed over to MAH

Closed — released before
09 Feb 2019

Closed — MAH/OBP error
incorrectable

Closed — exception Ministry of
Health

Closed — end user error
(identified by NOOL)

MAH requested additional
information (via API)

MAH

MAH

NOOL

NOOL

MAH/system

MAH

MAH/system

System

Verify pack again

Verify pack again

Return pack to distributor

Verify pack again

Provide requested information



ANONYMOUS COMMUNICATION BETWEEN MAH AND END USER
Alert management system supports anonymous e .+ -0 x|

. (— - C @ © & https;//sandbox.czmvo.cz/alerts/CZ-KNY-9TW-0V0-M3E-MN1/ wee ?| | Q search nmoe @ =
exchange of “predefined” messages between MAH and , e amvocsler o

end user. | ceneray [t |

~

Priority Low Processing by Call centrum

The commu nlcatlon IS IntendEd to Support MAH Alert state Closed - end user error Processing by API 10.2.2020 15:13 Zaslani zpravy ID: 117
1 H 1 1 10.2.2020 15:13 nastaven stav ID: 12 (Uzavfeno - chyba KU)
I nVESt I gat I o n fo r exa m p I e n Ca Se M A H n eEd S a p a C k State description MAH has ruled out a mistake on its side - check scaner settings - 10.2.2020 15:16 nastaven stav ID: 21 (MAH - Investigyace)
p h OtO can be verified again! 10.2.2020 15:18 Zaslani zpravy ID: 120

: P D00 10.2.2020 16:32 Zaslani zpravy ID: 121

e - ' 10.2.2020 16:32 nastaven stav ID: 12 (Uzavieno - chyba KU)
Communication is showed in alert detail in sheet e 10220201632
“Solution” in section Messages at the bottom of the irvestigation resul
age. Messages

p g
N o te . Chyba_End-User 10.2.2020 16:32 Answer

Chyba na strané koncového uzivatele. Zkontrolujte nastaveni snimace. V pfipadé nesouhlasu za3lete zdGvodnéni.

Communication requires that both MAH and end user

Chyba_End-User 10.2.202015:13 Answer
USE EIther Alert management API Or Web |nterface Chyba na strané koncového uZivatele. Zkontrolujte nastaveni snimaée. V pfipadé nesouhlasu za3lete zdivodnéni.
which is not mandatory. If answer to the request does Re: Chyba_End-User 1022020 15:15 J—
nOt arrlve |n reasonable tlme (24 hOurS) ”Standard” Nesouhlasime - viz foto OBALU - je chybné tisk na obalu.
communication via NOOL call center need to be used. e e chyba Endroser o Ansver- | Download a fle

. File: Screenshot (4).png (367 KB)
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COMMUNICATION - SHOW LIST OF REQUESTS TO END USER

List of alert witch request for additional information can

be displayed via filter.

Turn On filter followed by Setting the field ”Request tO «)-> C Q O & https://sandbox.czmvo.cz/alerts/?%2Falerts%2F = &filtr[cislo] = € 90% oo ﬁ Q Search N @O ® @ =
end user” to “Yes”. L **_ Narodni organizace ¢z
* @ * pro ovéFovani NOOL_User
* % pravosti léCiv Logout
ALERTS EXCEPTIONS SET COLUMNS DOCUMENTATION
Alerts

UPRC: : Created: from -|to Error code: ':]

Group code: l:] Product code: :l Product name: :l

Batch ID: l:] Serial number: :] Alert state: -all- v

MAH ID: [ ] wmaHname [ ] achived:

Request to End Cancel filter

User: Yes v

Select All Unselect All  Selected: |Export to CSV v| Perform

Displayed: 1-2 of 2 records, Count per page:

Action  UPRC Created Error Group Product code Product name Batch Serial number Alert state Request to Action
code code D End User
o7 CZ-KNZ-X0Z-KN4-F5Y-REF 2312020 A7 - MAH API ® < 4
15:43 requets End
Users
* - - . . .
** ** Narodni organizace a s CZKNY-OTW-OVO-M3E-MN1 ~ 22.1.2020 A2 48756 Closed-end @ L4 4
* ‘ * pro OVéFOVénI' 08:24 user error

* = %

* , % pravosti léCiv P P S vl B




COMMUNICATION - SEND ANSWER TO MAH

List of alerts with answers to requests for additional - * —
. . . . . &« C @ © & nhttps;/sandbox.czmvo.cz/alerts/CZ-KNZ-X0Z-KN4-F5Y-R8F/ 90% e | | Q Search IN O ® @ =
information can be displayed via filter.

CZ-KNZ-X0Z-KN4-F5Y-R&
In alert detail click switch to sheet “Solution”. You can see | ~— M

Back

request in the section Messages. Click on button File [ Browse.. ] No fle selected.

“Answer”. New dialog will appear. Attachment can be | [ ceeay [Soven [ Filetype should be txt, paf, csv, jpg. G png P ———

added via button “Browse” and optionally message or

Priority Low

text can be inserted in array “Note”. Message will be sent Alert state MAH AP 7 nere o116

by clicking button “Answer”. e ——— S D: 28 (MAH - API Zadost KU)
Last state change 10.2.2020
Last alert change 10.2.2020

Investigation result

Messages Answer Cancel

Fotka_EAN  10.2.2020 15:08

Zadame o zaslani fota obalu LP, s ¢itelnym 2D kédem. Nafotte prosim i vizualné Eitelné Gdaje (EAN, ZarZe, SN, datum exspirace, apod.)

©:

https://sandbox.czmvo.cz/alerts/CZ-KNZ-X0Z-KN4-F5Y-R8F/ FEREEa e Neofema. sr.o.
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COMMUNICATION — PREDEFINED MESSAGES
List of available requests for additional information
is in the table.

Photo We ask you to send a photo of the pack cover with a legible 2D code.
Photo, more info We ask you to send a photo of the pack cover with a legible 2D code.
Note: Please take visually readable data (EAN, batch, SN, expiration date,
etc.).
List of messages may change based on feedback
from the users of the system. Distributor We ask for the supplier name of the pack.
Error End-user End-user error. Check the sensor settings. In case of disagreement

please provide a justification.
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Exceptions granted by Ministry of Health allow
dispense defined products even if the verification
process fails.

List of exceptions are primarily maintained and
checked by NOOL, however MAH may also modify
exception list.

Click button “Exception” to view list of exception.

L **. Narodni organizace
* (@ * pro ovérovani
" &P

*x ,* pravosti léCiv

EXCEPTIONS

- APl czmvo.cz b+ = O
&« (& Q‘ O & https://portal.czmvo.cz/filter/ 90% oo ﬁ' O\ Search I @ ® @ =
X *, Narodni organizace cz
* @ » proovérovani NOOL_User
* 4% pravosti léCiv Logout
ALERTS SET COLUMNS DOCUMENTATION FILTER RECORDS EXPORT
Exceptions

Verify exception

SelectAll  UnselectAll Selected:[ExporttoCSV_ | perform

Exception ID Insertedvia Created Source
O 3 Admin 19.6201900:00 C. j: MZDR 16723/2019-3/0LZP
| 9 Admin 10620191241  C.j: MZDR 10763/2019-9/0LZP
0O 10 Admin 19.6201912:43  C. j: MZDR 10763/2019-9/0LZP
O 18 Admin 20620191213 . j:: MZDR 21710/2019-2/01ZP
m| 19 Admin 206201912:17 €. j: MZDR 21710/2019-2/0L2P
m] 22 Admin 20620191228 C.j:: MZDR 10763/2019-9/0LZP
O 26 Admin 206201913:16 . j.: MZDR 16720/2019-3/0LZP
| 27 Admin 20.6201913:42  C.j:: MZDR 13800/2019-4/0LZP
O 30 Admin 20.6201914:17 . j:: MZDR 13800/2019-4/0LZP
m] 31 Admin 2062019 14:18 €. j: MZDR 13800/2019-4/01ZP
m] 32 Admin 20620191439 C.j:: MZDR 10873/2019-3/0LZP
O 33 Admin 20.6.201914:45 C.j:: MZDR 10873/2019-3/0LZP
m| 35 Admin 27.6201910:50 €. j: MZDR 22994/2019-2/01ZP
O 36 Admin 27.6201913:11 . j: MZDR 17348/2019-3/0LZP
m] 37 Admin 157.201912:16 C j: MZDR 16729/2019-3/0LZP

https://portal.czmvo.cz/filter/

L ET.PT.PLLY i aewnn EVEVET

Count per page:

Product code BatchID  Serial number

03660053105267
08590355000593
08590355000180
05060149315835
05060149315842
08590355000098
08594175410327
08594739048133
08594739205536
08594739205413
08595675810129
08595675810136
05055565700648
04031083004735

08594175410143

nocnsscasnasn

~




Products can be verified if there is an exception

applicable.

Click the button “Verify exception”. Dialog will
appear. Fill in Product code and batch and click

“Verify”.

* X 3

*
+ @

*

Narodni organizace

* pro ovérovani

*
* 4 K

pravosti léCiv

VERIFY PRODUCT FOR THE EXCEPTION

e

- APl czmvo.cz

c @

X

+

O & https://portal.zmvo.cz/filter/

** % Né&rodni organizace

*?* &Fovani
* I * pro ovéFovani
o Bl

*x y*  pravosti léCiv

ALERTS

Exceptions

90%

oo ﬁ O\ Search

SET COLUMNS

DOCUMENTATION

FILTER RECORDS

= (]
moeo M =
@
NOOL_User

Logout

EXPORT

I Verify exception I

Select All

Exception ID

22

26

27

30

31

32

33

35

Oooooooooooooao

E
O 37

Inserted via
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin

Admin

https://portal.czmvo.cz/filter/ |,

Created

19.6.2019 09:00

19.6.2019 12:41

19.6.2019 12:43

20.6.201912:13

20.6.201912:17

20.6.201912:28

20.6.201913:16

20.6.2019 13:42

20.6.2019 14:17

20.6.2019 14:18

20.6.2019 14:39

20.6.2019 14:45

27.6.201910:50

27.6.201913:11

15.7.2019 12:16

Unselect All  Selected: | Export to CSV v| Perform

Source
Cj.: MZDR 16723/2019-3/0LZP
€. j.: MZDR 10763/2019-9/0L.ZP
€. j.: MZDR 10763/2019-9/0L.ZP
€. j: MZDR 21710/2019-2/0LZP
€. j: MZDR 21710/2019-2/0L.ZP
C. j.: MZDR 10763/2019-9/0LZP
j.- MZDR 16729/2019-3/0LZP
C j.- MZDR 13800/2019-4/0L.ZP
€. j.: MZDR 13800/2019-4/0L.ZP
€. j.: MZDR 13800/2019-4/0L.ZP
€. j.: MZDR 10873/2019-3/0L.ZP
€. j.: MZDR 10873/2019-3/0LZP
C. j.: MZDR 22994/2019-2/0L.ZP
€. j.: MZDR 17348/2019-3/0L.ZP

C. j.: MZDR 16729/2019-3/0LZP

e 0

Product code

Batch ID

08590355000180
05060149315835
05060149315842
08590355000098
08594175410327
08594739048133
08594739205536
08594739205413
08595675810129
08595675810136
05055565700648
04031083004735

08594175410143

Cancel

Count per page:

~




