NMVS Portal User Guide for
Local Organisations

Applicable To: Solidsoft Reply NMVS Release 15
Published: October 2024
Version: 10.0

Audience: Pharmacies, Wholesalers, Hospitals via NMVOs

X REPLY

SOLIDSOFT



Revision History

* Complete Revision History can be found within the appendix.

X REPLY

SOLIDSOFT



Document Approval

Name Role/ Title Signature Date Meaning of Signature
David Joyce | Author Signature is documented in the PDF sign-off sheet | am signing to certify this document has been
for this presentation. . . .
produced following the prescribed process and that it
meets technical requirements.
Steven Development ]f;grr;:fsu;erei ;0;‘;;’;2”’?‘3" in the PDF sign-off sheet | am approving this document to clarify that it meets
Sloggett Lead technical requirements.
Rizwan Project Signature is documented in the PDF sign-off sheet | am approving this document to certify that it meets
for this presentation. . .
Rehman Manager business requirements.
Matt Senior CSV Signature is documented in the PDF sign-off sheet | am approving this document to certify that it meets
for this presentation.
Stellmacher | Consultant quality and compliance requirements.

*Note that date will be automatically added by the electronic signing tool. If signing by hand, please include date. If date and time are not shown
under electronic signatures, the audit trail at the back of this document shows the date and time of signature.

X REPLY

SOLIDSOFT



Portal User Guide for Local Organisations

Introduction

This User Guide provides guidance to Local Organisations (i.e.
Pharmacies, Wholesalers, and Hospitals) on the usage of the
National Medicines Verification System.

The examples used in the slides may present data specific to a
Wholesaler account, or a Pharmacy account, but all processes
and features are equally applicable to the above organisation
types.

Prerequisites to the Registration Process

The following are required prior to a Local Organisation
beginning the registration process.

1.The NMVO has agreed with the Local Organisation the Prime
Contact and a set of Known Facts.

2.The NMVO has sent the Prime Contact of the Local
Organisation a registration email.

Terminology

National Medicines Verification Organisation (NMVO)
The organisation set up by national stakeholders to manage the
National System and medicine verification for that country

National Medicines Verification System (NMVS)

A system in the European Medicines Verification landscape that
serves as the verification platform for one country. Local
Organisations check a product’s authenticity using a connection
to this system

Local Organisations
The organisations required to use the NMVS to check a
product’s authenticity

Prime Contact
The first point of contact in the Local Organisation for the
registration process

Known Facts

A pre-agreed set of challenge questions and answers used to
verify identity during the registration process and known only
to the NMVO and the NCA
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Introduction to Users and Clients

Users

* A User of the system is a physical user, i.e. a person.

* A User interacts with the NMVS through the NMVS
Administration Portal and the NMVS Emergency Verification
Portal.

* A User requires an NMVS account to login to the
Administration Portal and Emergency Verification Portal.

* A User account is associated to one or more User Roles that
defines the permissions available to the user.

* User Roles are defined through the NMVS Administration
Portal. User Roles may be provided the full permissions set,
or a reduced permissions set.

Clients/Client Systems

* A Client of the NMVS is another IT system (i.e. a
Wholesaler/Pharmacy/Hospital IT System).

* The Client System interacts with the NMVS through a
technical interface and is issued with Client System
Credentials.

* The Client System Credentials used by Client Systems always

provide the Client System with a Role that has the full
permissions set according to their organisation type (e.g. an
organisation of type Pharmacy does not have the permission
to decommission a pack as Exported, Stolen, Free Sample or
Locked, while an organisation of type Wholesaler does have
it).

* |t is not possible to modify the permission set for a Client

System through the Portal.
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Logging in as the local organisation user
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User Account - Login to the Portal

ations ad - - atio 1. Enter User Name and password in the login screen (the user name
- is the email address).

2.  Auto-complete feature is turned on/off depending on the market.
Please contact your NMVO for more details.
orisea Users O Note: The auto-complete feature supports strong passwords.
Disabling this feature may lead to weaker passwords and a
potential compromise of an account.

wholesalersuperuser@exampIe.coni

wholesalersuperuser@example.com
©® 3. Show password button can be clicked to display password as text
—— instead of dots.
admin@examp! fogM-dev.nmvo.eu
sessssees @ ......... 4. Click lsign In'.
ncasu e.com
I ......... 5.  After clicking ‘Sign In’ the Authorisation Code challenge screen will
. be presented.
© nmvosuperuser@example.com
Ad atorinyour Organisation. | 6. If the User has forgotten their password, or wants to reset it, then
ou have forgotten your password, please use the following obp@example,com._logindewmmmrees select the ‘Password Reset’ link.
- L . 7.  User can enter the ‘User Name’ i.e. relevant email address and
Home > Users > Forgot Password - cogle Account select ‘Send’. An email will be sent to the specified email address
Medicines Verification Administration Portal to reset their password, if the email is registered as a user of the

system.

Forgot Password

* Email
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Terminology

Two Factor Authentication

For improved security of the NMVS
portal, Two Factor Authentication is
employed in the login process.

Two Factor Authentication requires an
Authorisation Code to be entered in
addition to the user password.

The Authorisation Code is sent to the
email address of the registered user.

The Two Factor Authentication step
applies to all login attempts for all users.

User Account - Two Factor Authentication

EMVS Authorization <emvsauthorization@emvs.eu= National Medicines Verification
to new.nmvo.user+TestWholesaler@gmail.com - system

Dear user,

Your authorisation code is: 774106

Authorised Users Only

Please enter your Authorisation Code

Kind regards, An access code has been sent to your registered email address.
National Medicines Verification Organisation R N
If you haven't received an email or the code expired, click the link to
receive a new code. 5end new code

1. Enter the Authorisation Code from the
email into the Code field.
2. Note that the Authorisation Code expires Continue

within 5 minutes of being sent to the
registered user’s email address.

3. Click ‘Continue’ to progress to the Portal.

4. To return to the Login screen, click ‘Start
Again’.
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User Account - Home Screen

The current page is

Upon successful login to the portal, the Home displayed here.

screen is presented.
. Home [
The Users page provides access to the User >~ . . . .. .
Management features. -% REPLY Medicines Verification Administration Portal

SOLIDSOFT

The Locations page provides access to Location \ CHANGE YOUR PASSWORD HELP AND ADVICE
Management features.

Home It's recommended that you change your password on a regular basis to This section of the site contains useful information about how to use the

. ensure that your account remains secure. system.
The Reports page provides access to Report ¥
Request & Management features. e New passwords must be 8 characters long with at least 1 character from
. ) « User Management
the following types:

Locations . . .
The User Roles page allows the user to manage « Endpoint Administration
the authorisation roles of the organisation. * Upper case characters

Reports +« Reports

. . i « Lower case characters
The Client Roles page provides access to Location
Management features. User Roles e Numbers There are also details in this section about how can contact the Solidsoft
. \ Reply NMVO service Desk

The Client Credentials page allows management Client Roles * Special Characters I5%8—=+@#.—_
of organisational credentials and their secrets

Client Credentials Change Password
IT Supplier Qualification page to manage Test

Books (subject to permissions) = I7 supplier Qualification

The Change Password page allows the password === Change Password This button presents the
to be changed. Change Password page

This button links to the local
NMVO website

Help and Advice
The Help and Advice page points to the local = )

NMVO website.

Clicking ‘Logout’ will logout the current user. %

Logout

o
NOTE: The Users, Locations, Client Roles, User Roles, and Client Credentials entries of the menu will be available to the user only if their role has the % REPLY
permission to manage users, locations or authorisation roles. SOLIDSOFT



This is the logout screen. It
will be presented to the user
on logging out of the system.

Note the language
dropdown (defaulted to
“English”). This dropdown is
also present on the login
screen and allows the user
to specify in which language
they prefer to use the
system.

To return to the login screen,
click the link indicated -
“Medicines Verification
Portal”.

Logout Screen

National Medicines
Verification System

You are now logged out

Please follow the link to log in again to Medidnes Verification Portal
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This is the screen that is
presented when there has
been no activity, by the
currently logged in user, for
a defined (configurable)
period of time, usually 30
minutes.

By clicking on the link
indicated and re-logging in,
the user will be returned to
the page and part of the
system that they were on
when the session expired.

Timeout Session Screen

National Medicines
Verification System

Login session expired
Your login session has expired.

Please click here to refresh the page and login.
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This is the screen that is
presented after too many
failed login attempts - the
Locked Out screen. An
Admin user is required to
unlock the user.

Locked Out Screen

National Medicines Verification
System

Locked out

This account has been lodked out, please conmtact your system

administrator!
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Local Organisation Registration
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Local Organisation

The NMVO initiates the Local Organisation
registration process through its NMVO Portal.

As part of that process, the NMVO will send
the Prime Contact of the Local Organisation a

registration email inviting them to register. \

Upon receipt of the registration email, click the
link in the registration email (or copy and paste
the URL into the browser address bar).

Note: Please check your spam/junk email
folder if you are expecting the mail but it does
not appear in your inbox.

Note: The URL in the email will be unique to
the associated registration. The validity period

Registration - Email Invitation

[Test] National Medicines Verification System (NMVS) Registration

Yahoo/Inbox

N solidsoft.emvs.nbsdv@reply.com <solidsoft.emvs.nbsdv@reply.com=
To: orgusermanager1@yahoo.com

) Dear Test User,
This is an invitation to register with the NMVS.
Please follow the link below to register your organisation:

) https://portal-test.nmvo.eu/Registration/994cd973-2dff-460e-9293-0d364b1eee34

ﬂ This registration link will expire in 45 days.

Kind regards,
National Medicines Verification Organisation

This is an automated message - please do not reply directly to this email.

« @ 5 -

is stated in the email. If registration is not

/= Fri, 22 May at 10:08

completed within the time frame, contact the
local NMVO.
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Local Organisation Registration - Known Facts Challenge Screen

Once the registration link has been opened in a web browser,
the Known Facts challenge screen is presented (example
screen shown to the right).

During the NMVO/Local Organisation engagement process,
the Local Organisation will have agreed (or been provided) a
set of questions and answers up to a maximum of 5 (the
‘Known Facts’).

The Prime Contact is required to input the agreed answers to
all challenge questions in the text boxes:
Example Challenge Question 1 (Registration Num)

Example Answer 1 (12345678)

National Medicines Verification System

Hello, Sample Org

Please answer the known facts of your organisation.

All known facts are case sensitive, please ensure they are
correct.

Registration Num

12345678

License Num

1.

2.

3. Example Challenge Question 2 (License Num)
4. Example Answer 2 (87654321)

When all answers have been supplied, click ‘Next’ to setup the
initial Super User account.
The User name and Email are auto populated.

Enter the new password and confirm the new password.
Click complete to finish the registration process. K

Once completed, a message detailing that the registration was
successful will appear.

National Medicines Verification System

Register Organisation - Step 2

Email orgusermanager]@yahoo.com

Note that your password must be at least 8 characters with at least 1 character from the
following types:

* Uppercase characters
* Lowercase characters
* Digits and Non alphanumeric characters (1$%&=+@#.-_)

Complete

Terminology

Super User

A user in the super user role, that grants
them the full set of permissions for their
type of organisation.

The first user created during the registration
process will be a super user.

It should be noted that the Super User role
is immutable, i.e. it cannot change and will
persist. It is recommended to use an email
account specifically set up with this in mind.

National Medicines Verification System

Your registration was successful.

Your registration is confirmed. Follow the link and use
your details to sign into the NMVO Dev Name
Administration Portal.

Login to Medicines Verification Portal
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User Management
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The User Management
functions are found on the
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Home

Users

User Management - Main (1)

Export user data, only for the

organisation that the logged in user

is part of. Two formats, Excel

or CSV

Last Authentication Attempt shows most
recent authentication attempt and the
outcome —red = failed; green = successful

Click ‘Create’ to begin the
process of creating a new user

Locations

Row records
can befiltered

The columns are sortable. Clicka
heading to sort or toggle direction.

Client Credentials

IT Supplier Qualification

Change Password

Help and Advice

Users

User Name

nmys.ssr+locked@g...

nmvs.ssr+onboardin...

nmys.ssr+suspended...

pharmacist@exampl...

pharmacyadmin@ex...

pharmacysuperuser...

A

Export CSV Export Excel @

‘Creation Date’ indicates the date of
when the user was created by the
organisation's user administrator.

Columns can be shown /
hidden by (de)selecting the
checkboxes

Prime Coi Super User AccountSta.. Loc.. Location Name
All= All= All=
X v Locked
X X Onboarding  8c950¢ Test Location 1
X X Suspended 8c950d Test Location 1
X Active
X X Active
v v Active

Indicates that user has
the Super User role.

User Roles

Last Authorised A...

Created By

Unselect All

User Name
Prime Contact
Super User
Account Status
Location Id
Location Name
User Roles

Last Authentication Outcome And Timestamp (UTC)

All= All=
f - “ Creation Date

Pharmacy Super User @ 09/08/2024 09/08/2024 08:08:... @ 09/08/2024 08:09: pharmacysuper... Org.. - |

Last Authorised Access (UTC)
Pharmacy Administrator § 09/08/2024 pharmacysuper.. Org..| # < W #

- Created By

Pharmacist User @ 09/08/2024 09/08/2024 08:09:... @ 09/08/2024 08:09: pharmacysuper... Org... f [ ] =) p

Created By Organisation
Pharmacist User @ 08/08/2024 test data script og.| FEWOL N~ Actions
Pharmacy Administrator { 08/08/2024 test data script org... f i ® ﬁ

Actions are described
Pharmacy Super User € 08/08/2024 09/08/2024 08:02:... @ 09/08/2024 08:02: NMVO User NMVJ f in a later slide
—

Clicking o icon provides
list of permissions on the
particular role

Last Authorised Access shows timestamp
of most recent access to portal or EVA

Logout

Page 1

Next

page

The ‘User Name’ field displays
each user's email address/user
name. The prime contact user
will have their name displayed in
parenthesis.

The Prime Contact indicates
the Super user who can be
contacted by NMVO.

“

“Page next”, “page previous” and Up/Down page

controls can be used to scroll through list of users

10rows v
Active
\ Locked
The account status Onboarding
can be one of the [ suspended

following values:

I E Suspended by NMVO

Suspended by NMVO (Locked)

Suspended by NMVO (Onbearding)

Note: The user accounts listed in the

following slides are genericuser
accounts and do not map to the

(depending on number of records)

Suspended by NMVO (Suspended)

accounts made in the previous slides.

Suspended for inactivity

Suspended for inactivity (Locked)

z
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User Management - Main (2)

The ‘Actions’ field contains
icons to represent the various

V
Edit a user

Change the user’s
role(s) or their default
location.

If the user is the prime
contact, first and last

name can be amended.

Delete a user Unlock a user
The answer for when a
user has locked their
account after too many
failed login attempts
(after 5 attempts).

Permanent deletion
of a user. The
account is not

recoverable.

Suspend a user

Suspension disables a
user from being able to
login to the
Administration Portal or
the Emergency

£ O O

Verification Application.

Reinstate a user

Reinstates a user
following a suspension,
enabling them to login to
the Portals again.

actions that can be performed
Users
on a user account.
User Name Prime Cont... Super User AccountSta.. Loc.. Location Name User Roles Creation ... LastAuthorised A... Last Auth. Attemp... Created By
All~ All~ All~ All ~ All ~
nmvs.ssr+locked@g... X v Locked Pharmacy Super User @ 09/08/2024 09/08/2024 08:08:... @ 09/08/2024 08:09: pharmacysuper... Org... p’ :. i' “
nmvs.ssr+onboardin... X ¥ Onboarding  8c950d Test Location 1  Pharmacy Administrator { 09/08/2024 pharmacysuper.. Org.. # <4 W P
nmvs.ssr+suspended... X X Suspended 8c950d Test Location 1  Pharmacist User @ 09/08/2024 09/08/2024 08:09:... @ 09/08/2024 08:09: pharmacysuper... Org.. S WO P
pharmacist@exampl... X Active Pharmacist User @ 08/08/2024 testdatascript  Org.. S WO L
pharmacyadmin@ex... X X Active Pharmacy Administrator { 08/08/2024 test data script og. SEBOL
pharmacysuperuser... Active Pharmacy Super User @ 08/08/2024 09/08/2024 08:02:... @ 09/08/2024 08:02: NMVO User NMvo &
onlllen

Reassign Prime contact

Reassigns an
organization prime
contact from one
super user to another
super user.

4 P

Force Password
Reset

Resend Invitation Email

Resends the invitation
email to the user for
activating their
account.

To force the affected
user to choose a
new password on
the next login.
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User Management - Create User (1)

Fields marked with a red asterisk * are mandatory

Enter the email address of the new user.

* Email

User can optionally specify the location
that will be automatically assigned to the
new user when accessing the EVA portal.

The User Role must first be defined
(through the User Roles page) for the
new user account being created.

The possible User Roles are listed in the
‘User Roles’ box.

Select the user’s role(s). It is possible to
assign multiple roles to a single user.

In this example a new user is created
with both the ‘Pharmacist User’ and
‘Pharmacy Administrator’ user roles.

Click the ‘Create’ button.

An invitation email is sent to the new
user to begin the registration process.

—>

User Location

—

* User Roles

Pharmacist User: Allc

Pharmacy Administrator: Allows the user to manage users, locations, and clients \or the organisation

Create User

nmvs.ssr+suspended@gmail.com
) Test Location 1 X

Pharmacist User @ % Pharmacy Administrator € x

Close

s the user to perform transactions using the Emergency

‘=rification Portal

1. Clicking on the §) information icon
beside a User Role will popup a dialog
listing all the permissions for that role

|
\

+ Packs - MarkasDestroyed: Allows the actor to mark a pack or
packs as destroyed

« Packs - MarkasSample: Allows the actor to mark a pack or packs
as sample

+ Packs - Markassupplied: Allows the actor to mark a pack or packs
as supplied

Close

Pharmacist User X

Pharmacy Administrator

«+ Client Roles - Control: Allows the actor to create, update and delete roles for their client credentials
+ Equipment - Control: Allows the actor to create, update and delete client equipment within their organisation
«» Locations - Control: Allows the actor to create and update locations within their organisation

+ Qualification Testing - Control: Allows the actor to view and manage IT Supplier Qualification within the NMVS Administration

Portal

» User Roles - Control: Allows the actor to create, update and delete roles within their organisation
» Users - Control: Allows the actor to create, update and delete users within their organisation

Close

P
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User Management - Create User (2)

Users
User Name Prime Cont... Super User AccountSta.. Loc.. Location Name User Roles Creation ... LastAuthorised A... Last Auth. Attemp... Created By Crea... Actions
All~ All~ All~ All ~ All~

nmvs.ssr+locked@g... X v Locked Pharmacy Super User @ 09/08/2024 09/08/2024 08:08:... @ 09/08/2024 08:09: pharmacysuper... Org.. & :. i Y
é nmvs.ssr+onboardin... X X Onboarding 500 Test Location 1 Pharmacy Administrator ¢ 09/08/2024 pharmacysuper... Org.. # < i P

nmvs.ssr+suspended... X X Suspended 89500 Test Pharmacist User @ 09/08/2024 09/08/2024 08:09.... @ 09/08/2024 08:09: pharmacysuper... Org... / "." =3 ’

pharmacist@exampl... X X Active User @ 08/08/2024 test data script og. FEBOLP

pharmacyadmin@ex... X X Active Pharmacy Adminwagor { 08/08/2024 testdatascript  Org.. S WO L

pharmacysuperuser... v v Active Pharmacy Super User @ 09/08/2024 08:02:... @ 09/08/2024 08:02: NMVO User Nmvo &

When a user is successfully
created a new entry is
listed in the ‘Users’ table.

Initially the user will be in the ‘Onboarding’
state, as shown in the ‘Account Status’ field.

This will change to ‘Active’ when the user has
completed the registration process.

z
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User Management - Edit User

‘ 2. The User Name
Edit ’ cannot be changed.

’ 1. To edit a user select the pencil icon in the
row of the table for the user you wish to
edit.

* Email nmvs.ssr+locked@gmail.com

All Locations \
= 3. The default location can be

Pharmacy Super User @ X ( changed.

User Location

* User Roles

Pharmacy Super User: Grants the user the full set of permissions

NOTE: When updating a prime
contact user the First and Last Name are also ‘

4. User Roles may be selected
displayed. The name will also be visible to A Close or deselected. When
the NMVO to assist in contact. N selected a description of the
role is displayed below (if a
description has been
created).
X
5. Click ‘Update’ to finalise
* Email pharm the changes.
* First Name Super
* Last Name User
* User Roles

Pharmacy Super User @ X

Pharmacy Super User: Grants the user the full set of permissions

Update Close

X REPLY
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User Management - Delete User

To permanently delete a User, select the
bin iconin the row of the table for the user
you wish to delete.

Note: The account is not recoverable.

Delete User X

Do you want to delete the user pharmacyadmin@example.com? 3. Check the User Name is

correct for the account
you want to delete.

o

Delete € Close

4. Click ‘Delete’ to delete the user.
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User Management - Unlock User

To unlock a user (following account
suspension due to too many failed login
attempts), select the open padlock iconin

the row of the table for the user you wish
to unlock.

Unlock User X

Do you want to unlock the user nmvs.ssr+locked@gmail.com? 2. Check the User Name is

— correct for the account

you want to unlock.

3. Click ‘Unlock’ to unlock the user

X REPLY
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User Management - Suspend User

To suspend a user and disable their account
from accessing the Administration Portal or
the Emergency Verification Application,
select the stop icon in the row of the table
for the user you wish to suspend.

Suspend User

Do you want to suspend the user pharmacist@example.com?

3. Click ‘Suspend’ to suspend the user

Check the User Name is correct for
the account you want to suspend

X REPLY
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User Management - Reinstate User

1. To reinstate a user (following account
suspension), select the tick icon in the row
of the table for the user you wish to
reinstate.

Reinstate User X

Do you want to reinstate the user nmvs.ssr+suspended@gmail.com? <€ 2. Check the User Name is

correct for the account you
want to reinstate

Reinstate Close

3. (Click ‘Reinstate’ to reinstate the user

X REPLY
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User Management - Reassigh Prime Contact

The Super user can reassign an
organisation’s prime contact from one
Super User to another Super User. Only

Users

Export CSV Export Excel

Prime Cont...

User Name

Super User Account Sta...

superusers with no associated locations
can become the prime contact.

Loc... Location Name User Roles Creation ... LastAuthorised A... Last Auth. Attemp...

The ‘Prime Contact’ icon will
be shown in action list for the
other super user who can be
made as ‘Prime Contact’ for
the Organisation.

Created By

On selection of the given
‘Prime Contact’ icon, it will

present a popup where the
user can enter the relevant

Crea.

All~ All~ All~ All ~ All~ .

‘First Name’ and ‘Last Name’
nmvs.ssr+locked@g... X v Locked Pharmacy Super User @ 09/08/2024 09/08/2024 08:08:... @ 09/08/2024 08:09: pharmacysuper... Org.. & S W o for the new Prime Contact.
nmvs.ssr+onboardin... X X Onboarding  8c950d Test Location 1 Pharmacy Administrator ¢ 09/08/2024 pharmacysuper.. Org.. S WP
nmvs.ssr+suspended... X X Suspended 8c950d Test Location 1 Pharmacist User @ 09/08/2024 09/08/2024 08:09.... @ 09/08/2024 08:09: pharmacysuper... Org... p‘ ".' 9 ﬁ
pharmacist@exampl... X Active Pharmacist User @ 08/08/2024 test data sqg —
pharmacyadmin@ex... X X Active Pharmacy Administrator ¢ 08/08/2024 test data st Prime Co ct/User Details x
pharmacysuperuser... Active Pharmacy Super User @ 08/08/2024 09/08/2024 08:02:... @ 09/08/2024 08:02: NMVO Use

‘Prime Contact’ has been .
Email nmvs #sr+sugbended@gmail.com
Users updated and the name of the
user is included in parenthesis.
Export CSV Export Excel * First Name Gamma
User Name Prime Cont...  Super User AccountSta.. Loc.. | U Creation Da... Last Authorised ... Last Auth. Attemp .
Last Name November

nmvs.ssr+locked@gmail.com

nmvs.ssr+onboarding@gmail.com

nmvs.ssr+suspended@gmail.com

pharmacist@example.com
pharmacyadmin@example.com

pharmacysuperuser@example.com (Super User)

You are reassigning your organisation Prime Contact. Are you sure you

X v pthed Pt 09/08/2024  09/08/2024 08:08... @ 09/08/2024 13:19:5) 1Y . iror .
wish to change this? This will not remove their super user account.
X X Onboarding  8c950d T Pt 09/08/2024
X X Suspended  8c950d T PF 09/08/2024  09/08/2024 08:09... @ 09/08/2024 08:09:5 Assign Close
Active Pt 08/08/2024 U W
X X Active Pt 08/08/2024 t. 0.. FEHOL
Active Pl 08/08/2024  09/08/2024 12:45... @ 09/08/2024 12:45:41 NM N... & %0 R E P LY
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User Management — Resend Invitation Email

Note: At initial creation of a user, an email is sent to the new user to complete their registration. If
somehow this email is lost, the resend invitation email button is available to help with the process.

The “Resend Invitation Email” icon will be
shown in the action list for any users with an
account status as “Onboarding”.

_%' REPLY Home > Users

SOLIDSOFT Medicines Verification Administration Portal

Home Users

o . phaneendhra@user.com False True Onboarding 08/06/2022
Organisation Settings
stockchecker@example.com False False Active 08/06/2022
Change Password wholesaleradmin@example.com False False Active 08/06/2022
Help and Advice wholesalersuperuser@example.com (Super User) True True Active 08/06/2022
Logout

On selection of the given ‘Resend
Invitation Email’ icon, it will
present a popup where the user
can click the “Resend” buttonto Do you want to resend the invitation email to nmvs.ssr+onboarding@gmail.com?

resend the invitation email to
Resend Close

complete the registration.

2’ REPLY
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User Management — Force Password Reset

1. To force password reset a user, select the
key icon in the row of the table for the user
you wish to password reset.

Force Password Change

Do you want to force user pharmacyadmin@example.com to change their password?
2. Check the User Name
is correct for the

| account you want to
Force Close reset password

A

3. Click 'Force' to reset the user
password

X REPLY
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Location Management
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Location Management - Main

Additional location information that
confirms legitimacy of end —user location,

Access Locations from the such as SPOR OMS LOC ID (wholesale Location Id Following columns can be displayed /
ccess fat!ons romt 4 or’ne dealer) or licence number (wholesaler, Location Name hidden by clicking the ‘All’ button and
page by dicking on ‘Locations’ tab pharmacy), or EudraGMDP information. | selecting / deselecting individual columns

Address

Status /

Legitimacy Information

Home - Locations

—%. REPLY Medicines Verification Administration Portal

SOLIDSOFT ) | The ‘Show Locations with Proposed Changes Number of equipment
Locations Only’ checkbox will only be displayed IF there [ Actions

are locations with pending changes (from the
Home NMVO). Any location with pending changes will 3 Show Locat)

belisted in bold in the table.
Columns are sortable

Users \ Location Id Location V ame Address Status # Equipment Actions

With Proposed Changes Only [ | £ All -

All =
S{E==D o
17e19e1b-26a1-4ae6-9ed7-6ee213b144f3 Locatj Via Salette, 24, Sperlonga, 04029 LT Suspended ABC12345 0 f’ i' )
Reports 2c9e545b-5743-Acfe-b838-28790€295cc4  Location 2 via Posillipo, 68 mare, Napoli, 8012, Active ABC12345 0 VA I
Columns can be filtered 51a8a370-760d-497a-90df-674369ac910f  Location 1 Vico Ferrovia, 17/18, Napoli, 8 Active ABC12345 2 Pl I
b1f5560e-f0d2-43d7-81c8-dfb7ce61502a Location 3 Via Mariano Mandaolesi . 04024 LT Pending ABC12345 f‘ i'
Client Roles ) . . . —
fbdc560d-a6c8-4aee-9980-5582f02b7ed3 Location 5 Via Pontina, km 00, Terracina, LT 040 Suspended by NMVO ABC12345 0 j’ [ ]
Client Credentials
Locations can be suspended by the
local Organisation or by the NMVO.
Change Password To reinstate the location click the Edit location. Clicking on this icon opens the Locations details page where the
recycle arrow icon (further p‘ address of the location can be edited, also client equipment can be managed
) instructions on later slides). When a (more details in later slides)
Helo and Advice location is suspended by the NMVO = . o . .
Each Local Organisation will have at least one Location at which pack this will beindicated in the location . Delete location - Clicking opens a dialog to confirm deletion.
operations are performed. status. 1 !
= . ® Suspend location — clicking this opens a dialog to confirm suspending a
Each Location shall be defined in accordance with the following steps. [ ©//7H% PAE8 Page 1 < location
| |
The outcome of this process is the generation of Client System IO Reactivate location — clicking this opens a dialog to confirm reactivating a

Credentials, which are required to be implemented in the Client suspended location

Systems by the Local Organisation’s IT Supplier.

—_ Review Proposed Changes — when the NMVO makes changes to a location,

7 @
Y= the Prime Contact is notified of the proposed changes, and an authorised R E PLY
end-user of the local organisation must approve or reject the changes.

SOLIDSOFT




Location Management - Add Locations

- Location Name: The geographiclocation
where pack operations will be performed.
. i pack op P Add Location X
1. To begin the process of adding a . .
location, click ‘Create’ button. The Address: The phys'_cal adqress of the location ) )
. ., R where pack operations will be performed. Location Name
Add Location’ dialog will appear.
City: The city in which pack \ Address
. operations will be performed. \ [
2. Enter details (address) of the new city Hovering over the ¥ Information icon beside
location in the popup dialog. Fields with Postal Code: The postal code of the location 7| ‘Legitimacy Information’ label will display a
ared asterisk * are mandatory at which operations will be performed. The ﬁ * postal Code prompt to enter valid verification details
postal code must be provided.
Legitimacy Information field is shown here * Legitimacy Information €
because field ownership is configured at Local The Country Code field only appears for ﬂ
Organisation level. If Legitimacy information systems in Switzerdand or Lichtenstein
ownership is set to NMVO level the field will . . . . / — Close
not be shown at all. Whether field is mandatory Legitimacy information confirms that location
or not is also a system configuration i isvalid.
Home - Location The location Location & has b aly X 3. Click ‘Create’ to add the new
. = - - P - e location "Location &' has been successfully . . .
Medicinep Verification Administration Portal created. location. The dialog will be
dismissed and user returned to
Locations main Locations page.

Show Locations With Proposed Changes Only I:I Al ~ \

Location Id Location Name Address Legitimacy Information # Equipment

4. A toast message will be briefly displayed.
All~
Newly added location will appear in
Locations table with ‘Pending’ status. The
2c9e545b-5743-Acfe-b8... Location 2 Via Posillipo, 68 mare, ...  Active ABC12345 0 ZSEQ NMVO will then review the location details
and decide on whether to approve the

17e19e1b-26a1-4ae6-9ed... Location 4 Via Salette, 24, Sperlonga... Suspended ABC12345 0 f i 15)

51a8a370-760d-497a-90d... Location 1 Vico Ferrovia, 17/18, Nap... Active ABC12345 2 ] . .

/u0 location before the location can become
56cc8964-aade-4700-9a9... Location 6 Viale Tommaso Tittoni, 1... Pending Legit.99 active.
b1f5560e-f0d2-43d7-81c...  Location 3 Via Mariano Mandolesi, G... Pending ABC12345

= = Note that this functionality may be disabled
fbdc560d-a6bc8-4aee-998... Location 5 Via Pontina, km 106, 500, ... Suspended by NMVO ABC12345 0 | in your market. If so, created locations will

move directly to being active.

X REPLY
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Location Management - Edit Pending Location

When a location isin a pending state the edit functionality allows the local organisation to modify the properties that they have provided to the NMVO for legitimacy checking. Any modification
will be visible to the NMVO while they are reviewing the pending location. Modifying the pending location properties may be a result of legitimacy check discussions with the NMVO, or to correct

typographical errors.

Edit (Pending) Location dialog

Main Location page

Locations
Show Locations With Proposed Changes Only || &al~
Location Id Location Name Legitimacy Information # Equipment Actions 5 1. To edit aloca tion, click the
Al *, ‘Edit’ icon next to the Location
) ) — with ‘Pending’ status and the Edit
17e19e1b-26a1-4ae6-9ed7-6ee213b144f3 Location 4 Via Salette, 24, Sperlonga, 04029 LT Suspended ABC12345 0 ra ko) . . i .
(Pending) Location dialog will be
2c9e545b-5743-4cfe-bB38-28790e295¢c4  Location 2 via Posillipo, 68 mare, Napoli, 80123 NA  Active ABC12345 0 =/E0 displayed.
51a8a370-760d-497a-90df-674369ac910f Location 1 Vico Ferrovia, 17/18, Napoli, 80142 NA Active ABC12345 2 ra I I
b1f5560e-f0d2-43d7-81¢8-dfb7ce61502a Location 3 Via Mariano Mandolesi, Gaeta, 04024 LT Pending ABC12345 f{
fbdc560d-a6c8-4aee-9980-5582102b7ed3 Location 5 Via Pontina, km 106, 500, Terracina, LT 04019 Suspended by NMVO ABC12345 0 a1
Location 2 X
2. It is possible to edit the information fields associated with a A
Location, i.e.: Location Id d0d9e09c-218c-4a3e-a24e-ab6d7ffh7c88
* Location Name =< | *Location Name Location 2
* Address
* City Address Via Federico Ozanam, 30-34
* Postal Code
* Legitimacy Information City Roma
It is notpossible to change the Location ID generated by the * Postal Code 00152 RM Legitimacy Information field is shown here
portal. because field ownership is configured at Local
* Legitimacy Information @ ABC12345 Organisation level. Whether field is mandatory
] - ~ or not is also a system configuration
3. When any field of the address is edited, the Update button
becomes enabled. Click the ‘Update’ button and dialog is
dismissed and user is returned to main location page. ‘) Close
A toast messageis briefly displayed on the main locations page.

REPLY
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2. It is possible to edit the
information fields
associated with a Location,
i.e.:

* Location Name

* Address

* City

* Postal Code

* Legitimacy Information

It is not possible to change
the Location ID generated by
the portal.

3. When any field of the address is
edited, the Update button becomes
enabled

Location Management - Edit Non-Pending Location

Main Location page

Location Details dialog popup

[ Location Id

* Location Name

Location 1

51a8a370-760d-497a-90df-674369ac910f

Location 1

Locations

Location Id

17e19e1b-26a1-4ae6-9ed7-6ee213b144f3

Location Name

Location 4

2c9e545b-5743-4cfe-b838-28790e295cc4  Location 2

51aBa370-760d-497a-90df-674369ac910f
b1f5560e-f0d2-43d7-81¢8-dfb7ce61502a

fbdc560d-abc8-4aee-9980-5582f02b7ed3

Location 1
Location 3

Location 5

show Locations With Proposed Changes Only D

Address Status
Al
Via Salette, 24, Sperlonga, 04029 LT Suspended
Via Posillipo, 68 mare, Napoli, 80123 NA  Active
Vico Ferrovia, 17/18, Napoli, 80142 NA Active
Via Mariano Mandolesi, Gaeta, 04024 LT Pending

Via Pontina, km 106, 500, Terracina, LT 04019 Suspended by NMVO

Legitimacy Information  # Equipment

ABC12345

ABC12345

ABC12345

ABC12345

ABC12345

gAl~

Actions

Address Vico Ferrovia, 17/18
City Napoli
* Postal Code 80142 NA
| * Legitimacy Information @ ABC12345
Equipment List
Equipment Id Client Id Client Role Status Equipment Actions Secrets
All ~ All ~
FiftyClient Equipm... f637fbf8-6d97-47c... Full Access @ Active ra I 18/07/2024 - Primary
HundredClient Eq... ad9d12dd-50d0-4... Full Access @ suspended & WO 19/07/2024 - Primary
) Update Close

Al ~

@]

@]

7

s TO edit alocation, click the
‘Edit’ icon next to the Location

( N ;.., to be edited and the Location

details dialog will be displayed.

z

REPLY
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Location Manage

There may be circumstances in which it is necessary to Suspend an entire Location.

ment - Suspend Location

Suspending a location will cause any requests, made to the NMVS, from equipment in that location to be rejected.

2. A confirmation window will

prompt the user to confirm

that the location is to be \
suspended. To enact the

suspension, click ‘Suspend’.

Suspend Location

Do you want to suspend the location Estonia 1?

Locations

Location Id

17e19e1b-26a1-4ae6-9ed7-6ee213b144f3
2c9e545b-5743-4cfe-b838-28790e295cc4
51a8a370-760d-497a-90df-67436%ac910f
b1f5560e-f0d2-43d7-81c8-dfb7ce61502a

fbdc560d-abc8-4aee-9980-5582f02b7ed3

Location Name

Location 4 Via Salette, 24, Sperlonga, 04029 LT

Location 2 Via Posillipo. 68 mare, Napoli, 80123 NA
Location 1 Vico Ferrovia, 17/18, Napoli, 80142 NA
Location 3 Via Mariano Mandolesi, Gaeta, 04024 LT
Location 5 Via Pontina, km 106, 500, Terracina, LT 04019

Show Locations With Proposed Changes Only E] £ Al ~

Legitimacy Information # Equipment Actions

All =
Suspended ABC12345 0 rd ) ¢
Active ABC12345 0 Z/E0
Active ABC12345 2 ra I\
Pending ABC12345 |
Suspended by NMVO ~ ABC12345 0 |

/

1. To suspend a location, click
the ‘Suspend’ icon against the
location record.

2’ REPLY
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Suspended locations may be
reinstated, allowing requests made
from that location to the NMVS to be
accepted.

Location Management - Reinstate Location

Reinstate Location

Do you want to reinstate the location Location 37

Locations

Location Id Location Name

17e19e1b-26a1-4ae6-9ed7-6ee213b144f3  Location 4
2c9e545b-5743-Acfe-b838-28790e295cc4  Location 2
51a8a370-760d-497a-90df-674369ac910f Location 1
b1f5560e-f0d2-43d7-81c8-dfb7ce61502a Location 3

fbdc560d-abcB-daee-9980-5582f02b7ed3 Location 5

Address

Via Salette, 24, Sperlonga, 04029 LT

Via Posillipo, 68 mare, Napoli, 80123 NA
Vico Ferrovia, 17/18, Napoli, 80142 NA

Via Mariano Mandolesi, Gaeta, 04024 LT

Via Pontina, km 106, 500, Terracina, LT 04019

Show Locations With Proposed Changes Only D . FAIRS

Status
Al
Suspended
Active
Active
Pending

Suspended by NMVO

Legitimacy Information # Equipment Actions

ABC12345

ABC12345

ABC12345

ABC12345

ABC12345

0 vd B
0 .’E#‘i@\
2 a1
|
0 |

To reinstate a location
following a suspension, click
onthe ‘Reinstate’ icon, then
the ‘Reinstate’ button in the
pop-up window.

2’ REPLY
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Location Management - Delete Location

Locations
It may be necessary to delete . .
locations, for example if a location h th d ch I To delete a location, dlick the
Show Locations With Proposed Changes On All ~ .
. ! ges only [] o ‘Delete’ icon next to the
is closed down, or no longer .
perfo rms pack operations. Location Id Location Name Status Legitimacy Information # Equipment Actions Location to be deleted.
Al =
17e19e1b-26a1-4ae6-9ed7-6ee213b144f3  Location 4 Via Salette, 24, Sperlonga, 04029 LT Suspended ABC12345 0 ra ko)
2c9e545b-5743-acfe-b838-28790e295cc4  Location 2 via Posillipo, 68 mare, Napoli, 80123 NA  Active ABC12345 0 =S EO
51a8a370-760d-497a-90df-67436%ac910f Location 1 Vico Ferrovia, 17/18, Napoli, 80142 NA Active ABC12345 2 SEO
b1f5560e-f0d2-43d7-81c8-dfb7ces1502a Location 3 Via Mariano Mandolesi, Gaeta, 04024 LT Pending ABC12345 Va i (
fbdc560d-a6c8-4aee-9980-5582f02b7ed3 Location 5 Via Pontina, km 106, 500, Terracina, LT 04019 Suspended by NMVO ABC12345 0 e |
Delete Location X

2. A confirmation window will prompt the

user to enter the name of the Location
Do you want to delete the location Location 27 & as a safety check before allowing the
delete action to proceed.

Type in 'Location 2' to continue 3. When the location has been entered,
click ‘Delete’ button.

Delete €< 4. Dialog will be dismissed and user
returned to main locations page. A
toast confirmation message will be

briefly displayed.
REPLY

Warning: Deleting a location will prevent any reactivation of packs decommissioned in this location since the %0
SOLIDSOFT

location ID will have been permanently deactivated. Use with care.
Only the NMVO can reactivate a deleted location, but any associated client credentials are permanently lost.



Location Management — Review Proposed Location Changes

Locations ~ === 1. To review changes proposed by the NMVO click the ‘Review Proposed
Show Locations With Proposed Changes Only [] | @0Al~ ¥—— Changes’icon and the appropriate dialog will popup.

Location Id Location Name Address Status  Legitimacy I... # Equip... / \
All~ /

beeeb54.. Location 1 Via Federico Ozanam, 30-32, Roma, 00152 RM Active  ABC12345 L] = y‘ u ®

Review Proposed Location Changes X

ccea0fd7... Location 2 Piazza Regina Margherita, 11, Civitavecchia, 00053 RA Pending ABC12345 ra |

Please review the proposed location detail changes for location with id: beeeb545-3902-4c5a-82ef-d54f68581146.

Location Name Location 1 > | Location 1
NOTE: If Legitimacy Information Ownership is at NMVO level and the ) . ) )
NMVO only changes legitimacy info, this change will be persisted in the Address SLBIFEIEET B S0 I e
database and does not require approval from the local organization.
City Roma > | Roma
Postal Code 00152 RM 2| 00152 RM
Approve Changes X Legitimacy
Information ABC12345 > | ABC12347

Do you want to approve the proposed location changes for location with Id
'beeeb545-3902-4c5a-82ef-d54f68581146"7

Approve Close
2. To approve or reject the proposed changes, dick Confirm Rejection .
3. Click ‘Approve’ button to approve the either the ‘Approve’ or ‘Reject’ buttons as appropriate, You are rejecting the proposed location changes for location "Location
. R I d h d_ f' t_ d' I _" ) 1" with id 'beeeb545-3902-4c5a-82ef-d54f68581f46'. Are you sure?
changes, or ‘Close’ to cancel out. and the corresponding confirmation dialog will popup. el il b sent 10 the KAV notying chem about the reason for
the rejection.
Click ‘Reject’ button to reject the For rejections it is possible to give a reason. Also, an Reason
. . 4
changes, or ‘Close’ to cancel out email will be sent to the NMVO. -
@
> X' REPLY
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Location Management — Client Equipment Credentials

Allocation of Client System Credentials to your IT
System is the responsibility of your IT Supplier.
Each independent terminal is considered a
unique piece of equipment and must be issued
credentials individually.

Independent terminals at the same location have
a different equipment name but the same
location name.

A pharmacist at a location with two terminals
may, if they wish, use one terminal to supply a
pack and the other to reactivate the same pack,
however the pharmacy cannot reactivate a pack
from a different location even if it is within the
same user organisation.

A Local Organisation may have many locations
and each location may have many pieces of
equipment (client systems) , see diagram.

Users should be aware that each time client
credentials are presented to the NMVS, this
represents a formal confirmation by the Local
Organisation as to the location of the client
system and the equipment which is connecting
to the NMVS.

This confirmation is mandated by the EMVS
requirements in order to comply with the EU
Delegated Regulation.

Any misrepresentation may be deemed an abuse
of the system by the NMVO and/or the national
competent body.

FEE

National System

Pharmacy Chain ( Local Organisation)

Branch in City A

Branch in City B

(Location) (Location)
Connection E E
[ ] [ ]
pa==—==uN LFEEERN
EPOS1 (Equipment) EPOS1 (E(IIUiPmEHt)
&— Connection E
[ ]
pac===—u\
EPOS2 (Equipment)
Connection
Branch in City C (Location)
«— [
PN _I
Connection < =
[ EPOS1 A
= EPOS3

EPOS Server
(Egipment)
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Location Management — Client Equipment Credentials (2)

. Client System Credentials are used during a request for an access token to the NMVS.
. Access tokens represent authorisation of the system to perform actions against the NMVS. The access tokens expire every 30 minutes.
. If a client is suspended any access token remains valid until it expires, so a suspended client may continue to access the system for up to 30 minutes.

. A suspended client may still be issued with a new access token, but any attempt to perform a transaction with the verification or reporting API will fail with an
unauthorized response.

. Should the equipment be deleted then a new set of Client System Credentials need to be generated and applied before that client can request a new access token.

. The secrets for credentials can be managed, whereby a fully-functioning alternative secondary secret can be generated to work with the same client ID as for the
primary secret. Management includes regenerating new secrets and swapping between assigned primary and secondary secrets.

Note:
The NMVS does not authenticate users of client systems. This is the responsibility of the client system. No mechanism is provided to client systems to inform the
NMVS about the user of the client system or their roles or permissions. The NMVS does not record any information about the local user.

X REPLY
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Table shows list of equipment that belong to one location

Click the ‘Create’ button to open
the dialog to add client equipment.

Columns can be sorted by

Location Management - Add Client Equipment (1)

Columns can be selected
/ displayed by clicking
‘All’ and configuring

Clickingon the ‘I’ @ information icon

Equipment Id

beside a Client Role will popup a dialog
listing all the permissions for that role

Equipment List

clicking on column name > Equipmentid  ClientId Client Role Status Equipment Actions Secrets
Columns can be filtered by
typing valid value into textbox, _> All~ All~

or selecting from dropdown

Following the creation of
the credentials, the Client
Equipment table is now
populated with the new
equipment.

Controls to scroll through more than
one page, how much equipment to
display on one page, etc.

53a812... Full Access x Active

)CIientEm

/

Al

) Client Id

f Client Role

Status
Secrets

Equipment Actions

Secrets column shows the type of secret for a particular
client credential, and the last time it was generated.
Management of secrets can be done here including
regeneration, swapping and deletion (secondary only).
More details in other slide.

Previous page Page 1 < of1 Srows v

Actions that can be performed on dient Equipment.
Client equipment management is described in other
section.

f To edit a dient Equipment

il . .
. To delete a Client Equipment

® To suspend a Client Equipment

0 To reinstate a suspended Client Equipment

2’ REPLY
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Location Management - Add Client Equipment (2)

Enter the ‘Equipment Id’ Test Client Role X
for the item Of equ Ipment « Packs - SystemStatus: Allows the actor to retrieve the current
H system status
that WI” be used to « Packs - Verify: Allows the actor to verify packs
perform pack operatio ns. « Report - ContractedWholesalersStakeholderReport: Allows the

actor to create, read and delete Contracted Wholesalers
Stakeholder Reports
« Secrets - Control: Allows the actor to create, regenerate, swap.

This may be, for exa mp'E, and delete secrets within their organisation
“POS Terminal 1”7, and may

be informed by the Client

, : Create Client Equipment close
System naming convention |
in place.
A client role may be * Equipment Id ) ClientEq1 Clicking on the € information icon
X | beside a Client Role will popup a dialog
selected to define what | listing all the permissions for that role
parts of the system the * Client Roles

> Full Access @ X Test Client Role @ x

equipment has access to.

These roles are previously
defined in the “Client Full Access: Role with all available permissions assigned

Roles” area of the system. Test (ient Role
Both Client Role and
Equipment Id are —— Close
mandatory and must be

defined before ‘Create’ /

button is enabled.

More than one role can be
selected.

Click “Create” to create the
Client System Credentials.

X REPLY
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Location Management - Add Client Equipment (3)

Client System Credentials consist of a
Client ID and a Client Secret. These
credentials need to be provided to the
responsible owner of the IT System of
the Local Organisation.

The first time client equipment is
created, primary client credentials are
created by default. It is possible to
create a secondary secret for the
same credential (client id), and both
secrets can be valid and used freely.

NB: The full Client Secret is only
displayed ONCE. If the screen is closed
before recording it against the Client
ID then the secret can be regenerated
(see secret management slides)

When the credentials have been
recorded, click ‘Close’ to close the
window.

The credentials are sensitive and
should not be shared with any party
not directly involved in the Client
System connection process.

Primary Equipment Client Credentials

X

These Client Credentials will be shown one time on the screen! Please

copy them to configure your client system!

Equipment Id ClientEq1
Client Id 2d5051c9-f0f1-487b-94bc-ebarBa8ccthg

Client Secret 8ecb3105-712c-490d-ad4d2-5a6eadcedfed

Close

L

L

~_ Clicking thisicon will copy the

credential to the clipboard.

X REPLY
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Location Management - Edit Client Equipment

A 1. Clicking the Edit icon will display the
ﬁ ‘Edit Client Equipment’ dialog popup.

Location details dialog

Equipment List

Edit Client Equipment

ﬁ * Equipment Id CE-2 Edited

) * Client Roles Full Access @ X

Full Access: Role with all available permissions assigned

Update Close

2. Make any change to the Equipment Id or
the list of Client Roles. This will enable the
‘Update’ button. In this example, the
Equipment Id is changed to "CE-2 Edited".

3. Click ‘Update’ button. User will be
returned to Location details dialog and the
Client equipment record will be updated to
reflect the changes.

\ Equipment Id Client Id Client Role Status Equipment Actions Secrets
All = All =
ClientEq1 2d5051c9-f0f1-487b-94bc-e [ 1 12/08/2024 - Primary XK : ]
ClientEg2 ed652c3a-3be4-4453-90a0-038fcab1e76e  Full Access @ 12/08/2024 - Primary fs X : ]
12/08/2024 -Secondary Q W < O
ClientEq3 1cc9a9ab-0277-40f7-a95f-9727ad0fa122  Test Client Role @  Suspended f 'i' D 12/08/2024 - Primary [+ NN :]
Equipment List
Equipment Id Client Id Client Role Status Equipment Actions Secrets
All~ All~

CE-2Edited  ed652c3a-3bed-4453-90a0-038fcable76e  Full Access @ Active A 1N 12/08/2024 - Primary o0

12/08/2024 - Secondary [+ B EsK:]

ClientEq1 2d5051c9-f0f1-487b-94bc-e6ae8asccfbd  Full Access @ Active A IV 12/08/2024 - Primary o0

Test Client Role @
ClientEq3 1cc9a%ab-0277-40f7-a95f-9727ad0fa122 Test Client Role @ Suspended f 'i' D) 12/08/2024 - Primary [+ NN}

2’ REPLY
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Location Management - Suspend Client Equipment

There may be circumstances in which it is necessary to Suspend Client Equipment.

Suspending client equipment causes any requests made from that equipment to the NMVS to be rejected.

Suspend X

Do you want to suspend the client equipment with Equipment Id ClientEq1?

A confirmation window will
prompt the user to confirm
that the equipment is to be

EqUipment List suspended. To enact the
oAl - suspension, click ‘Suspend’.

Equipment Id Client Id Client Role Status Equipment Actions Secrets

All~ All ~
CE-2 Edited ed652¢3a-3bed-4453-90a0-038fcab1e76e  Full Access @ Active f 'i @ 12/08/2024 - Primary o0
12/08/2024 - Secondary [+ B NN ]
Clienteq? 2d5051co-fOf1-487h-04bc-e6ae8aBecfbd  Full Access @ Active WO €———iznzpps primary oce To suspend client equipment,
Test Client Role @ click the ‘Suspend’ icon

ClientEq3 1cc9a9ab-0277-40f7-a95f-9727ad0fa122 Test Client Role @ Suspended &* W D 12/08/2024 - Primary e :lg‘::;snt;:: equipment to be

X REPLY
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Location Management - Reinstate Client Equipment

Suspended Client Equipment may be reinstated, allowing requests made from that equipment to the NMVS to be accepted.

Reinstate

Do you want to reinstate the client equipment ClientEq2?

Equipment List

Equipment Id Client Id
CE-2 Edited ed652c3a-3bed-4453-9030-038fcab1e76e
Clienteq1 2d5051¢9-f0f1-487b-94bc-e6ae8a8ccfbo
Clienteq3 1cc9a9ab-0277-40f7-a95f-9727ad0fa122

Client Role

All~

Full Access @

Full Access @
Test Client Role €&

Test Client Role @

9

Qal~
Status Equipment Actions Secrets
To reinstate client
All~ equipment following a
) - ) suspension, clickon the
Active 12/08/2024 - Prima = . .
SuQ vy o _—" ‘Reinstate’ icon, then the
12/08/2024 - Secondary ‘Reinstate’ button in the
Active ra 12/08/2024 oce pop-up window.
suspended &' WO 12/08/2024 - Primary oC 0
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Location Management - Delete Client Equipment

There may be circumstances in which it is necessary to delete Client Equipment.

== 1. To delete client equipment, click
the ‘Delete’ icon against the
equipment to be deleted.

Delete Equipment

Do you want to delete the client equipment with Equipment Id Equipment 27

\

AN

Equipment List

Equipment Id

CE-2 Edited

ClientEq1

Clienteq3

Client Id

ed652c3a-3bed-4453-90a0-038fcab1e76e

2d5051c9-f0f1-487b-94bc-e6ae8ascctbe

1cc9a9ab-0277-40f7-a95f-9727ad0fa122

AN

Client Role Status guipment Actions button.

All= All=
Full Access @ Active ra kN

Full Access @ Active f i@
Test Client Role @

Test Client Role @ Suspended &' Wl D

2. A confirmation window will prompt the user to confirm
that the equipment is to be deleted. Click on ‘Delete’

Dialog will be dismissed and user returned to Location

J details page.

12/08/2024 ey
12/08/2024 - Secondary [+ N ]
12/08/2024 - Primary [+ NS ; ]
12/08/2024 - Primary [+ IS : ]

z
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Location — Secret Management — Create Secondary Secret

Equipment List

Equipment Id Client1d Client Role
All~

CE-2 Edited ed652c3a-3bed-4453-90a0-038fcab1e76e  Full Access @

ClientEqg1 2d5051c9-fOf1-487b-94bc-e6aeBaBecfbd Full Access @
Test Client Role

ClientEqg3 1cc9a9ab-0277-40f7-a95f-9727ad0fa122 Test Client Role

LAl -

Status Equipment Actions Secrets

All~

Active ra I 12/08/2024 - Primary

12/08/2024 - Secondary

Active S0
e

© Suspended S WO

/

3. Click ‘Close’ to close the credentials popup and return to Location page.

After the secondary secret is created,

an entry appears in the Equipment

table with the designation and date of creation of the secondary secret

|

Secondary Equip

These Client Credentials will be shown one time ¢
client system!

n the screen! Please copy them to configure your

Equipment Id ClientEq3
Client Id 1cc9a9ab-0277-40f7-3p5F-9727ad0fal 22 L
Client Secret a96d2597-e8b2-4e07-§bdd-9080f832ed08 r_!

\

Close

ent Client Credentials X

Secondary Secret’ dialog pops up. Note that
secondary secrets can be created for
equipment that only has primary secrets

o 1. When the plus icon is dicked the ‘Create

Create Secondary Secret - ClientEq3

A secondary secret will be created for the client credentials. Do you want to proceed?

2. Click the ‘Create’ button to create the secondary
secret. Details of the credentials including
secondary secret will be displayed. Note that the
client id is the same as for the primary secret, and
the secret will be displayed only ONCE.

z
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Location — Secret Management — Regenerate Primary Secret

Equipment List

Equipment Id Client1d Client Role Status Equipment Actions Secrets
All~ Allr
CE-2 Edited ed652c3a-3bed-4453-90a0-038fcable76e  Full Access @ Active ,?‘ i ® 12/08/2024 - Primary

12/08/2024 - Secondary

7~ 1. When the double arrow

K./ iconis clicked the
‘Regenerate Primary Secret’ system.
dialog pops up.

Regeneration of secrets improves the security of end-user
connections, facilitates regular renewal of authentication
secrets and reduces risk of unauthorized access to the

ClientEq1 2d5051c9-fOf1-487b-94bc-e6aeBa8ccfb9 Full Access @ Active FE0 12/08/2024 - Primary
Test Client Role @
ClientEq3 1cc9a9ab-0277-40f7-a95f-9727ad0fal122 Test Client Role @ Suspended &' W 'O ﬂmd - Primary

3. Click ‘Close’ to close the credentials popup
and return to Location page. After the secret is
regenerated, the date beside the secret in the
Equipments table is updated.

\

Regenerated Primary Client Credentials

These Client Credentials ¥ill be shown one time on the screen! Please copy them to configure your

Close

Regenerate Primary Secret - CE-2 Edited X

A new secret will be generated and will replace the existing one. Any authentication performed using
the current secret will no longer succeed. Do you want to proceed?

client system!
Equipment Id
Client Id ed6\2c3a-3bes-4453-90a0-038fcab1e76e L..
Client Secret \-1d2e-479d-8e7b-088bac63d6c0 L.

2. Click the ‘Regenerate’ button to confirm. Once
the secret is regenerated, the old previous secret

: cannot be used ever again.

Details of the credentials with regenerated secret
will be displayed. Note that the client id has not
changed, and the secret will be displayed only
ONCE.

X REPLY
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Location — Secret Management — Regenerate Secondary Secret

Equipment List

Equipment Id Client Id Client Role Status Equipment Actions Secrets
All~ All~
CE-2 Edited ed652c3a-3bes-4453-90a0-038fcab1e76e  Full Access @ Active p‘ i ® 12/08/2024 - Primary
12/08/2024 - Secondary
ClientEq1 2d5051c9-f0f1-487b-94bc-e6aeBadectbd  Full Access @ Active ra I 7@ /2024 - Primary
Test Client Role @
ClientEg3 1cc9a%ab-0277-40f7-a95f-9727ad0fa122 Test Client Role @  Suspended f i 0 2/08/2024 - Primary

1. When the double arrow
icon is clicked the
‘Regenerate Secondary
Secret’ dialog pops up.

3. Click ‘Close’ to close the credentials popup
and return to Location page. After the secret is
regenerated, the date beside the secret in the
Equipments table is updated.

\

Regeneration of secrets improves the security of end-user
connections, facilitates regular renewal of authentication
secrets and reduces risk of unauthorized access to the
system.

Regenerated Secondary Client Credentials

client system!

Equipment Id CE\? Edited

Client Id 3a-3bed-4453-90a0-038fcable76e
Client Secret 7458849\ ab96-42d9-ad1a-5a583b099975

Close

These Client Credentials w\| be shown one time on the screen! Please copy them to configure your

Regenerate Secondary Secret - CE-2 Edited

A new secret will be generated and will replace the existing one. Any authentication performed using
the current secret will no longer succeed. Do you want to proceed?

X

2. Click the ‘Regenerate’ button to confirm. Once
the secret is regenerated, the old previous secret
cannot be used ever again.

Details of the credentials with regenerated secret
will be displayed. Note that the client id has not
changed, and the secret will be displayed only

ONCE.

P
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Location — Secret Management — Swap Secrets

Equipment List

Equipment Id

ClientId

Client Role

Al

CE2Edited  ed652c3a-3be-4453-90a0-038fcable76e  Full Access @

ClientEq1 2d5051c9-0f1-487b-94bc-e6aeBascbd  Full Access o

Test Client Role @

Status

All~

Active

Active

Equipment Actions

A IS

S

ClientEq3 1cc9a9ab-0277-407-a95f-9727ad0fa122  TestClient Role @ Suspended &* W'D

Secrets

12/08/2024 - Primary
12/08/2024 - Secondary

12/08/2024 - Primary

12/08/2024 - Primary

Al

©
o =

Q aa

(]
Q

O

1. When the arrow up icon is
clicked the ‘Swap Secrets’
dialog pops up. Note that
the icon is only displayed for
credentials that have both a
primary and secondary

secret.

Swapping secrets allows the designations ‘Primary
Secret’ and ‘Secondary Secret’ to be exchanged.
This should not affect the working of the secrets

The secondary secret will be promoted as primary, and the primary secret will be made secondary. Do

you want to proceed?

Swap Secrets - CE-2 Edited

Swap

N

X

2. Click the ‘Swap’ button confirm that the secrets

should be swapped. User is returned to the
Equipments list page.
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Location — Secret Management — Information

Equipment List

Equipment Id Client1d Client Role Status Equipment Actions Secrets
All~ All~
CE-2 Edited ed652c3a-3bed-4453-90a0-038fcab1e76e  Full Access @ Active y‘ i @ 12/08/2024 - Primary fs X : ]
12/08/2024 - Secondary (N K]
ClientEq1 2d5051c9-f0f1-487b-94bc-ebae8asccfba Full Access @ Active FSEO 12/08/2024 - Primary [N ]
Test Client Role @
ClientEg3 1cc9a9ab-0277-40f7-a95f-9727ad0fa122 Test Client Role @ Suspended &' W'D 12/08/2024 - Primary [ JsN ]

Primary Equipment Client Credentials

Equipment Id Test ClientEq

Client 1d 237fd97a-1d8d-49c0-bedf-fab62fe3d33 /

ﬂ Clicking the information icon beside a secret will make

the credentials information dialog popup. The same
fields will be displayed for primary and secondary
secrets.

If an Equipment has two secrets, the Clientld will be the
same for both of them

Note that the full secret is not displayed, only the first
three (3) characters. If historical secrets exist pre-
release 15 then six asterisks will be displayed ‘*****#*’

Client Secret f1g**®
Creation Date (UTC) 05/07/2024 06:57:30
Updated Date (UTC) 13/08/2024 06:57:30 €=

Close

If the secret has been regenerated then this will be
reflected in the ‘Updated Date’ timestamp. The
Creation Date’ timestamp is
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Location — Secret Management — Delete Secondary Secret

Equipment List
Equipment Id Client Id Client Role Status Equipment Actions Secrets
All~ All =
CE-2 Edited ed652c3a-3bed-4453-90a0-038fcab1e76e  Full Access @ Active f 'i' @ 12/08/2024 - Primary f N : ]
12/08/2024 - Secondary OF_0
ClientEq 2d5051c9-f0f1-487b-94bc-e6ae8ascctbd  Full Access @ Active SEO 12/08/2024 - Primary o B
Test Client Role €@ o
\ 1. When the trashicon is
ClientEq3 1cc9a9ab-0277-40f7-a95f-9727ad0fa122  Test Client Role @ Suspended & W 'O 12/08/2024 - Primary N : ) clicked the ‘Delete
Secondary Secret’ dialog
pops up. Note that primary

secrets can not be deleted.

2. Click the ‘Delete’ button to confirm deletion. User will be returned to Location page
Equipments tabl will be updated.

Delete Secondary Secret - CE-2 Edited X

The secondary secret will ba\deleted. Any authentication performed using the secondary secret will no

longer succeed. Do you want

Close
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Reports Management
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Reports — Main(1)

The Admin Portal has the ability to generate reports for users

with sufficient account privileges. A user with the
“ ” .. . . , . 2. The user can filter by report category,
Report/Control” permission will see a ‘Reports’ menu after login. type and description. To select the report
NOTE: Reports can also be generated via the API to request click anywhere on the chosen
report row. The user can press close to exit
out of the request. A complete list of the
reports available to request can be found
in the Appendix.

Navigate to Reports in the menu column.

d

Admin Portal reporting works as a two stage
activity.

1. Areportisrequested by the user by

’ Audit Trail

clicking ‘Request New Report'. A popup

Stakeholder

Category

All~

Report Type

Pack State Changes Client Report

Request New Report

Description

Contracted Wholesalers Stakeholder Report  List of all Contracted Wholesalers for a given product.

Investigation End User Batch Disclosure Report The report lists all audit points raised by the end user local organisation, or location, related to a specified ...
Investigation End User Pack Audit Trail Report Lists all audit points raised by the end user local organisation, or location, related to a specified pack over it...
Investigation End User Pack Disclosure Report Given a Unigue Pack Return Code the report lists all audit points raised by the end user local organisation, ...
Management Organisation Administration Activity Report  Provides an audit trail of changes performed within the organisation.

Provides counts of all successful pack state changes made during a specified time period and at a specified ...

/ will a ppear with a list of the report types Management Product Catalogue Data Client Report Lists some or all of the products in the product catalogue.

ava ilable to the user. e % Packs Client Report Provides a list of packs flagged as suspicious for a specified location and time period.
Home - Reports Th 1t PCDC R rt- GTIN n Log Client Report Lists all pack related transaction carried out in the specified organisation or organisation location
Medicines Verificatjefi Administration Portal 00516858782482 has been successfully *

update’ shows the timestamp at
Requested Date (UTC) Category which the next update of data source Requested By
for thereport is estimated to occur.

requested.
Reports
‘Latest available data’ shows the
_ timestamp of the last update of the Latest available data: 22/08/2024 16:27:45 UTC
Request New Report q . e
- & data source for thereport. ‘Next data Next data update: 22/08/2024 17:00:00 UTC

A~
‘\

Close Requested Date (UTC)

\ Category

Columns in the table can be

Name

All reports older than 60 days will be deleted.

All~ All~ selected / unselected for display ——» Report Type
- H oAl
22/08/2024 16:50:50 Management PCDC Report - GTIN 0051... Product Catalogue Data C... nmvs.ssr+wholesaler@gm Running O [ ] by clicking on the ‘All” button Requested By
22/08/2024 16:27:45 Management Product Catalogue Data C... Product Catalogue Data C... nmvs.ssr+jyae#®Ssler@gm... Completed Q E, H';, i status
4 Actions
3. Following submission of any required report parameters (discussed on the
next slide) the report and its status will appear in the table and a toast message 4. After a report is completed, the
displayed briefly. Report generation is not instantaneous and the request status report can then be downloaded from
will be ‘Running’ with an icon to indicate the report is being generated. This the filterable table in its available
page will auto-refresh. formats, or deleted.
The table is paginated if there are enough
page 1 2 oft P gene.rated reports. Use the ngxt and
lE —=== previous page buttons to navigate or page

reports are displayed in each page.

jump. The user may also select how many -%.

REPLY
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Reports — Main (2)

Location-based Report generation. Generated reports can be sorted

The list of generated reports that are displayed by clicking on the column name Generated reports can be filtered =
depend on the Locations that the logged in useris

associated with (this is done in the User Management Reports

area). Users can only generate and view reports for

the locations they are assigned to. Latest available data: 23/08/2024 06:59:42 UTC 2 Al -

If two different end users are assigned the same Next data update: 23/08/2024 07:30:00 UTC

subset of locations, both will be able to view reports ) | | |

generated by the other for the subset location(s).

If user has access to multiple locations within the — All~ é
organisation, end-user chooses which location 20/08/2024 14:53:51 Management Organisation Ad...  Organisation Ad...  pharmacysuperuser@exa... Unselect Al QEEER -
reports should be generated for. o o % completed .

If there are no locations assigned (organisation user)' 20/08/2024 14:53:01 Management Organisation Ad...  Organisation Ad...  pharmacysuperuser@exa... Q H:u EF ﬁ [ ]

then user can see all reports generated for the 15/08/2024 04:16:42 Investigation End User Pack Au... End User Pack Au... pharmacysuperuser@exa... ) Failed QEEET
organisation. 15/08/2024 04:13:05 Investigation End User Pack Au... End User Pack Au... pharmacysuperuser@exa... Queued Q 'ni, ﬁ i

Reports that have been successfully requested will show — ) _ Running .

in the filterable table of the Reports Home Screen. 14/08/2024 16:56:31 Investigation End User Batch Di... End User Batch Di... pharmacysuperuser@exa.. ‘conmppreucu Q 'E'S,, h (]
Requested reports will exhibit one of four statuses: Page 1 of 7 Srows v Next page

a) Queued: Report is waiting for batch processing.

b) Running: Reportis being created.

c) Completed: Reportis ready for download.

d) Failed: One or more report formats could not be
created. Q * View report content online

Action options from Left to Right are as follows:

When the status of a report changes to ‘Completed’ it %, - Download report as CsV file.

may be downloaded in its full list of available formats.In A report can be deleted by the user using the icons displayed in [ - Download report as PDF file.

some cases a format may fail to process. In this case a the ‘Actions’ column.

report’s status will be listed as ‘Failed’, however, not all Note: It is not necessary to remain logged into the Admin portal | " Deletereport. (Allreports older than 60 days will be automatically deleted.)
report formats may fail and if the icon is displayed that while areport is completed. Users are at liberty to log out and in

format was successful and can be downloaded. again while the report is being processed

Reports that have been successfully requested can be seen by any user that has Reporting rights associated with their user account.

X REPLY
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Q

Report Type
Report Name
Start Date (UTC)

End Date (UTC)

Client Organssation 10
Client Organisation Name
Client Location 1

Client Lcation Name

Dot and Time (__Transaction Type _Chent Loeation 0 Clert Equipmen._Product Code Sc___product Code:

20307 031082211 St Change

3732 stste Change

HOIATOITIANES Veriy

200703 Vesty

LTI Venky

Laad mare data

Organise = Mewfolder
b Quickacoess
3 @ OneDine

3 @ Onelrve-Reply

v O Reply

» T Solidsoft NBS - Release 130

v WTsPC

4+ » DavidJoyce » Downloads

Transaction Log Client Report

Transactio

Transaction Log C

2023.06-20708:

2023-07-21T08:37:07,0002

a

Test Pharmacy 1

Batch Number  pack Serial Num...

sestodes schbra2, phormanclenss G asomosi7monss  deka2 dtasuppie
IO Testoct e e oosacoooaz
GIAT.cO4.462 Testloct am 0SSO G000 ey
e T am Touesnsss) 000000 '

TINTe240 862 Testloe o TonEaTes0 000000 118Dk 00 Actue

Clase

Nome
7 5114 Hamiopen 0™ 2 BETHEHOCT DTHECHD KGHB2HE 3 NBRTHN OT R0

7 Organisation Administration Activty Audit il Report.csv

Pk Siate

Transaction Sue_

False 1020000

False B1020000
Fatso aroao00t
Faise 00001

True 1mmonon

‘Download as CSV’: Clicking this icon will download

il ame: | Tansaction Log Client Repericv

Savcastype (9 Fk(hand)

A Hide Folders

Save Cancd

Operation Code Event Message.

Reports - Report Actions

N TN

vt Mame

The precuct ecde ot

etseracel

The pracuct code ar ke

The serial mamibr k. Packverificationfalh
T sitad meamiar i ackvErEONESh

Packvertieationsues

E

‘View Report Content’: The report will open as a tablein a popup dialog, more
details in later slide. This report example is the Transaction Log Client report

‘Download as Excel’: Clicking this icon will offer option of

Delete the report (All reports older than 60 days
will be automatically deleted)

Confirm Delete

Do you want to delete the

ort with name Transaction Log Client Report?

Close

‘Download as PDF’: Clicking on the PDF icon
will download the report and from there the

F
POF

user can open and view it on any PDF reader.

opening report as an Excel file, or downloading to file system.
file Edit View Sign Window Help

u Home  Tools Transaction Log Cli... x

File  Home Insert Pagel: Formuli Data Review View Autom: Develoj Help Team w B B Q ©® 1w r @ G ® - B F (=
E9 v fr v 1

A B C D B F &
1 Report Type End User Pack Audit Trail Report
2 Report Name End User Pack Audit Trail Report Report Header
3 Date Requested (UTC) 2024-08-15T04:16:42.3927 (bt e Ly o e
4 Product Code Scheme  GTIN 8 e ot TG or023 083707
5 Product Code 12062486700107 G 2 o
lient Name est Pharmacy 1
6 2roduct Name Pack Audit Trail Generated Product 2 Client Location ID
Client Location Name
7 serial Number sn2
2
9
10
54 v in
1 v 1664+ 1169 . >
< 2 Report Header  Transactions =+ 41 I >
Doz B T [H Ricnlan Cattimae A 5] (R S .Y

z
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Reports — Report Actions - View Report Content

Columns can be removed or

Report Header .
Repon T Ti i L:CI' Re T tion Log Client Report added using the filter
port Type ramsaction ient Report ransaction Lo en epo . . .
Repori Name Transaction Log Client Report g P setting. This feature is per
Start Date (UTC) 20/06/2023 08:37-07 report tab, not per report.
(E:E :ZI.;(:I;I'C‘.I_ = iimmnza 08:37-07 ) X @ Different tabs (representing
Client Organisation Name Test Phammacy 1 different sections in the
CI?em cha,ugn D - Report Type Transaction Log Client Report repon) will have a different
Elient Hame - set of columns.
Report Name Transaction Log Client Report
Date and Time (UTC)
Start Date (UTQ) 2023-06-20T08:37:07.000Z Transaction Type
This section has the same information that isin End Date (UTQ) 2023-07-21T08:37:07.000Z Client Location 1D
the report header — the request parameters with = Client Equinment D
which the report was generated. Client Organisation ID 4 e
Product Code Scheme
This s.echon can be expande(.i / collapsed by Client Organisation Name Test Pharmacy 1 Product Cod
toggling the double chevron icon roduct Code
Client Location ID - Batch Number
Pack Serial Number
Client Location Name -
—

Pack State

Records are sortable Date and Ti... Transaction.. Client Locat.. Client Equi.. Product Co... Product Code Batch Mum... PackSerial.. PadkState Transaction.. Operation ... Transaction Successful
Columns can be filtered Operation Code
2023-07-03T08 State Change  8c950dcd-dcbk pharmacyclien GTIN 050609175100 dela dd-LocalSuppli False B1020000 Event Message
Transaction Log Client Report 2023-07-03T13 State Change 03543107-24¢ Testlocl GTIN 102823861557 00001 0000000002 False B1020000 The Event Name
R 2023-07-03T14 Verify 0354310724 Testlocl GTIN 104366435584 000000 0000000002 False 41020001 The | L.Report Body
User can scroll through more pages of records, depending on how many records _ contains
have been loaded, using “Next page”, “Previous page” and page controls 2023-07-03T14 Verify 03543107-c24¢ Testlocl GTIN 104366435584 000000 1 False 41020001 The| | the report
2023-07-03T08 State Change  8c950dc4-dcbk pharmacyclien GTIN 030609175100 delta2 dd-LocalSuppli . . data
2023-07-03T14 Verify 0354310724z Testlocl GTIN 107105775444 000000 1163fDeklqvB Active True 11110100
2023-07-03T13 State Change  03343107-c24z Testlocl GTIN 102823861557 00001 0000000002
FOp——— PO P +aacarenm | oo 200000002 2023-07-03T14 Verify 03543107-24z Testlocl GTIN 107105775444 000000 1163fDeklovB  Active True 11110100
-
W23-07-03T14 Verity 033810724 Talocl | GTIN 104366435564 | 000009 ! 202307-03T14 Verify 0354310724z Testlocl GTIN 107105775444 000000 1163fDeklovB Active True 11110100
2023-07-03T14 Verify 03543107-24¢ Testlocl GTIN 107105775444 000000 1163fDeklquB  Active
2023-07-03T14 Verify 03543107-c24z Testlocl GTIN 107105775444 000000 1163fDeklqvB Active Load more data Close
2023-07-03T14 Verify 03543107-c24z Testlocl GTIN 107105775444 000000 1163fDeklquB  Active True TTTT10
2023-07-03T14 Verify 03343107-c24z Testlocl GTIN 107105775444 000000 1163fDeklqvB  Active True 11110 b Report With rep“t header seCtion CO“apsed
2023-07-03T14 Verify 03543107-c24: Testlocl GTIN 107105775444 000000 1163fDeklqvB  Active True 11110
2023-07-03T14 Verify 03543107-c24: Testlocl GTIN 107105775444 000000 1163fDeklqvB  Active True 11110

The amount of data (records) loaded is controlled. 10,000 records are loaded

H T — page| 1 [ |cf1 s P | initially, then each time the “Load more data” button is clicked 10,000 more " R E P LY

records are loaded, up to a maximum of 1,000,000
Load more data ( +
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Once a report has been selected, additional
information must be provided. The nature of any
additional information will depend on the report
type. For a full list of report types and the
additional information required for each, please

refer to the ‘NMVS Report List’ slide in Appendix.

The example provided is of a ‘Contracted a* Report Name Contracted Wholesalers Stakeholder R
Wholesalers Stakeholder’ report. The user must /
provide the mandatory fields (denoted by an et * Product Code GTIN

asterisk *). They are:
* Report Name
* Product Code Scheme, and Product Code.

Depending on the source of data used to create
the report, the information that will be captured
inthe report may not be up to date. The latest
available data shows the timestamp of the last
update of the data source for the report.

Once the additional information has been
supplied, the user is required to click the
‘Request Report’ button. In this example a
validation error is returned because the fields
were not entered. Entering a product code will
allow the user to successfully request a report.
Similar validation errors will be returned for
other reports and the user will be provided with
a message to indicate why.

After successfully requesting a report, the user
will be returned to the Reports Home Screen and
the requested report will show as an entry in the
table with a queued status.

Reports - Submitting Report Parameters Example

List of all Contracted Wholesalers for a given product.

"

Go back

l——@

Request Report

Contracted Wholesalers Stakeholder Report

Latest available data: 21/07/2023 10:00:00 UTC

The user can close the popup
with the ‘Close’ or ‘X’
buttons.

Contracted Wholesalers Stakeholder Report

Latest available data: 21/07/§023 10:00:00 UTC

List of all Contracted Wholesalers for a given product.
* Report Name Contracted Wholesalers Stakeholder Report

* Product Code GTIN

)Produtt Code can't be empty.

———

Go back Close

Home > Reports

Medicines Verification Administration Portal

Reports Report Client Credentials

The report 1.1 - Audit trail of a suspected medicinal product
pack has been successfully requested.

The user can navigate back to the
list of available reports with the ‘Go

Requested Date

All=

13/07/2021, 16:36:38 Investigation 1.1 - Audit trail of a suspected medicinal product ...

13/07/2021, 16:25:01 Pharma Ph.3 - Active Packs Available Report Ph.3 - Active Packs Available Report

1.1 - Audit trail of a suspected medicinal product ...

All~

ncasuperuser@example.co... Queued

REPLY
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neasuperuser@example.co.. Completed

Back’ button
%’



Reports
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Reports - Pack State Changes Client Report

This report provides a count of pack state changes made during a specified time period at a specified client location. It is available via a networked API call into the NMVS (also
available via Admin portal).

The first table in this report details parameters
entered or selected by the report requester

before the report was generated. Report output

is based on this information. >

Report Header

Report Type

Pack State Changes Client Report

Report Name

Test NMVO report

Start Date & Time (UTC)

21/03/2019 06:13:59

End Date & Time (UTC)

22/05/2020 06:17:59

Client Location ID

47355EA8-CB34-4493-A874-6F C03530FC47

Note: Location Id is optional but if a Useris linked to only one location the field will not
appear on the request dialog and the User's location will be used implicitly. If a User is
linked to more than one location, or is an organisational user, (no location assigned) the
dropdown select list will only be populated with locations that the user has access to.

Pack State Changes Client report request

Go back Request Report

fialog Pack State Changes Client Report X
Latest available data: 23/08/2024 07:59:44 UTC
Next data update: 23/08/2024 08:30:00 UTC Report Deta"s
Provides counts of all successful pack state changes made during a specified time period and at a specified location.
Pack State Count
* Report Name Pack State Changes Client Report -
Active 9
Destroyed 1
* Start Date (UTC) 23/07/2024 08:04:27 \ | End Date must be within ExpoﬂZd 2
. . /] AL e S FreeSample 2 Count of packs by each possible pack state.
End Date (UTC) 23/08/2024 08:04:27 Locked 1
Sample 2
Location Id Select... Supplied 2

~

\ Report is requested for this location. Any user that is assigned the

same location, or an organisation level user (no set locations), can see
the generated report. The dropdown beside ‘Location Id’ field
\ contains all locations for the Local Organisation and can help in
selecting / setting the correct Location Id.

Close If the actor requesting the report is a location user, then the list of

locations IDs will be limited to their associated locations (or filter is

not provided if the actor is only associated to 1 location).

P
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Reports - Transaction Log Client Report

This report provides a list of product pack related transactions initiated by a pharmacist or wholesaler
for a specified location and time period. It is available via a networked API call into the NMVS (also
available via Admin portal)

Location ID is optional, if left blank it will return the list of
transactions for all the locations associated to the organisation of

™ the requesting client. If Location ID is specified, any user that is
assigned the same location, or an organisation level user (no set
locations), can see the generated report.

Table of all properties
outputted and descriptions

Transaction Log Client report request dialog

Transaction Log Client Report X

Latest available data: 20/08/2024 08:59:38 UTC
Next data update: 20/08/2024 09:30:00 UTC

Lists all pack related transaction carried out in the specified organisation or organisation location.

* Report Name Transaction Log Client Report

C— | End Datemust bewithin

| 31 days of Start Date.

* Start Date (UTC) 20/07/2024 09:29:04

* End Date (UTC) 20/08/2024 09:29:04

Location Id

Select...

Return Simplified View D

Go back

Request Report

‘Location Id’ has an associated dropdown
containing all locations for the Local Organisation.
It can help in finding the correct location Id.

Check ‘Return Simplified View’ box to include
only the most important properties in report.
Report formats are CSV, Excel and PDF
(Simplified only). In addition, the APl can

output in JSON format. If the actor requesting thereport is a location

user, then the list of locations IDs will be limited
to their associated locations.

Property

Date and Time (UTC)
Client Location Name
Client Location ID
Client Equipment ID

ClientID

é Transaction Type

Target Pack State
Event Name
Transaction Successful
Product Code Scheme

Product Code
Batch Number
Batch Expiry Date
Serial Number
Operation Code

Event Message

Returned Pack State

Alert ID

Alert Code
Transaction ID
Product Name
Product State

Withdrawal Reason

Batch State

Recall Reason

Is Intermarket
Number Of Attempts

Is Bulk

Is Manual

Requested APl Version
User-Agent

IP Address

Only for
full
version

No
Yes
No

No
Yes

No
No
No
No

No
No
No
No
No

No

No

Yes

Yes

Description

Timestamp of the audit event raised

Location name of the client equipment that performed the transaction
Location ID of the client equipment that performed the transaction
Equipment ID of the client that performed the transaction, or "EVA"if the transaction was performed via the Emergencyf
Verification Portal

Client ID of the client equipment that performed the transaction

Type of transaction performed by the end user. Possible values are

- Verify

- State Change

- Product Download

For pack state changes only, the target pack state the end-user attempted to change the pack to

User friendly name of the audit event describing the outcome of the performed transaction

Boolean flag that determines if the transaction was successful or not

Standardised product code scheme of the product that has been provided in the end-user transaction. Possible values
are "GTIN" and "PPN"

Product code of the product that has been provided in the end-user transaction

Batch identifier that has been provided in the end-user transaction

Batch expiry datethat hasbeen provided in the end-user transaction

Serial number of the pack that has been provided in the end-user transaction

Operation code returned to the end-user by the transaction

Informational or warning message returned by the APl to the end-user, for successful or unsuccessful transactions,
localised with the language requested by the end-user when they made the transaction

The public state of the pack after the performed transaction.

This property has to be filled in only if the public pack state had been returned to the end-user by the API, hence when
the 5th and 6th digit of the operation code was "00"

UPRC returned by the Verification API

For alerts only, the EMVS Error code returned to the end-user by the API, e.g. A3, A68 etc

The identifier of the end-user transaction

The name of the product as provided by the OBP and returned to the end-user by the API

The state of the product found.

This property has to be filled in only if the public pack state had been returned to the end-user by the API

The withdrawal reason provided by the OBP when they withdrawn the product and returned to the end-user by the API.
This property has to be filled in only if the public pack state had been returned to the end-user by the API

The state of the batch found.

This property has to be filled in only if the public pack state had been returned to the end-user by the API

The recall reason provided by the OBP when they recalled the batch and returned to the end-user by the API.

This property has to be filled in only if the public pack state had been returned to the end-user by the API

Boolean flag that determines if the transaction was processed via Intermarket.

Number of double dispense/decommisison attempts. To be returned only if the Pack Last Update market and location
are the same asthe ones of the end-user that made the transaction

Boolean flag that tells if the transaction was single or bulk

Boolean flag that tells if the transaction was performed in manual mode

Version of the API used to perform the transaction. Will be blank if the client has not specified any version

User-Agent HTTP header specified within the end-user transaction
%° REPLY

IP Address of the end-user client that performed the transaction
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Reports - Transaction Log Client Report (2)

Transaction Log Client Report in CSV format. Full reporting of fields (See other slide for complete list of fields

Thefirst table in this report details parameters entered or selected by the report requester before the report and their descriptions).

was generated. Report output is based on this information.

B change log ﬂl.nﬂﬂ ﬂl.TMﬂ Log Chient Bepon 1 esv &3 =] Transaction Log Client Report-2.csv E3 ]

Report Header 1 "Report Type","Report Name","Start Date (UTC)","End Date (UTC)","Client Organisation ID","Client a
Report Type Transaction Log Client Report Organisation Name","Client Location ID","Client Location Name"
Report Name Test NMVO report "Transaction Log Client Report", "Transaction Log Client
Start Date & Time (UTC) 21/03/2019 06:13:59 Report", "2024-06-14T09:46:11.0002","2024-07-15T09:46:11.0002", "4", "Test Pharmacy
End Date & Time (UTC) 22/05/2020 17:17:59 1", "8c950dc4-4cbb-482c-8877-e8fbb26bdbé6", "Test Location 1"
Client Organisation ID 7187 3
Client Organisation Name Test Wholesaler 1 B "Date and Time (UTC)","Client Location Name","Client Location ID","Client Egquipment ID","Client
Client Location 1D 47355EA8-CB34-4493-A874-6FC03530FC47 ID", "Transaction Type","Target Pack State","Event Name", "Transaction Successful"”, "Product Code
Client Location Name Test Location 2 Scheme", "Product Code", "Batch Number", "Batch Expiry Date","Serial Number", "Operation

Code", "Event Message", "Returned Pack State","Alert ID","Error Code", "Transaction ID", "Product
Name", "Product State","Product Withdrawal Reason","Batch State", "RecallReason","Is

If a remote national system is disconnected from the European Hub (e.g. 1Jan Intermarket”, "Number Of Attempts”,"Is Bulk","Is Manual", "Requested API Version", "User-Agent","IP
oo a Address"

PIEE ngzaznd an IMOZ reqt:jest s madﬁ;hhat caOI:’onIy :: fulﬁll’led :y tha::( 5 "2024-07-12T15:16:26.4782", "Test Location 1", "8c950dcd-4cbb-482c-8877-e8fbb26bdb66", "Michael

SRSy ) b (e (e B EIC] LTt 85 LG Bt NS (e 5 (o sEe ) (U i Equipment 1 Test","df7fb9e2-44£5-4313-a616-£6e610c0af06", "Verify", "*, "Successful Pack

locally. Inter-market communication error. Do not retry.” will be recorded. Verification", "True", "GTIN", "25621276724576", "batch3", "241018", "sn1", "11110100", "The pack is

available to be
dispensed.", "Active”,"","","6f2f15e8-700e-43a4-88b7-e3fddc0e8399", """, "", ", nn nn nfalse","", "Fals
e","","", "PostmanRuntime/7.39.0","80.192.50.47"

Normal text file  length: 1,355 lines:6 Ln:1 Col:1 Pos:1 Windows (CR LF)  UTF-8 INS

Simplified Report content — PDF format

Report Details

121072024 15:16:28 Werify True GTIN 25021276724578 batch3 241018 snl 11110100 Active
Client Location ID Bc850ded-4cbb-482c-BETT-ebfbb26bdb05 . . .

- . - - Rows will repeat in multiples
Client Eguipment 1D Michael Equipment 1 Test .
Event Name Suecessful Pack Verification for each transaction performed.
Event Message The pack is available to be dispensed.
Alert 1D

2’ REPLY
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Reports - Returned Packs Client Report

This report provides a list of packs flagged as suspicious transaction for a given location and time period. It is available via a networked API call into the NMVS (also available via Admin portal). The reportincludes
the Unique Pack Return Code generated for each suspicious transaction as well as any serialisation data. Note the serialisation data supplied is potentially falsified and may not be in the EMVS data bases.
The report may be used to retrieve the unique pack return codes for packs in cases where the user was unable to print/write d own the unique pack return code at the time the pack return code was issued.

The first table in this report details parameters entered or
selected by the report requester before the report was
generated. Report output is based on this information.

AN

Y

Report Header

Report Type Returned Packs Client Report
Report Name Test NMVO report

Start Date & Time (UTC) 21/03/2019 06:13:59

End Date & Time (UTC) 22/05/2020 06:17:59

Client Location ID 47355EA8-CB34-4493-A874-6FC03530FC47

Note: Location Id is optional but ifa User is linked to only one
location the field will not appear on the request dialog and the
User's location will be used implicitly. Ifa User is linked to
more than one location, or is an organizational user (no
location assigned) the dropdown select list will only be
populated with locations that the user has access to.

Product code scheme
associated to the transaction.
GTIN or PPN.

Date and Time of the
Returned Packs

Report visibility: Any user that is assigned the
same location, or an organisation level user (no
set locations), can see the generated report.

\ * End Date (UTC)

Returned Packs Client report request dialogue

Returned Packs Client Report X

Latest available data: 23/08/2024 07:59:44 UTC
Mext data update: 23/08/2024 08:30:00 UTC

Provides a list of packs flagged as suspicious for a specified location and time period.

* Report Name Returned Packs Client Report

* Start Date (UTC) 23/07/2024 08:25:02

\ | End Date must be within

| 31 days of Start Date.

23/08/2024 08:25:02

Location Id Belect... ™

—

‘Location Id’ has an associated dropdown
containing all locations for the Local Organisation.
It can help in finding the correct location Id.

If the actor requesting the report is a location
user, then the list of locations IDs will be limited
to their associated locations.

—? Location 2

Test Location 1

Go back

Request Report

Close

Batch number of the
associated to the product associated to
transaction. the transaction.

Product code

Serial number of the
Pack associated to the
transaction.

Unique Pack Return Code generated for
each suspicious transaction.

v v v Report Details v v v

Date and Time (UTC) Product Code Scheme Product Code Batch Number Pack Serial Number UPRC

19/05/2020 10:50:00 GTIN 11653356032414 000002 11IV79Z0VGEYXI70UJ92Q XX-KT9-6Z1L -QGG-EPZ-DBY
19/05/2020 10:50:00 GTIN 11653356032414 000002 109SR4118PYT1604RV33 XX-KT9-6ZL-RPP-PHC-9X8
19/05/2020 10:50:00 GTIN 11653356032414 000002 11SS48Y2SMEIX3U3CAQMW | XX-KT9-6Z1 -UD9-LAW-J9Z
19/05/2020 10:56:42 GTIN 11653356032414 000002 11IV79Z0VGYXI70UJ92Q XX-KT9-76 A-8SK-Z2D-ZVF
19/05/2020 10:56:42 GTIN 11653356032414 000002 109SR4118PYT16804RV33 XX-KT9-76 A-AVW-CGW-LV8
19/05/2020 10:56:42 GTIN 11653356032414 000002 11SS48Y2SMEIX3U3CQMW | XX-KT9-76 A-CCX-8VL-78P

P
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Reports - Product Catalogue Data Client Report

Report Header
Report Type Product Catalogue Data Client Report
Report Name Product Catalogue Data Client Report
Start Date & Time (UTC) 24/03/2020 16:37:00
Product Code
Product Code Scheme

Product code scheme specified during the report request, or all product code schemes applicable if no scheme was supplied. GTIN or PPN.

Free text name of the product as

Date and time when the product was first uploaded or updated.

Current product state. Active \ Withdrawn

Product Catalogue Data Client

Product code number specified during the reportrequest, or all product code numbers applicable if no product code was supplied.

report request dialogue

Doses in pack

This report provides a list of all products currently stored in the product catalogue, together with details of the market authorisation holder and designated wholesalers. It is
available via a networked API call into the NMVS (also available via Admin portal).

The first table in this report details parameters entered or selected by the report requester before the report was generated. Report output is based on this information.

Product Catalogue Data Client Report

Latest available data: 21/07/2023 08:20:00 UTC
Lists some or all of the produdts in the product catalogue.
* Report Name Product Catalogue Data Client Report
Start Date (UTC)

Product Code GTIN 86728833222771

—

Go back

Request Report Close

National Healthcare

MAH ID number.

Pharmaceutical
form of product

Rows will repeat in multiples for each product returned.

MAH postal address, postcode & country.

entered by the product owner Strength of i i .
y P g gtt Relr:?bu':re.mt::t Numll(aetr, if Field used by EMA.
roduct. 1 n mar . .
P applicable elmdrke Format is PRDnnnnnn
| | | Titl f
£\ W ReportDetails W/ \ \ \ 4 itle row for.

a— - %— product that is

roduct Code rodu . A
Scheme Product Code Update Date State Name Common Name Pack Size | Strength |Pack Type National Code Article 57 Code described in the
GTIN 10191817161552 24/04/2020 10:20:00 | Active R6.1 Bug Repro-2 Common Name for product 20 200 APPLICATOR NS Code 57code next 8 rows.
Form BUCCAL FILM
MAH ID H ID New R6.1-1
MAH Name me New R6.1-1
MAH Address AH/ S reet '%w R6.1
MAH Town AH ity N 6.1 A
MAH Postcod ostcolle A
MAH Country B
\g;::r:aler holegaler IC§ Whole ID, Wholesaler Name: Whole Nam, Vifholes alg*jdress 1: Whole Street, Wholesaler Address 2: Whole Street, Wholesaler Town: Whole City, Wholesaler Postcode: Postcode, Wholesaler Country: xx

MAH name.

All designated wholesaler details in string format.

X REPLY
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Reports - Contracted Wholesalers Stakeholder Report

This report lists the contracted wholesalers for a given product. It is available via networked API call (also available via Admin portal).

The URS requires that this report is provided to client systems (pharmacists and wholesalers). However, this is now redundantafter inclusion of additional requirements for product data download
capabilities. Client systems can make programmatic requests to obtain the list of contracted wholesalers for a single productcode or a list of product codes. In addition, they can programmatically
request a report that provides this information for every product in the NMVS product catalogue.

The first table in this report details parameters entered or selected by the report requester before the report was generated.

Report output is based on this information.

Report Header
Report Type Contracted Wholesalers Stakeholder Report
Report Name Contracted Wholesalers Stakeholder Report

Date & Time (UTC)

24/04/2020 16:35:50

Product Code Scheme

GTIN

Product Code

97774433090018

Unique Wholesaler ID. Assigned during on-boarding to the EMVS.

Name of Wholesaler.

Address of Wholesaler.

Address of Wholesaler.

Contracted Wholesalers Stakeholder Report

Latest available data: 21/07/2023 08:20:00 UTC

List of all Contracted Wholesalers for a given product.

* Report Name Contracted Wholesalers Stakeholder Report

* product Code GTIN 8672883322277

Go back Request Report Close

Contracted Wholesalers Stakeholder report request dialogue

City of Wholesaler. Postcode of Wholesaler.

\/

Report Details *

I |
J \/

ID Name Address Line 1 Address Line 2 City Postcode gg::try
Whole ID Whole Name Whole Street Whole Street Whole City Postcode XX

Rows will repeat in multiples for each wholesaler returned.

Country of Wholesaler. %‘ R E P LY

SOLIDSOFT




There are three reports categorised as “end-user” reports:

* End User Pack Audit Trail Report (PATR or PAT)
* End User Pack Disclosure Report (PDR)
* End User Batch Disclosure Report (BDR)

These reports give the end-user the possibility to request a
list of transactions carried out at their location against a
specific unique identifier or Unique Pack Return Code
(UPRC) - aka Alert Code.

Each report can be requested in either the full version or
"simplified" version which only includes the most important
properties. Also note that the reports can be supplied in
various output formats (JSON, CSV, Excel) but only the
simplified version can be supplied in PDF format as well.

The reports will only make available to the end user the
audit points generated by their own organisation. They will
not have visibility of any audit points generated by parties
who do not belong to the requesting organisation.

The properties that are reported on in the content of the

Reports — End User Reports

Fields that are outputted / reported on

Property Only for full version Description

Date and Time (UTC)  No

Timestamp of the audit event raised

Client Location Name No

Location name of the client equipment that performed the transaction

Client Location ID Yes

Location ID of the client equipment that performed the transaction

Client Equipment ID Yes

Equipment ID of the client that performed the transaction, or "EVA" if the transaction was performed via the Emergency

Verification Portal

Client ID Yes Client ID of the client equipment that performed the transaction
Type of transaction performed by the end user. Possible values are
- Verify
- State Change
- Product Download
Transaction Type No
Target Pack State No For pack state changes only, the target pack state the end-user attempted to change the pack to
Event Name Yes User friendly name of the audit event describing the outcome of the performed transaction

Transaction Successful Yes

Boolean flag that determines if the transaction was successful or not

Batch Number Yes (PAT, PDR Only) Batch identifier that has been provided in the end-user transaction
Batch Expiry Date Yes -ﬁ(PAT, PDR Only) Batch expiry date that has been provided in the end-user transaction
Serial Number No %(BDR Only) Serial number of the pack that has been provided in the end-user transaction
Operation Code No Operation code returned to the end-user by the transaction
Informational or waming message retumed by the API to the end-user, for successful or unsuccessful transactions, localised with
Event Message No the language requested by the end-user when they made the transaction

Returned Pack State No

The publicstate of the pack after the performed transaction.

and 6th digit of the operation code was "00"

This property has to befilled in only if the public pack state had been returned to the end-user by the API, hence when the 5th

reports arein the table here. Any differences among the
three reports over which fields are outputted are indicated.

Alert ID No UPRC returned by the Verification API

Error Code Yes For alerts only, the EMVS Error code returned to the end-user by the API, e.g. A3, A68 etc
Transaction ID Yes The identifier of the end-user transaction

Is Intermarket No Boolean flag that determines if the transaction was processed via Intermarket.

Number Of Attempts  Yes

Number of double dis pense/decommisison attempts. To be returned only if the Pack Last Update market and location are the

same as the ones of the end-user thatmade the transaction

Is Bulk No

Boolean flag that tellsif the transaction was single or bulk

Is Manual No

Boolean flag that tells if the transaction was performed in manual mode

Requested AP| Version Yes

Version of the APl used to perform the transaction. Will be blank if the client has not specified any version

User-Agent Yes

User-Agent HTTP header specified within the end-user transaction

IP Address Yes

IP Address of the end-user client that performed the transaction

3
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Reports — End-User Batch Disclosure Report (Full)

This report details every audit point performed by transactions related to a specific product and batch ID combination, conducted by the requesting local organisation. It can be filtered to provide only transactions
by a particular location within the organisation. The report content is based on the existing Transaction Log Client Report without time constraints, but focused on a particul ar end-user provided product and batch.

Report formats available to download are: CSV and Excel

Batch Disclosure Report request dialogue

Sample Report Header — Excel format

End User Batch Disclosure Report X | :
Latest available data: 14/08/2024 16:29:07 UTC File Hom Inser Page Form Data Revie View Autor Deve Help Tearmr
Next data update: 14/08/2024 17:00:00 UTC
The report lists all audit points raised by the end user local organisation, or location, related to a E9 h Jﬁ' he
specified product batch over its lifetime.
A B C D -
* Report Name End User Batch Disclosure Report 1 |Report Type End User Pack Audit Trail Report
2 |Report Name End User Pack Audit Trail Report
* Product Code GTIN
Eull report produced if ‘Return 3 |Date Requested (UTC) 2024-08-15T04:16:42.3927
* Batch Number . . . , 4 Product Code Scheme GTIM
Simplified View’ not checked 5 |Product Code 12062486700107
Location Id Select... 6 |Product Mame Pack Audit Trail Generated Product 2
7 | Serial Number sn2
Rglurn Simplified 8
View
3 ]
Go back Close » Report Header Tran === 4 G »
Description of the fields in the content that Ready ES 1€ Cgl Display Settings S m———.V
are reported are given in a different slide.
Sample Report Content - Excel format
Date and Time  Transaction Target Pack ClientLocation Operation
UTC) Type State Name Code Event Message Returned Pack State AlertID Error Code Is Bulk Is Manual Is Intermarket
2024-08-
14T14:40:48.260Z Verify - Test Location 1 11110100 The packis available to be dispensed. Active - - FALSE FALSE FALSE
[2024-08-
14T 14:42:14.385Z Verify - Test Location 1 11110100 The pack is available to be dispensed. Active - - FALSE FALSE FALSE
2024-08-
14T14:42:33.001Z Verify - Test Location 1 11110100 The packis available to be dispensed. Active - - FALSE FALSE FALSE
[2024-08-
14T14:43:00.279Z Verify - Test Location 1 11110100 The pack is available to be dispensed. Active - - FALSE FALSE FALSE
2024-08-
14T 14:50:53.510Z Verify - Test Location 1 11110100 The pack is available to be dispensed. Active - - FALSE FALSE FALSE
2024-08-
14T14:51:05.267Z Verify - Test Location1 11110100 The packis available to be dispensed. Active = = FALSE FALSE FALSE
2024-08-
14T14:51:07.937Z Verify - Test Location 1 11110100 The packis available to be dispensed. Active = = FALSE FALSE FALSE
2024-08-
14T14:51:09.743Z Verify - Test Location 1 11110100 The packis available to be dispensed. Active - - FALSE FALSE FALSE
The batch identifier mismatches the recorded batch identifier. The length or format does not
2024-08- match what has been uploaded. Possible scanner or software malfunction. An alert has been
14T14:51:19.903Z Verify - Test Location 1 41020007 raised. - XX-MFX-3Q7-ZUC-RQH-W81 A68 FALSE FALSE FALSE
2024-08-
14714:51:30.1137 Verify - Testlocation1 11110100  The packis available to be dispensed. Active - - FALSE FALSE FALSE

P
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Reports — End-User Batch Disclosure Report (Simplified)

This report details every audit point performed by transactions related to a specific product and batch ID combination. The report content is based on the existing Transaction Log Client Report without time
constraints, but focused on a particular end-user provided product and batch. This version (Simplified) includes only the mostimportant properties.

Download Formats: PDF, CSV, Excel.

Batch Disclosure Report request dialogue

Sample Report Header content - PDF format - Simplified

End User Batch Disclosure Report Report Header
Latest available data: 23/08/2024 09:29:04 UTC REDDI" Ty pe End User Batch Disclosure REDIJI't
Nesxt data update: 23/08/2024 10:00:00 UTC Report Mame EBatch Disclosure - Simplified
The report lists all audit points raised by the end user local organisation, or location, related to a Date RE{]IJESth (_’UTC:I 2308/2024 08:42-03
specified product batch over its lifetime. Product Code Scheme GTIM
* Report Name End User Batch Disclosure Report Product Code 00516838762482
Product Hame ds Generated Product 3
* Product Code GTIN 00516858782482 Batch ID batch3
Location ID -
* Batch Number batch3
Location Id Select.
Return Simplified View
PDF format reports are only produced when the ‘Return
simplified View’ checkbox is ticked. The simplified report
version includes only the most important properties
Go back Close
Description of the fields in the content that
are reported are given in a different slide.
Sample Report Content - PDF format — Simplified
Report Details
Transaction . . Operation Error | Returned Pack Iz Is
Date and Time (UTC) Type Target Pack State Client Location Name Serial Number Cod Alert ID Code | Stat Is Bulk Manual | Int ket
23/08/2024 09-16:35 Verify ; Location 3 sni 1111100 |- - Ezzg::gg}tﬂawh: false |false | false
Event Message The batch has been recalled.
23/08/2024 09:18:22 Verify - Location 3 sn2 1111100 |- - Ezg::gg}iﬁawh: false |false | false
Event Message The batch has been recalled.
23/08/2024 09:18:51 Werifiy |- | Location 3 [ sn5 [ 41020009 | O-MGE-0LN-R4Y-1A2-LEK. | ABS |- |false  [false | false
Event Message The batch idenfifier mismatches the recorded balch identifier. The length or format does not match what has been uploaded. Possible scanner or software malfunction. An alert has been raised.
Z3/08/2024 09:20:13 Verifiy = | Location 3 | sn4 [ 41020008 | 2O{-MGE-0N1-CJR-6J7-KPK._ | AGS |- |false  |[falze | false
Event Message The batch idenfifier mismatches the recorded batch identifier. The length or format does not match what has been uploaded. Possible scanner or software malfunction. An alert has been raized.

%
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Reports — End-User Pack Disclosure Report (Full)

This report details every verification audit point performed by transactions linked with a provided Unique Pack Return Code (UPRC). The report content is based on the existing Transaction Log Client Report without
time constraints, but focused on a particular product-pack as a result of a provided UPRC. Note that the location of the alert must match that of the client requesting the report, or be of the same organisation if the
client is not associated with any location.

Report formats available to download are: CSV and Excel

Pack Disclosure report request dialogue Sample Report Header content - Excel format
End User Pack Disclosure Report X &
Latest available data: 14/08/2024 03:59:35 UTC
Next data update: 14/08/2024 10:30:00 UTC File ~ Hom Inser Page Form Data Revie View Auto Deve Help Tean |Z|
Given a Unique Pack Return Code the report lists all audit points raised by the end user local
organisation, or location, related to a specified product pack over its lifetime. Al v ﬁ Repor‘l T)"pe hd
* Report Name End User Pack Disclosure Report | A B C D
- Unique Pack Retum 1 |Report Type End User Pack Disclosure Report
Code (UPRC) 2 |Report Name Pack Disclosure - Full
Returm simplified Full re e, . . ., 3 |Date Requested (UTC) 2024-08-23T10:34:35.750Z
et h port produced if ‘Return Simplified View’ not checked 4 |UPRC XX-MGE-OLN-RAY-1A2-LEK
5 |Product Code Scheme GTIN
6 |Product Code 00516858732482
7 |Product Mame ds Generated Product 3
8 |Serial Number sn3
Go back Close 3
10 L
> Report Header T e ;4 CEE »
Dozl = Lol Micenion, Cones FH = A +  dnnes
Description of the fields in the content that
are reported are given in an earlier slide.
Sample Report Content - Excel format
Date and Time Transaction Event Name  Transaction Target Client Client Client Client Requested User-Agent Batch Batch Transaction Operation Event Message Alert ErrorReturnedls Is Is Number Of
UTC) Type ID Pack Location Location Equipment ID  API Version ID Expiry Successful  Code ID CodePack Bulk Manual Intermarket Attempts
State__ID, Name 1D, Date State
2024-08- Verify Pack blafOd2e- - 17bede9 Location 3 LocnThree 87e0a- PostmanRu batch3 251200 FALSE 41020009 The batch identifier mismatches XX-  A68 - FALSE FALSE ~ FALSE -
23T09:18:51.15 Verification 4a17-4dd5- 5-2121- Eql e05- ntime/7 40. the recorded batch identifier. MG8-
37 Failed Because b7al- 4b34- 10ab- 0 The length or formatdoes not  OLN-
Of Batch ID e26cea3985 90b1- 4f2a- match what has been uploaded. R4Y-
Mismatch 6d 1bc5979 a3fd- Possible scanner or software 1A2-
al933 e0043 malfunction. An alerthas been  LEK
8c5ac raised.
e0
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Download Formats: PDF, CSV, Excel.

Pack Disclosure report request dialogue

Reports — End-User Pack Disclosure Report (Simplified)

This report details every verification audit point performed by transactions linked with a provided Unique Pack Return Code (UPRC). This version (Simplified) includes only the most important properties.

End User Pack Disclosure Report

Given a Unique Pack Return Code the report lists all audit points raised by the end user local organisation, or

Latest available data: 23/08/2024 10:29:41 UTC

Next data update: 23/08/2024 11:00:00 UTC

location, related to a specified product pack over its lifetime.

Sample Report Header — PDF format

Report Header
Report Type End User Pack Disclosure Report
Report Name Pack Disclosure - Simplified

 Report Name Pack Disclosure - Smplffied Date Requested (UTC) 23/08/2024 10:33:56
* Unique Pack Return XX-MGE-OLN-RAY-1A2-LEK UPRC XX-MGE-OLN-RAY-1AZ2-LEK
Code (UPRC) Product Code Scheme GTIN
Return Simplified view Product Code Q0516858782482
Product Name ds Generated Product 3
Serial Number sn5
PDF format reports are only produced when the ‘Return simplified View’ checkbox is
ticked. The simplified report version includes only the most important properties
Sample Report Content - PDF format
Report Details
Transaction - . Operation Error | Returned Pack Is Is
Date and Time (UTC) Type Target Pack State Client Location Name Code Alert IDv Code | State Iz Bulk Manual | Intermark
23082024 09:18:51 Verify - Location 3 41020009 | XX-MGS-0LN-R4Y1A2-LEK | AGS - false false falze

Event Message

The batch identifier mizsmatches the recorded batch identifier. The length or format does not match what has been uploaded. Possible scanner or software malfunction.

raised.

An alert has been

Description of the fields in the content that
are reported are given in a different slide.
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Reports — End-User Pack Audit Trail Report (Full)

This report details every audit point performed by transactions linked to a specific unique pack identifier, conducted by the requesting local organisation. The report content is based on the existing Transaction Log
Client Report without time constraints, but focused on a particular product-pack.

Report formats available to download are: CSV and Excel

Pack Audit Trail Report request dialogue

End User Pack Audit Trail Report

Sample Report Header content - Excel format

Latest available data: 23/08/2024 10:50:17 UTC &
Next data update: 23/08/2024 11:30:00 UTC File  Homi Insed Page Form Data Revie View Autor Deve Help Team
Lists all audit points raised by the end user local organisation, or location, related to a spedified pack
over its lifetime. Al w |} ﬁ Repor‘l Type "
* Report Name End User Pack Audit Trail Report A B C D E 4
| . . . . 1 |Report Type End User Pack Audit Trail Report
‘{ ’
* Product Code GTIN Full report produced if ‘Return Simplified View’ not checked 2 |Report Name pack Audit Trail - Full
3 |Date Requested (UTC) 2024-08-23T11:15:17.6127
* Serial Number 4 |Product Code Scheme GTIN
5 |Product Code 00516858782482
Return Simplified View 6 |Product Name ds Generated Product 3
7 |Serial Number snl
8
a )
> Report Header  Tran. == < I »
Go back Close S == T e =2 x P
Sample Report Content - Excel format
Date and Transaction Event Name Transaction ID Target Pack Client Client Location Name Client Client ID Requested User-Agent Batch Batch Transaction OperationEvent Message Alert Error Returned Is Is Is Number
[Time (UTC)  Type State Location ID Equipment API Version ID Expiry Successful  Code ID Code Pack State  Bulk Manu Intermarket Of
ID Date al Attempts
2024-08- Verify Successful  57151f79-692c- - 17bede95- Location 3 LocnThree 87e0ae05-10ab-4f2a- - PostmanRunt batch 251200 11111100 The batch has - - Recalled FALSE FALSE FALSE -
[23T09:16:35.5 Pack 403a-bla2- 2121-4b34- Eql a3fd-e00438c5ace0 ime/7.40.0 3 been recalled. (Batch:
612 Verification 9058519b2e31 90b1- Recalled)
1bc5979a19
33

Description of the fields in the content that
are reported are given in an earlier slide.
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Reports — End-User Pack Audit Trail Report (Simplified)

This report details every audit point performed by transactions linked to a specific unique pack identifier, conducted by the requesting local organisation. This version (Simplified) includes only the most important

properties.
Download Formats: PDF, CSV, Excel.

Pack Audit Trail Report request dialogue

Latest available data: 23/08/2024 10:29:41 UTC

End User Pack Audit Trail Report X

Sample Report Header content - PDF format

Report Header

over its lifetime.

* Report Name End User Pack Audit Trail Report

Next data update: 23/08/2024 11:00:00 UTC

Lists all audit points raised by the end user local organisation. or location. related to a specified pack

Report Type

End User Pack Audit Trail Report

Report Name

Pack Audit Trail - Simplified

Date Requested (UTC)

23/08/2024 11:14:50

Product Code Scheme

GTIN

Product Code

00516858782482

Product Name

ds Generated Product 3

Serial Number sni
* Product Code GTIN 00516858782482
* Serial Number sni
Return Simplified View ( | PDF format reports are only produced when the ‘Return
simplified View’ checkbox is ticked. The simplified report
version includes only the most important properties
Go back Close
Description of the fieldsin the content that
sample Report Content - PDF format are reported are given in an earlier slide.
Report Details
Transaction _ . Operation Error | Retumed Pack Is Is
Date and Time (UTC) Type Target Pack State Client Location Name Code Alert 1D Code | State Is Bulk Manual | Intermarket
23/08/2024 09:16:35 Verify : Location 3 11111100 |- i Egg”ggjmam false |false | false
Event Message The batch has been recalled.
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Reports — Organisation Administration Activity Report

This report lists an audit trail of events of all administration operations performed against the organisation of the report requester.

Report request dialog

Organisation Administration Activity Report X ‘Latest available date’ shows the last Reporl Details
time events were ingested. ‘Next data )
Latest available data: 15/08/2024 04:29:44 UTC/ update’ shows the next ingestion run Date & Time (UTC) Actor | By User Ewvent Name
Next data update: 15/08/2024 05:00:00 UTC Transaction |0 278d1d4c-fedd-405b-03c2-bET Icedoece
Chent ID: adcey 15d-17cb-48c1-btr 1122420550800
Provides an audit trail of changes performed within the organisation. Details Chant Name: caal
* Report Name Organisation Administration Activity Report Report can be filtered by timera nge, Chent Roles: Full Access |
: : 15/07/2024 13:16:53 Organisation pharmacysuperuseriBexample.com Client Added
locations that requesting user has access Transachion I TcA5AEEL bis0-4ac] asho et eckde
Start Date (UTC) DDMMYYY Himm:ss — to, and dient ids for those locations. Chent ID: b3aieDeb-00e0-458d-8133-53057 0053034
Details Chent Name: sgRepartCliant
End Date (UTQ) DDMMANYY Hit:mmiss | Note: If requesting user is assigned to Sleni Roles: Pull Acsess
.q 8 i g 150712024 13:57-19 Organisation | pharmacysuperuser, le.com | Client Added
Location1d one location, the location dropdown Transaction 1D 0437b305-4374 4cE0-00=6-B107bba4A042
selection will not appear on the dialog. Location I0: 2c950dc4-4cbb-452c-8877-28fbb26bdb53
Location Name: Test Location 1
Client 1d Selecty . . - Chent I0: 4685d2be-1b67-42b7-ac8a-fedeB5T3h14F
First table in report (Report Header) Rl Chient Name: eq
which shows ri r Chent Roles: Full Aczess
ch shows request parameters Current Active!Suspended clients in location: 4
Go back Close 15/07/2024 142404 Crganizstion harmacysuperusen@example.com [ Location Added
TrEn=zction D 400400b4-diez-4170-0f4-01aar502bcoc
Location ID: Def24505-Dcal-4cr0-Deb2-cOE0462258a8
Location Mame: Location 3
Details Location Address: \ia Timavao, 37, Barl, 70124 BA
Report Header Legitimacy Information: ABC12346
Report Type Qrganisation Adminisiration Activity Report Current Lecations in organisation: 2
Report Hame Organisation Adminisirafion Activity Report 15/07/2024 14:24:55 NAVD | Location Approved
| Date Requested (UTC) 16/07/2024 08:13:53 Transaction 1D 28302 4fa-bfod-4bse-baba-1334 55204801
Start Date (UTC) 15/07/2024 08:00:00 Location |D: Defadbb5-Dcaz-4cz0-0et2-coED402206a0
g:daa?;:ﬁ(;-rlgj :‘ Details Location Mame: Location 3
Organisation Name Test Pharmacy 1 Lepitimacy |nformation: ABC 12345
Location 1D - T R ST ﬁglganisaﬁon | pharmacysuperusen mple.com | Client &dded
Location Name - Transaction |0 Z8001150-27424bd 1-bbeb-537PBRT 57122
Client 1D - Location |0 Def4605 Dea2-2c20-DeB2-cRE0462258a8
Location Mame: Location 3
Detai Chent ID: c9328d79-8127-45e4-01d6-2abi0f33 156
P D ioti ils Chent Name: BariTone Equipment 1
roperty esc”ptlon Chent Roles: Full Access
. . f e . Current Active/Suspended clients in location: 1
Transaction ID The unique identifier of the transaction — T — —
Date & Time (UTC) Timestamp of the administration audit event ~ransacton 1L fi:aliun —_—— e
. . Location Mame: Location 3
Type of actor that performed the action, possible values are NMVO, Details Chent |0 c83aAd78-817T-45:4-01d5-aabi0f353 156
Actor System and Organisation Chznt Namne: BariTane Equipment 1
Performed Via: Portal
Email address of the user within the organisation that performed the ]?a:nslg:ﬁ;r: fl'f513=' Ea'fg'ﬁ‘-"*” — Zi@ecsmple.com Clignt Primary Secret Regenersted
) . . . . SR
action, or the client ID if the action had been performed via API. If the Location ID; Deféd005-DcaZ-4cr0-Debz-coBR402256a0
g i ' Location Mame: Location 3
action had been performed by the NMVO or by the System, this field will Details ot B oot o A1 4524-01d5-5300F 158
By User be left blank. Chent Name: BariTane Equipment 1
Event Name User friendly name of the ad ministration event
Details This field aims to capture the relevant details of the action performed
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User Roles
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User Roles - Local Organisation Super User

The ‘User Roles’ page allows the user to define new roles, manage existing roles, and delete existing roles.

NOTE: Client Roles allow fine-grained control access to client credentials, defining who can generate, read and exclude reports on a per report basis. Client Roles also controls which users can
perform pack state changes and verifications. (To control access to all other part of the system, User Roles would be used to set these other permissions)

~ | To create anew user role click the ‘Create’
_2 RE pl_ 4 Home - User Roles button. The ‘Create User Role’ dialog will
Role name and description describe the Medicines Verification Administration Portal PW:"::J:“S functionality is described in the
| nextslide.
purpose of the role. These can be modified :
for non-immutable roles. User Roles - alh defined rol If b local
e rtal has pre- n rolestor eac ca
Organisation type.
Users * Roles Stock Check .
ock thecker | The ‘Roles’ dropdown box presents the list of
| existing roles. The Super User role has all available
— )* Role name Stock Checker ( ng P .
= ! | permissions, and the role cannot be modified.
Reports )DESCﬁPtiUH Allows the user to perform transactions using the Emergency Verification Portal | Wholesaler pre-defined roles are:
- Wholesaler Super User
User Rales Category Permission Description - Wholesaler Administrator
Al - Stock Checker
Client Roles
Client Credentials Control Allows the actor to view, create and delete API client credentials Pharmacy pre-defined roles are:
- Pharmacy Super User
Client Credentials Client Roles Control Allows the actor to create, update and delete roles for their client credentials - Pharmacy Administrator
Af:ce'ss User Roles from the home page by Equipment Control Allows the actor to create, update and delete client equipment within their organisation - Pharmacist User
clicking on the ‘User Roles’ tab
Locations Control Allows the actor to create and update locations within their organisation W~ J
Change Password Packs MarkAsDestroyed Allows the actor to mark a pack or packs as destroyed
Help and Advice Packs MarkAsExported Allows the actor to mark a pack or packs as exported
Packs MarkAsLocked Allows the actor to mark a pack or packs as locked
Logout
Packs MarkAsSample Allows the actor to mark a pack or packs as sample
Packs MarkAsStolen Allows the actor to mark a pack or packs as stolen
Packs MarkAsSupplied Allows the actor to mark a pack or packs as supplied
Fundamental to th ment r p
u a, enta o e man'age ent of Use esting Control Allows the actor to view and manage IT Supplier Qualification within the NMVS Administrafion Porfal :n
Rolesis the ability to define and manage the .
Update pemissions:

Role Permissions associated with a Role type.

\

Permissions can be enabled or disabled by
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User Roles - Creating New Roles

Home - User Roles
1. Tocreate a new role, ick the main ‘Create’ button. A popup will open. The user role 'Local Org Test User Role 1" has 3¢

Medicines Verification Administration Portal > e [ e

. 2. Type anew role name into the Role Name field.
User Roles

3. There is the option to add a description. i

4. Clickthe ‘Create’ button on the dialog to add the role. A Toast message is

briefly displayed * Roles Local Org Test User Role 1 Update
Create User Role dialog * Role name Local Org Test User Role 1 RO
Create User Role % |Description Local Org Test User Role 1 Description

* Role name ) New Example User Role 1 Category Permission ‘f_ Description Assigned
All~

Description ) Optional description for New User Role 1 All =
Client Roles Control Allows the actor to create, update and delete roles for their client cred... m
) Close Equipment Allows the actor to create, update and delete client equipment within t... @ x
Control Allows the actor to create and update locations within their organisation @ x]
5. When pemissions are enabled/disabled, the ‘Update’ and ‘Revert buttons Packs MarkAsDestroyed Allows the actor to mark a pack or packs as destroyed m
. ’
become enabled.
, L. . Packs MarkAsSample Allows the actor to mark a pack or packs as sample
Click the ‘Update’ to save the permissions to the new role. Click ‘Revert’ to ) (I
undo changes. Packs MarkaAsSupplied Allows the actor to mark a pack or packs as supplied m
6. Bydefault, new roles are created with no permissions. In the ‘Assigned’ Qualification Testing Control Allows the actor to view, generate qualification test books, reset the te...
Y ) p 8 4 g q
column, grant permissions by (enabling) clicking the specific permission. This is
a toggle switch, so revoke a permission by toggling off (disabling) i A= S I S P S rt Allows the actor to create, read and delete Contracted Wholesalers Sta... B
3 X
Report Control Allows the actor to access the report screen in the portal m
Report PackStateChangesClientReport Allows the actor to create, read and delete Pack State Changes Client R... @ x]
Note: The user defining or changing the - : Report ProductCatalogueDataclientReport Allows the actor to create, read and delete Product Catalogue Data Clie... @ x]
permissions associated with a role can only make changes to the roles whose permissions are available to v '\ -
their user account. S 7

¥

The Permissions table shows the name and description of each user permission, and the category it
belongs to. By default, the local org ‘Super User role has all permissions.

For example, a user without the ‘Client Roles/Control’ permission may not grant that permission to
another role.

Following the creation of a new role, or the modification of an existing role, it is possible to allocate the
new or modified role to a user in the ‘Users’ page.
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User Roles — Updating existing roles

Update User Role X
Note: The user defining or changing the Th ol di . P
permissions associated with arole can only make changes to the roles whose ca:nsoutp:::rs;:ili.ﬁe%(iannanltsur:aermlsswnS)
permissions are available to their user account. yway- The permissions associated to the role will be modified, and will be applied to all users associated with

The other default user roles can be the role.

For example, a user without the ‘Report/Control’ permission may not grant that o a
P port/ P v 8 modified, renamed, etc. including

permission to another role. Do you want to update the user role New Example User Role 17

permissions.
Role names and descriptions can be changed by editing the Role Name and
e Description fields respectively.
Update Close
User Roles
* Roles Local Org Test User Role 1 Update
When pemissions are enabled/disabled, the
‘Update’ button becomes enabled.
* Role name > Local Org Test User Role 1.5
Click the ‘Update’ to save the permissions to
. the new role
Description > Local Org Test User Role 1.5 Description
Category Permission Description Assigned
All = All =
Client Roles Control Allows the actor to create, update and delete roles for their client cred... m&_ Updated permissions.
Equipment Control Allows the actor to create, update and delete client equipment within €. @ x / Permissions can be enabled or disabled by
toggling.
Locations Control Allows the actor to create and update locations within their organisation -
Packs MarkAsDestroyed Allows the actor to mark a pack or packs as destroyed
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User Roles — Reverting changes

Revert X

Do you want to revert the changes you have made?

1. When permissions are enabled/disabled, the ‘Update’ and ‘Revert’
buttons become enabled.

Click ‘Revert’ to undo changes. The Revert Change dialog will be
displayed A
User Roles
2. To confirm reversion of the
changes, click the ‘Revert’ button on
* Roles Local Org Test User Role 1 Update the ‘Revert’ popup dialog.
* Role name Local Org Test User Role 1.5
Description Local Org Test User Role 1.5 Description
Category Permission Description Assigned
All = All = Updated permissions.
Client Roles Control Allows the actor to create, update and delete roles for their client cred... Permissions can be enabled or disabled by
toggling.
Equipment Control Allows the actor to create, update and delete client equipment within t... @ x) //
Locations Control Allows the actor to create and update locations within their organisation /
Packs MarkAsDestroyed Allows the actor to mark a pack or packs as destroyed
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User Roles — Delete a role

Delete User Role

The role will be removed from all users that are currently associated with it.

Do you want to delete the user role New Example User Role 17

1. Click on the ‘Delete’ button on the User Roles page and the confirm

Delete dialog modal will appear.

the popup dialog.

User Roles

* Roles
* Role name

Description

Category
All =
Client Roles
Equipment
Locations

Packs

Local Org Test User Role 1
Local Org Test User Role 1.5

Local Org Test User Role 1.5 Description )

Control
Control
Control

MarkAsDestroyed

Permission Description

Allows the actor to create, update and delete roles for their client cred...
Allows the actor to create, update and delete client equipment within t...
Allows the actor to create and update locations within their organisation

Allows the actor to mark a pack or packs as destroyed

Update
Revert

Delete

Assigned

All =
(D

2. To confirm deletion of the selected role, click the ‘Delete’ button on

z
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Client Roles
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All possible permissions listed in the table

Client Roles - Main

Client Roles allow fine-grained control access to client credentials, defining who can generate, read and exclude reports on a perreport basis. Client Roles also controls which equipment can perform pack state
changes and verifications. (To control access to all other part of the system, User Roles would be used to set these other permissions)

A description of what feature a particular Permission

2’ REPLY
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Access Client Roles from the
home page by clicking on tab

(¢

‘ enables / disables. . To undo any changes to
Update button will save the permissions before
charg_es.to Role name/. ) saving / updating, use the
Home * Client Roles geSC;:P:'wn- ?y:efault itis “Revert” button. By
. = - - . = - isabled until there are e g
Medicines Verification Administration Portal ending changes defaultit s disabled
p g chang unless there are pending
changes
Client Roles
> ST
* Roles Full Access Update
Role name Full Access Revert (L
Description Role with all availgble permissions assigngd ) Delete

Category Permission Descriptior Assigned
All ~ All~
Packs MarkAsActive Allows the actor to mark a pack or packs as active (reactivate) a ) Columns are
: rtable and
Client Roles Packs MarkAsDestroyed Allows the actor to mark a pack or packs as destroyed ) 0 .
v P P 4 a can befiltered

Packs MarkAsSample Allows the actor to mark a pack or packs as sample a )

Packs MarkAsSupplied Allows the actor to mark a pack or packs as supplied a )

Packs ProductDataDownload Allows the actor to retrieve product data from the product catalogue (v @)

! A

Clicking on Create button will open the Create Role
dialogue, where the name and details of the new role can

be defined.

To update the name of a Role or its Description, enter the
text in the “Role Name” or “Description” text boxes and
click the “Update” button

Clicking on Delete button will open the

Delete Role dialogue, where deletion

can be confirmed. Click to toggle permission
On (Granted) or Off (Not
Granted) .

The permissions fall into two broad categories: Report category, that allows a
user to generate and manage reports, and these permissions are on a per report
basis. Packs category, that allow the user to verify packs and run transactions.
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Client Roles — Add

Create Client Role

* Role name Test Client Role

Description Test Client Role Description

“—

dd
Enter the role name and description. Once
the “Create” button is clicked the dialogue
will be dismissed, returning user to main

/ client roles page and adding a new user role.

If attempt is made to add a Role with
the same name as an existing Role, a
validation message will appear

Home > Client Roles The client role "Test Role ABC" has been

Medicines Verification Administration Portal  ~“=""

Create Client Role

* Role name Full Access

Description

A role with this name already exists. (

Close

Client Roles
\
* Roles Test Role ABC Update
* Role name Test Role ABC Revert
Description Role Creation 2
Permission Description Assigned
All+
BatchRecallAuditTrailReport Allows the actor to create, read and delete Batch Recall A... m

When the new role is created successfully,
confirmation toast message is briefly
displayed on the main client roles page.

a
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Client Roles — Update & Revert

Role Name and/or When changes are

Description changed

saved using Update
Client Roles The client role 'Test Role ABC' has been P button, a conﬁfmatlon
toast message is

successfully updated. . )
e briefly displayed
* Role name Test Client Role
Description Test Client Role Description Delete Update and Revert
buttons only
become enabled
Permission Description Assigned when there are
Al pending changes
BatchRecallAuditTrailReport Allows the actor to create, read and delete Batch Recall Audit Trail Reports (v @) \
BatchRecallStakeholderReport Allows the actor to create, read and delete Batch Recall Stakeholder Reports (v @) é:‘ Permissions changed
ConnectingStakeholdersMetricsReport Allows the actor to create, read and delete Connecting Stakeholders Metrics Reports m
ContractedWholesalersStakeholderReport Allows the actor to create, read and delete Contracted Wholesalers Stakeholder Reports 'CD
DiaibuCranchote Allcuse tho ortorto crgote rood and dolatg Dok Soonchatbe - v

Update

If the Update button on the main dialogue is clicked, the “Update Client

Update Client Role Revert

Role” dialogue will appear. Clicking on the Update button in the dialog
will save the changes, clicking on “Close” button in the dialogue will
simply dismiss the dialogue without the changes being saved.

Update Client Role

The role permissions will be changed, and will be applied to all clients that are
currently associated with the role.

Affected Client Ids: None

Do you want to update the client role Test Client Role? \
Update Close

Do you want to update the client role Test Client Role?

Update Close

If the Permissions are changed (Granted / Revoked), or the Role
Description is edited, the Revert and Update buttons become
enabled. Clicking on the Revert causes a confirmation dialogue to
appear. Clicking on “Revert” button on the popup dialogue causes the
changes to be undone and the dialogue dismissed.

Update

Different Update Client Role dialogs can appear, depending on
whether a change was made in the permissions or not.

If a change was made in the permissions, the dialogue will list dient
Ids that will be affected by the change.

If the change was just to the Cient role name and/or description, the
dialogue will not mention dient Ids.

Revert

Do you want to revert the changes you have made?
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Client Roles — Delete

Delete Client Role

The role will be removed from all clients that are currently associated with it.

Affected Client Ids:
» 02cA2618-3b01-4acc-b779-8f0ecdd97172

Do you want to delete the client role Custom Client Role 17

When the role is successfully deleted a
confirmation toast message will
briefly appear on the main client roles
panel

Delete
Home - Client Roles
. = - - A - The client role 'Custom Client Role 1'
Clicking the “Delete” button on the Delete Medicines Verification Administration Portal has been successfully deleted.
dialogue will delete the cl.lent' role and Client Roles
return the user to the main dialogue. A
confirmation message will also be shown.
* Roles Full Access Update
Role name Full Access Revert
Description Role with all available permissions assigned Delete
Category Permission Description Assigned
All~ All =~
Packs MarkAsActive Allows the actor to mark a pack or p... I )
Packs MarkAsDestroyed Allows the actor to mark a pack or p... a )
Packe MarkAcSamnle Allows the actor to mark a nack orn n_ |

z
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Client Credentials
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Client Credentials — Main

This is the main page for managing Organisational client credentials, that are not tied to
any particular location. From here users can add, update and delete client credentials

and their secrets. These credentials cannot perform verifications or pack state changes —
only Reports and Secrets categories in Client Roles.

Click the ‘Create New

Credentials’ button to setup

new client credentials

pd

Clicking ethe Information icon for a client
role will popup a list of non-verification
permissions . E.g., reporting, access control

/

Client Credentials page
can be accessed from
main page / tab

SOLIDSOFT

The columns

—

Home - Client Credentials

Create New Credentials

-%. REPLY Medicines Verifizdtion Administration Pg/stal

Custom Client Role 1 X

+ Report - ContractedWholesalersStakeholderReport: Allows the
actor to create, read and delete Contracted Wholesalers
Stakeholder Reports

+ Secrets - Control: Allows the actor to create, regenerate. swap.
and delete secrets within their organisation

Close

Secrets management icons

‘Credential Name’ is a user friendly name
given to the credential to identify it.

[

“Page next”, “page previous” and Up/Down
page controls can be used to scroll through list

of users (depending on number of records)

Home
) Credential Name Client Id Client Roles pated Date (UTC) Client Actions Secrets
Swap icon swaps the secrets
Ufers ) All~ o so that primary becomes
P . secondary and vice versa
) i — - Primary
L{catio]  Row records Org CC One - Edited 88f33ab6-b29b-4.., Custom ClientRole 1@, o)) 09:50.20 P _=
) Full Access @ 15/08/2024 - Secondary [+ B N ] Delete i t
can be filtered < -i- eleteicon to remove a
Rfports Org CC Two 87396116-16f5-4...  Full Access @ 15/08/2024 10:01:44 A | 15/08/2024 - Primary [+ B | SR S Ly
) are sortable. FI'Ck.a N ~a Recycleicon to regenerate a
heading to sort or toggle direction. R/ secret
Use ‘Pencil’ iconto edita | For each credential, the
Client Roles client credential secret(s) linked to it, Information icon to look at
Use ‘trash’ icon to delete whether it is primary or details of credential with
client credential secondary, and the date it o o
was created / regnerated secondary secret. Note that
IT Supplier Qualification \. thefullsecretis not displayed
Change Password
Help and Advice
Page 1 < of1 10 rows v

P

REPLY
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Client Credentials — Create Credentials

Home -

Client Credentials

Medicines Verification Administration Portal

Create New Credentials e

Credential Name

0Org CC One

Org CC Two

Org CC Three

Org CC Four

Org CC Five

1. On the main Client Credentials
page click the ‘Create New
Credentials’ button. The Create

Client Id

b9fde687-70ce-472...

7bdbe587-2a73-40b...

9072edcd-5f90-406...

b74d37e2-f643-430...

400a9baf-3a7b-4d7...

Client Roles Created Date (UTC) Client Actio...

All~
Custom Client Role 1 @ e o=
Full Access @ 23/09/2024 16:16:08 rd |
Custom ClientRole 2 @  23/\2024 16:15:51 a1
Custom Client Role 1 @ e ;=
Custom Client Role 2 @ gaipriagledh 2 s
Full Access @ 23/0p/2024 16:15:06 ra
Custom ClientRole 1 @  23/(5/2024 16:14:49 ra |

Page 1 T of S5rows v

Credentials dialog will popup.

4. Click ‘Close’ on credentials popup. User
is returned to client credentials page
where the newly created credentials will
be displayed

2

Create New Credentials X

* Credential Name ) Org CC One

Secrets
* Client Roles ) Custom Client Role 1 @ % Full Access @ X
23/09/2024 - Primary ce 2. Type a name for the credential
23/09/2024 - Secondary owceo and select the desired role(s) Custom Client Role 1
23/09/2024 - Primary oce from the Client Roles dropdown. Full Access: Role with all available permissions assigned
. The ‘Create’ button will become
Zpsrzaza -primary ece enabled. Click it.
23/09/2024 - Primary o0 Cancel
S v— oce Both fields are mandatory and 2
multiple roles can be selected for
AziEge the Client Role dropdown. Client =
roles can be defined on the Client
Roles section.
3. Click ‘Create’ button. The client credentials will be
Primary Client Credentials X generated and displayed in a popup

Credential Name

Client Id

Client Secret

These Client Credentials will be shown one time on the screen. Please copy them to
configure your client system!

Org CC One

88f33ab6-b29b-420d-82%¢e-a3af2937dasd

85e2fc45-2268-4163-8f1b-45dd2cfb1fel

Close

The credentials should be noted down because this is
the only time that the secret will be displayed

L)

X REPLY
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Client Credentials — Edit Credentials

® Home - Client Credentials
% REPLY Medicines Verification Administration Portal
SOLIDSOFT 4 1.0nthe main Client Credentials page click the
y Edit icon beside the particular credential to
Home . . . . . make changes to it. The Edit Credentials dialog
Credential Name Client 1d Client Roles Created Date (UTC) Client Actions Secrets will popup.
Users All~
i A Custom Client Role 1 @ s - 15/08/2024 - Primary o0
Locations Org CC One - Edited  88f33ab6-b29b4... [ W o o 15/08/2024 09:52:20 /{ —
Reports Org CC Two 87396116-16f5-4... FuIIA&ss ) 15/08/2024 10:01:44 ra | 15/08/2024 - Primary oece
User Roles
Client Roles
Client Credentials
IT Supplier Qualification
Change Password
Org CC One X
Help and Advice
Pivious page Page 1 < of1
* Credential Name Org CC One - Edited
* ki n
Client Roles Custom Client Role 1 @ X Full Access @ %
Custom Client Role 1

Full Access: Role with all available permissions assigned

Update Cancel

2. Make any desired changes then click the
‘Update’ button to confirm. The changes should (
be reflected on the credentials table.

2’ REPLY
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Client Credentials — Delete Credentials

Home - Client Credentials
. - - . - The client credential 'Org Credential 3' >
Medicines Verification Administration Portal has been successfully deleted.
=illl=s 1 On the main Client Credentials page click the
y . Edit icon beside the particular credential to
make changes to it. The Edit Credentials dialog
Credential Name Client Id Client Roles Created Date (UTC) Secrets will popup.
All~
) Custom Client Role * . > = 15/08/2024 - Primary 0
Org CC One-Edit... 88f33ab6-b29b-4... "\ o o 15/08/2024 09:52:20 Ju 15/08/2024 - Secondary oECo
Org CC Two 87396116-165-4... Full Access @ 15/08/2024 10:01:4 A | ( ——— S
2. Click the ‘Delete’ button. Dialog is dismissed
and user is returned to credentials main page
and a toast message is displayed.
Credentials table on main page is updated . .
Delete Client Credential X

Do you want to delete the client credential with name Org Credential 37

2’ REPLY
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Client Credentials — Create Secondary Secret

Create New Credentials

Credential Name Client Id Client Roles Created Date (UTC) Client Actions Secrets
All~
- Custom Client Role 1 @ . — 15/08/2024 - Primary
Org CCOne-Edited  88f33ab6b.. - "W P 15/08/2024 09:52:20 VA | B

15/08/2024 - Primary

Org CC Two 87396116-1... Full Access @ 15/08/2024 10:01:44 Va | 15/08/2024 - Secondary

Secondary Secret’ dialog pops up. Note that
secondary secrets can be created for
credentials that only have primary secrets

o 1. When the plus iconiis clicked the ‘Create

3. Click ‘Close’ to close the credentials popup and return to Credential

page. After the secondary secret is created, an entry appears in the
Credentials table with the designation and date of creation of the

Create Secondary Secret - Org CC Two X

A secondary secret will be created for the client credentials. Do you want to proceed?

secondary secret

Secondary Client Credentials

These Client Credentials will be shown one time on the screen! Please cgpy them to configure your
client system!

2. Click the ‘Create’ button to create the secondary
secret. Details of the credentials including
secondary secret will be displayed. Note that the

Credential Name Org CC Two
Client Id 87396116-16f5-445f-827d-042dff46744b r_,.
Client Secret eceb631f-3e74-4c55-bf9b-ebe1f24f6fa7 I'_,.

Close

client id is the same as for the primary secret, and
the secret will be displayed only ONCE.

X REPLY
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Client Credentials — Regenerate Primary Secret

Create New Credentials

& |
R/

1. When the double arrow
icon is clicked the
‘Regenerate Primary Secret’

Regeneration of secrets improves the security of end-user
connections, facilitates regular renewal of authentication
secrets and reduces risk of unauthorized access to the
system.

Credential Name Client Id Client Roles Created Date (UTC) Client Actions Secrets
Al
. Custom Client Role 1 @ . - 15/08/2024 - Primary
Org CC One - Edited  88f33ab6-b... Full Access @ 15/08/2024 09:52:20 f [ ] 15/08/2024 - Secondary
o 15/08/2024 - Primary
Org CC Two 87396116-1... Full Access @ 15/08/2024 10:01:44 f [ ]

15/08/2024 - Secondary

/

3. Click ‘Close’ to close the credentials popup
and return to Credential page. After the secret
isregenerated, the date beside the secret in
the Credentials table is updated.

\

dialog pops up.

Regenerated Primary Client Credentials

These Client Credentials ¥ill be shown one time on the screen! Please copy them to configure your

client system!
Equipment Id
Client 1d ed6N\2c3a-3bed-4453-90a0-038fcable7ee
Client Secret -1d2e-479d-8e7b-088bas63d6ch

Close

Regenerate Primary Secret - CE-2 Edited X

A new secret will be generated and will replace the existing one. Any authentication performed using
the current secret will no longer succeed. Do you want to proceed?

2. Click the ‘Regenerate’ button to confirm. Once
the secret is regenerated, the old previous secret

: cannot be used ever again.

Details of the credentials with regenerated secret
will be displayed. Note that the client id has not
changed, and the secret will be displayed only
ONCE.

X REPLY
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Client Credentials — Regenerate Secondary Secret

~

Credential N. Client Id Client Rol Created Date (UTH Client Acti Secrets y . o .

el s — — —— = 1. When the double arrow Regeneration of secrets improves the security of end-user

A icon is clicked the connections, facilitates regular renewal of authentication
Org CC One - Edited  88f33ab6-b... Eﬂﬁ‘tﬂ‘;!eg Role 1@ . 08/2024 09:52:20 P | Eiggggz::::zzgaw g “ g ‘Regenerate Secondary secrets and reduces risk of unauthorized access to the
Secret’ dialog pops up. system.
Org CC Two 87396116-1... Full Access @ 15/08/2024 10:01:44 Va | 15/08/2024 - Primary [- s ;]
3. Click ‘Close’ to close the credentials popup Regenerate Secondary Secret - CE-2 Edited X

and return to Location page. After the secret is
regenerated, the date beside the secret in the

‘ . A new secret will be generated and will replace the existing one. Any authentication performed using
Credential table is updated.

the current secret will no longer succeed. Do you want to proceed?

\

Regenerated Secondary Client Credentials X

These Client Credentials vi\|| be shown one time on the screen! Please copy them to configure your
client system!

2. Click the ‘Regenerate’ button to confirm. Once
the secret is regenerated, the old previous secret

Equipment Id CN 2 Edited

i cannot be used ever again.
Client Id ed65\c3a-3bed-4453-90a0-038fcab1e76e L €«
Details of the credentials with regenerated secret
Client Secret 745884%-3b96-42d9-ad13-5a583b099975 r! will be displayed. Note that the client id has not
changed, and the secret will be displayed only
ONCE.

Close

X REPLY
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Client Credentials — Swap Secrets

Create New Credentials

Credential Name Client Id Client Roles Created Date (UTC) Client Actions Secrets 1 W h t h . .
. en the arrow up icon is
All= .
o clicked the ‘Swap Secrets’
‘ — 15/08/2024 - Pri .
Org CC One - Edited  88f33ab6-b... Eﬂ;fgegs‘eg Role 18 /0812024 09:52:20 | 15/08/2004 S;T;;dwary dialog pops up. Note that

the icon is only displayed for
credentials that have both a
primary and secondary
secret.

15/08/2024 - Primary

Swapping secrets allows the designations ‘Primary
15/08/2024 - Secondary

Secret’ and ‘Secondary Secret’ to be exchanged.
This should not affect the working of the secrets

Org CC Two 87396116-1... Full Access @ 15/08/2024 10:01:44 ra |

Swap Secrets - Org CC One - Edited X

The secondary secret will be promoted as primary, and the primary secret will be made secondary. Do
you want to proceed?

Swap Close

2. Click the ‘Swap’ button confirm that the secrets
should be swapped. User is returned to the
Credential list page.

2’ REPLY
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Client Credentials — Delete Secondary Secret

Create New Credentials

Credential Name Client Id Client Roles Created Date (UTC) Client Actions
All =
. Custom Client Role 1 @ o - 15/08/2024 - Primary -0
Org CC One - Edited 88f33abé-b... Full Access @ 15/08/2024 09:52:20 i [ ] 15/08/2024 - Secondary oRcCe
—— . —
Org CC Two 87396116-1... Full Access @ 15/08/2024 10:01:44 VA | 15/08/2024 - Primary [+ I | .
\ 1. When the trashicon is
clicked the ‘Delete
Secondary Secret’ dialog
pops up. Note that primary
secrets can not be deleted.
2. Click the ‘Delete’ button to confirm deletion. User will be returned to Credential
page and Credentials table will be updated.
Delete Secondary Secret - Org CC Two X

The secondary secret will be d\eted. Any authentication performed using the secondary secret will no

longer succeed. Do you want to

2’ REPLY
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Client Credentials — Information

Create New Credentials

Credential Name

Client Id

Client Roles Created Date (UTC) Client Actions Secrets

All~

. Custom Client Role 1 @ . - 15/08/2024 - Primary sl : ]

Org CC One - Edited  88f33ab6-b... Full Access @ 15/08/2024 09:52:20 / [ ] 15/08/2024 - Secondary oECe

Org CC Two 87396116-1... Full Access @ 15/08/2024 10:01:44 ra | 15/08/2024 - Primary oCe
Primary Client Credentials X

Credential Name

Client Id

Client Secret

Creation Date (UTC)

Updated Date {(UTC)

Org CC One - Edited
88f33ab6-b29b-420d-829%e-33af2937dasd /
BSE***

05/07/2024 06:57:30

15/08/2024 09:52:20 e

Close

Clicking the information icon beside a secret will make
the credentials information dialog popup. The same
fields will be displayed for primary and secondary
secrets.

If a Credential has two secrets, the Clientld will be the

_—"" same for both of them

Note that the full secret is not displayed, only the first
three (3) characters. If historical secrets exist pre-
release 15 then six asterisks will be displayed ‘*****#*’

If the secret has been regenerated then this will be

— reflected in the ‘Updated Date’ timestamp. The

‘Creation Date’ timestamp is set when the credential is
created.

X REPLY
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IT Supplier Qualification

The purpose of the Qualification Test Book (the ‘test book’) is to provide a set of test cases to be
executed by IT Suppliers to support qualification of their systems. Following successful qualification,
the IT Supplier may connect their system to their National Medicines Verification System (NMVS).

X REPLY
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IT Supplier Qualification - Environment

The test book will be generated for a specific NMVS Integrated Quality
Environment (IQE) market. The test book can only be used for the intended
market in which the associated data has been generated. The APl endpoints of
the intended market where the test book has been generated can be found in
section 2.1 on the test book and the endpoints page within the ITE Developer
Portal.

The IT Supplier Qualification Test Book can be self-service generated via the
IQE NMVS Administration Qualification Test Book page. Links to the NMVS
Administration Portal can also be found on the endpoints page linked above.
The functionality to generate and manage IT Supplier Qualification Test Books
must be assigned to alocal organisation, this authorisation is provided by the
NMVO. If your organisation is unable to navigate to the Qualification Test Book
page within the NMVS Administration Page please contactthe NMVO.

2’ REPLY

SOLIDSOFT

2. Qualification Test Guidance

2.1 Environment

This test book has been generated for the xx NMVS Integrated Quality Environment {IQE). The client solution must
consume the following endpoints:

Authorization Endpoint | https://api-xx-ige.nmvo.eu/identity/connect/token

Pack APl Endpoint https://api-xx-iqe.nmvo.eu/verification/

Reporting APl Endpoint | https://api-xx-ige.nmvo.eu/report/

Please note the following market specific configuration values, these will be used during the testing phase to
determine the expected response from certain scenarios. At the time of the test book generation the NMVS
environment has been configured with the following values:

e Double Dispense Limit: 9
e Double Dispense Time Limit: 10.00:00:00
e AMS Link (ignore if empty): https://app.example-ams.com/AlertDetails.aspx?id={{uprcToken}}

Please refer to section 2.6.2 for further information about expected result variations and the market specific
configuration values.

Hom

- IT Supplier Qualification

licines Verification Administration Portal

IT Supplier Qualification

1D IT Supplier Name  API V... Client Syste...

Barcode Sca...  dient Locati...

All~

xx_164 DST Clarke & Tilley 3.1 Lammeond Kofax 2000 8c950dcd-4c...

IT Supplier Qualification

Location Name

Test Location 1 a37cc20a-40...

Page

Al -

Client Id Equipment Id IT Supplier T... [T Supplier T... Templat.. Created Date.. Co..

All-

Equipment Id... a.lammond@... Andrew 5.0 23/09/20241... Active

1 2 of1 Srows v

by
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https://developer-ite.nmvo.eu/apis/endpoints

IT Supplier Qualification - Portal

NOTE: IT Supplier Qualification functionality is only available on IQE.

[
' Action to create a new test book

Home = IT Supplier Qualification

IT Supplier Qualification

] IT Supplier ...

API Version  Client Svste... Barcode Sc...

All~

Medicines Verification Administration Portal

Rows in the Test
Book table can be
filtered according
tothe data in

Columns can be
shown / hidden using
column selector

Test Book status can be one of:

them.

Client Locat... Location Na... Client Id

Supplier ...

IT Supplier ... Template V...

Created Dat... Completed ... StartDateo.. End Dateof.. Test BookS...

XX_125 Example W... 3.0 FMD Soluti...

All -

It also contains dates and times of when the
testing was performed as well as when the
test book was generated.

The state of the test book can also be
viewed here.

© |T Supplier Test Manager Contact Email
© |IT Supplier Test Manager Contact Name
* Template Version

o Created Date (UTC)

e Completed Date (UTC)

o Start Date of Testing (UTC)

© End Date of Testing (UTC)

¢ Test Book Status

® Actions

Active Active — the default state for a test book. Testing
can be performed while the test book is Active. Test

Certified | data resets can be performed while Active.

Falled Certified — testing has been completed and the

Review NMVO has reviewed and certified the outcome of
the test book.

Revoked

Failed — testing has been completed and the NMVO
has reviewed and considered the outcome and
deemed the testing to have failed.

View submitted test
evidence by the IT
against a test book that
isnot Active.

Downloads the docx.
generated Qualification
Test Book.

Allows the IT supplier to
reset the test data for an
Active test book.

~

Tera Barco... 68213424-4.. TestLocatio.. 21f38a06-3... Equipment.. example@e... Example M... 3. 14/03/2024 ... Active
xx_124 Example W... 3.1 FMD Soluti...  Scanner_1 68213424-4... TestLocatio... 21f38a06-3.. Equipment.. example@e.. Example M... 3.1 14/03/2024 ... 14/03/2024 ... 14/03/2024 ... Review Review — the NMVO is reviewing the test evidence
after submittal by the IT Supplier.
Revoked — when a previously certified test book has
its certification revoked.
The IT Supplier Qualification page will display
the following columns:
. 1 Qualification Testbook Id I .
© |IT Supplier Name 10rows  ~ ¢
® APl Version
o dient System Build/Version Number A
i ® Barcode Scanner Model 7 N\
Arow is cre.a?ed for eatfh generated test o dient Location Id r Actions
book containing the unique ID of the test o Location Name N ——
book as well as the IT supplier information o Client Id . b s T u
provided when the test book was o Equipment Id . ) . Delete Test Book
s gonerated. Manage Test Evidence Download a Test Book Reset Test Data Submit Test Book

Allows the IT supplier to
delete a test book. This
option is available on
Active, Failed and
Revoked test books.

X REPLY
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Clicking this button will
open the submit test
book. The IT supplier can
upload supporting test
evidence. Finalising a
submittal will move the
test book from Active to
Review.



IT Supplier Qualification — Create

Create Qualification Test Book

The IT Supplier will be required to submit the following information within section 2.5 of their
generated test book. The majority of this information will be requested at the point of self-service
generation of a test book and will be automatically added to the generated test book. At the point of
submitting the test book please ensure that this section is completed and the information provided is
correct.

IT Supplier name* — name of supplier performing the testing.

IT Supplier test manager contact email* — the contact email address of the manager performing
the testing.

IT Supplier test manager contact name* — the contact name of the manager performing the
testing.

Environment Tested Against — the national market IQE that testing is being performed against.
This information will be automatically generated.

Client System Build/Version Number* — the version of their client software in the 'User-Agent'
header. This may be used to check if the software being used is the same as that which was
certified, and to identify if any issues are related to a specific client type.

Barcode Scanner Model* — the vendor and model of the barcode used for testing.

Scanner Connection Mode* — the method of connection for which the scanner connects to the
computer. l.e. BT, USB, HID Keyboard, Keyboard Wedge, Serial port, etc. See Integrating Scanning
Hardware for more details.

Start and End Time of Testing — the time when the testing was performed, this will be used by
Solidsoft Reply operations to extract transaction logs for the testing activity. This information shall
be updated by the IT supplier and provided as part of evidence when submitting the test book for
review.

Client Location ID* — used by the system to extract transaction logs for the testing activity.
Client ID* — used by the system to extract transaction logs for the testing activity.
Client Equipment ID* — used by the system to extract transaction logs for the testing activity.

National System API Version* — version of the API used to integrate with the National System,
specified by the "emvs-api-version" HTTP header in the requests (e.g. 3.0). This will be set based
on the APl version of the requested test book.

Information with an * shall be provided at the point of generating the test book. This information
shall be inserted automatically into section 2.5 of the generated test book.

* T Supplier Name

* IT Supplier Test Manager Contact
Email

* [T Supplier Test Manager Contact
Name

* Client System Build/Version Number

* Barcode Scanner Model

* Scanner Connection Mode

* Client Location Id

* Client Id

* APl Version

Example Wholesaler

example@example.com

Example Manager

FMD Solution 23.00201/v5

Scanner_1

HID Keyboard

68213424-4811-4624-9d20-51545368e2ch

21f38a06-3516-4709-8727-4b7ce3996ff3

3.1

Test Location 1

Equipment Id 1

Close

2.5 IT Supplier Information

IT Supplier Name

Example Wholesaler

IT Supplier Test Manager Contact Email

example@example.com

IT Supplier Test Manager Contact Name

Example Manager

Environment Tested Against

xx |IQE

Client System Build/Version Number

FMD Solution 23.00201/v5

Barcode Scanner Model

Scanner_1

Scanner Connection Mode®

HID Keyboard

ﬁ Start and End Date/Time of Testing (UTC)

Client Location ID

68213424-4811-4624-9d20-51545368e2ch

Client ID

21f38a06-3516-4709-8727-4b7ce3996ff3

Client Equipment ID

Equipment Id 1

National System API Version

3.1

Table 1: IT Supplier Information

P
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Test data associated with each test caseis based upon functional /
scenarios, these scenarios are explained at the start of each test

case and test step.

The scenario and the action that shall be provided within the test

step.

The test product, batch, serial number, 2D data matrix barcode and S BarchDixx 124 85 1.1
expected result will be provided for each test step. In some cases
you may be required to perform an action again on a previous test

step pack.

e

There are several steps throughout the test book that will generate
alert IDs. These test steps are listed below and the “images” icon is
displayed within each Test Case to indicate the step at which a

IT Supplier Qualification — Test Data and Test Book

3.2 Test Case ID: 02_BULK_SUPPLY: NMVS/E2E/Bulk Pack/Supply

The IT Supplier software that supports bulk operations must be able to perform a bulk supply transaction of multiple packs in various different conditions

Test Case Applicability (Yes/No)

Test case applicability and the time of test completion (if

Date and Time of Test Case Completion (UTC)

applicable) must be provided for each test case.

Comments

Test Step

Expected Result

Prerequisite: Supply an Active pack via a single pack operation, in order to perform a double supply of the same pack in the next step as part of a bulk

1.
\ supply operation.

Attempt to SUPPLY the following pack in a single pack operation:

The expected result of the action performed is provided and

Product Code GTIN: 05430002045948
Serial Number: 10FXuhI3dHDNPMqiGtew

initial PUBic Pack State: Aclive )‘

200 OK

(
“operationCode": "11210200", (

“state”: "Supplied”,
“information": “The pack has been supplied.”,
“productName"”: "SolidsoftTestBookProduct™

must match what the client received. The expected results lines

up to the test step datain the left hand column.

Fammente:

Test Step Result:

The result of the test step must also be completed.

screenshot is required.

Ensure the following evidence is clearly presented or attached to
your completed test book for each test step that generates an alert

ID:

Alert ID
Result Code
Operation Code

Warning

2. Supply four packs with a bulk supply operation

Attempt to SUPPLY the following 4 packs in a bulk operation:

Pass - the responsereceived is the same as the expected result

2duct Code GTIN: 05430002045948
1l Number: 12UjbzhrtVNge7j1hPSv

Ba \ 'D:xx 124 BS 2 1
Expi: | "ate: 200314
Initial -\ “lic Pack State: Active

—>

Add pack to the bulk supply request. This pack
was SUPPLIED in pre-requisite step 1.

Product Code GTIN: 05430002045948
Serial Number: 10FXuhI3dHDNPMgiGt6w
Batch ID: xx_124_BS_1_1

Expiry Date: 290314

(B - only if market setting for double dispense
limit* < 1 or double dispense time limit? is
exceeded)

varies on configured double disp
200 OK
{
"operationCode": 12200000,
"packs": [
"pack": {

"productCodeScheme: "GTIN",
"productCode™ "05430002045948",
"serialNumber": "12UjbzhrtVNge7j1hPSv",
“batchld": “xx_124_BS_2 1%,
“expiryDate": "290314"

"productName": "SalidsoftTestBookProduct”
1
]
{

"pack”: {

"productCodeScheme": "GTIN",
"productCode™ "05430002045948",
"serialNumber": "10FXuhI3dHDNPMgiGtew",
"batchid": "xx_124_BS_1_1",

ame": "SolidsoftTestBookProduct”,
erOfAttempts™: 2
OR

"operationCode™: "11220201", (Limit = 2)

limit of market)

Fail - the response received differs from the expected result

N/A- the test scenario is not ap plicable to the IT Suppliers solution (e.g., a pharmacy
solution unable to perform wholesaler requests)

The results from certain test cases within the test book vary
depending on differences in market configuration such asthe
double dispense limit and the double dispense time limit. Where
this is occurs the expected results will inform that there are
varied responses and contain each of the possible expected
results, separated by ‘OR’.

P
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IT Supplier Qualification — Test Evidence

Test evidence can be submitted through the NMVS Administration Portal upon submitting the test book for review.
The testing period should be specified, along with any other necessary testing evidence.
Files may be attached by using the 'Add Files' button, and there is an option to categorise file types and provide a description.

Please note that the permissible file types are limited to jpg, pdf, log, txt, docx, png, csv, and xlsx. When a test book is under review
further test evidence cannot be submitted via the NMVS Administration Portal.

Where a test case generates an alert and causes the Client System Graphical User Interface (GUI) to display a warning, it is necessary
to take a screenshot of the warning and record it. The IT supplier is required to return the generated Qualification Test Book, with all
necessary information filled in (IT Supplier Information, Test Case Applicability, and Test Step Results). The IT supplier is also required
to submit transaction logs of all transactions performed as part of the testing with the completed test book (in either an Excel or CSV
file format).

Please note that sections of the test book that are deemed incomplete, and missing required evidence, will require resubmission and
will cause delay in qualification.

* Start Date of Testing (UTC) 14/03/2024 18:00:00

* End Date of Testing (UTCQ) 14/03/2024 18:03:17

Please choose the time period during which the testing was conducted and upload the completed test book, accompanied by any supporting evidence,

Files

File Name Categories Description Uploaded By File Size Actions
All~
NMVS Qualification Test Book Data v2.4_50.xlsx Test Book x pharmacysuperuser@exa...  0.04 MB u
Y
20240122-095716.)pg Screenshot X pharmacysuperuser@exa... 4.87 MB | ]
VY
NMVS Qualification Test Book v3.0_34.docx e pharmacysuperuser@exa...  0.60 MB [ ]

Submit Test Book X

12.5 IT Supplier Information

IT Supplier Name

Example Wholesaler

IT Supplier Test Manager Contact Email

example@example.com

IT Supplier Test Manager Contact Name

Example Manager

Environment Tested Against

xx 1QE

Client System Build/Version Number

FMD Solution 23.00201/v5

Barcode Scanner Model

Scanner_1

Scanner Connection Mode®

HID Keyboard

| Start and End Date/Time of Testing (UTC)

12/03/2024 10:00:00 — 12:00:00

Client Location 1D

68213424-4811-4624-9d20-51545368e2cb

Client ID

21f38a06-3516-4709-8727-4b7ce3996ff3

Client Equipment ID

Equipment Id 1

National System API Version

31

Table 1: IT Supplier Information

3.9 Test Case ID: 09_ALERTS: NMVS/E2E/Single Pack/Alerts

[3+The IT Supplier software must be able to provide sufficient information to the end-user for alerts raised by the system in various conditions.

Test Case Applicability (Yes/No)

Yes

Date and Time of Test Case Completicn (UTC)

12/03/24 - 11:32:00

Comments.

Test Step

Expected Result

Attempt to SUPPLY the following pack:

1 Attempt to supply a pack already decommissioned as Stolen by another location

Product Code GTIN: 05430002045948
Serial Number: 11ipPHEYCkpPUjqwekw
Batch ID: xx_124_Alerts_1_1

Expiry Date: 290314

Initial Public Pack State: Stolen

1409 Conflict
i

“operationCode”: "51220300",

Itis already as stalen at anather

location. An alert has been raised.”,
“productName*: "SolidsoftTestBookProduct”,
“amsLink”; "<amsLink>",
“alertCode"; "A24"

|

Test Step Result: Pass o

Received expected result. Alert screenshot evidence XX-91U-KFG-JCD-LKA-654.png

2. Amempt to reactivate a pack that has a barcode with an error on the printed Batch Expiry Date

X REPLY
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IT Supplier Qualification — Action Submit Testbook

Submit Test Book X ¢

* Start Date of Testing (UTC) 07/03/2024 16:30:00 Validation: Start Date and End Date of testing are
Start Date of Testing (UTC) must be more than 07/03/2024 16:53:37. e mandatory fields, and must fall within valid datetime
range. Start Date must be after the Testbook was
* End Date of Testing (UTQ) 07/03/2024 18:20:00 created. End Date cannot be in the future.

End Date of Testing (UTC) must be less than 07/03/2024 16:56:54.

Please choose the time period during which the testing

File Name

Submit Test Book X

* Start Date of Testing (UTC) 07/02/2024 16:53:38

<€

Text describing the file added can be

* End Date of Testing {UTQ) 07/03/2024 16:56:54
entered here. This field is optional, can be

NMVS Qualification Test Book v3.0_34.docx
Please choose the time period during which the testing was conducted and upload the completed test book, accompanied by any supporting evidence. blank.

o Add Files
NMVS Qualification Test Book Data v2.4_50.xlsx

File Name Categories Description Uploaded By File Size Actions

Test evidence files (pdf, xlsx, jpg, docx) All-
. . oy
;:r:‘tbe added using the ‘Add Files Individual test evidence files can
on NMVS Qualification Test Book v3.0_34.docx Test Book X nmvs.ssr+wholesaler@gmail.com  0.60 MB [ be removed by clicking the delete
icon
4
Screenshot (493).png Prm——— | ¥ | v nmvs.ssr+wholesaler@gmail.com 0.21 MB []
Please ensure all files have a category selected. V.
Test Book
Log
Other

Validation: All evidence files uploaded
must be given a category: Test Book,
Screenshot, Log or Other.

Submit button becomes enabled when Close
there are changes. Click it to submit . ) ]

Testbook to system, user is retumed to % R E P LY
main panel.
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The ‘Change Password’
screen can be used to
change the password of
any active user
registered via the
Administration Portal.

1. Enter the email
address associated
with the user
account that requires
a new password.

—

=

2. Enter the current
password that needs
to be changed.

P

3. Enter and confirm
the new password.

4. Select the ‘Confirm’

d

2’ REPLY

SOLIDSOFT

i

/
o

Change Password

——

/
—

P Email

?* Old Password

Home - Users - Change Password

Medicines Verification Administration Portal

Change Password

nmvs.ssr+pharmacy@gmail.com
adaaadade
* New Password

* Confirm Password

Confirm
.

button. -
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Emergency Verification Application (EVA)
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EVA - What is the EVA and how is it used

The Emergency Verification Application (EVA) provides support for business
continuity in the event that a Client System fails. It can be accessed from any
computer that has an attached keyboard, a supported web browser and
internet connectivity.

The EVA is accessed via a web URL that is unique to each market.

The EVA can be used to verify and decommission packs of medicine. It does not
support a scanner, and is not intended to be used as a permanent replacement
for an integrated client system.

This method of drug pack verification is intended for use when Electronic Point
of Sale equipment (e.g. cash till/register) is unavailable at a pharmacy or
wholesaler.

Individuals wishing to use the EVA must already have approved user accounts
with their National System, as set up via the NMVS Administration Portal.
Users must have successfully completed the registration process.

Options presented with the EVA will depend on the type of user; pharmacy
users and wholesaler users are presented with a different set of options:
* Pharmacists can decommission packs as: Destroyed, Sample and Supplied
* Wholesalers can decommission packs as : Destroyed, Sample, Supplied ,
Locked, Exported and Stolen

Note: pack reactivation via the EVA is not permitted nor the decommision as
Free Sample, which is not the same decommission reason as Sample.

FEE

Mational System

Pharmacy [ Local Oreanisation)

Connection

EPO51 (Equipment)

Connection

WEB Browser

EVA Client Requirements

Hardware: Keyboard and mouse input devices. Colour display minimum resolution
1280x600.

Operating System (OS): Any OS in current support by Microsoft.

Browser: Any browser in current support by Microsoft, Google or Mozilla. JavaScript
required.

Network: Unrestricted TCP network port access.

Internet Connectivity: Yes. %. R E PLY
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EVA - Portal URLs

Each NMVO has its own EVA which is accessed via a unique URL:

Bulgaria:
Croatia:
Cyprus:

https://eva-bg.nmvo.eu
https://eva-hr.nmvo.eu
https://eva-cy.nmvo.eu

Czech Republic: https://eva-cz.nmvo.eu

Denmark:
Iceland:
Finland
Ireland:
Lithuania:
Malta:
Slovenia:
Sweden:
Switzerland:

To access your chosen EVA, open a supported web browser and enter the URL into the address field, then select ‘Enter’ on the keyboard.

https://eva-dk.nmvo.eu
https://eva-is.nmvo.eu
https://eva-fi.nmvo.eu

https://eva-ie.nmvo.eu
https://eva-lt.nmvo.eu
https://eva-mt.nmvo.eu
https://eva-si.nmvo.eu
https://eva-se.nmvo.eu
https://eva-ch.nmvo.eu

@ Medicines Verification Portal X -

& c @

@ English »

eva-bg.nmvo.eu

National Medicines Verification
System

X REPLY
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https://eva-bg.nmvo.eu/
https://eva-hr.nmvo.eu/
https://eva-cy.nmvo.eu/
https://eva-cz.nmvo.eu/
https://eva-dk.nmvo.eu/
https://eva-is.nmvo.eu/
https://eva-fi.nmvo.eu/
https://eva-ie.nmvo.eu/
https://eva-lt.nmvo.eu/
https://eva-mt.nmvo.eu/
https://eva-si.nmvo.eu/
https://eva-se.nmvo.eu/
https://eva-ch.nmvo.eu/

National Medicines
Verification System

Authorised Users Only

User Name

pharmacysuperuser@example.com

Password

Sign In
If you have forgotten your User Mame, please contact a User
Administrator in your Organisation.

If you hawve forgotten your password, please use the following link

and carefully follow the instructions: Password Reset

EVA - Login to the Portal

1. Enter anapproved user
name and password in
the login screen (the
user name is the email
address).

2.  Click ‘Sign In’.

3. Select your current
physical location from
the drop-down list. This
list is created from
location details supplied
via the Administration
Portal. A user must be
associated with a
location since any packs
that they decommission
must have the location
of decommissioning
associated with them.

4. If the user has already
been assigned default
location then user will
not be prompted to
choose the location.

5.  Click ‘Sign In’ again.

National Medicines
Verification System

Authorised Users Only

User Name

pharmacysuperuser@example.com

Password

Location

Test Location 1

Sign In
If you have forgotten »—ar User Name, please contact a User
Administrator in»Z«r Organisation.

If yowZate forgoten your password, please use the following link

and carefully follow the instructions: Password Reset

X REPLY
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The ‘HomeScreen’ is
presented after login.
Return to this screen
at any time by
selecting the ‘Home’
menu option.

2 REPLY
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The ‘Change Password’ Home

menu option is used
to change the ———————= Change Password
password of any
Active user.
Logout
The ‘Logout’ menu
option is used to exit
the EVA.

The ‘Pack Details’

EVA - Home Screen

Home

Emergency Verification Application

section is where drug
details are entered via
keyboard. Details must
be entered as they
appear on the pack.

Insert pack details

* Product Code Scheme GTIN
* Product Code

* Serial Number

* Batch Number

Batch Expiry Date Day v Month

\

Year

Select ‘GTIN’ or
‘PPN’ from the drop

down list.

D

Pack information

,T«

Select ‘Next’ once

— all pack information

has been entered.

X REPLY
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EVA - Pack Operations — Pharmacy — Verify Success

The verify operation has been executed successfully. x

Choose Pack Operation

Product Code Scheme GTIN
Pack details entered via
displayed again on the

‘ . , Serial Number sni
Pack Details Screen’.
Batch Number batch3
1. Select the ‘Verify’
option to verify the Batch Expiry Date 261018

pack details. Pack
information is

2. Verification results
are displayed above

Result

verified against the Operation Code 11110100 the ‘Verify’ option
National System.
¥ Information The pack is available to be dispensed. and at the tOp of the
screen.

State Active

3. Following successful
verification, the pack
may be marked as

— <~ (/ ‘Destroyed’,
‘Supplied or
‘Sample’ via option
buttons.

Pack Operations

X REPLY
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Pack details entered via
the ‘HomeScreen’ are
displayed again on the
‘Pack Details Screen’.

1. Select the ‘Verify’
option to verify the
pack details. Pack
information is
verified against the
National System.

EVA - Pack Operation — Pharmacy — Verify Failure

[TommeE FaCR UPETatronT

Emergency Verification Application

The verify operation has failed.

—

N

Choose Pack Operation

Product Code Scheme

Product Code

Serial Number

Batch Number

Batch Expiry Date

Pack Operations

PPN
012119200922
112233445566206565
DBOP
220810

Result

Operation Code
Warning

Alert1d

41020003

2. Verification results

are displayed above
\ the ‘Verify’ option

The batch identifier mismatches the recorded batch identifier, An alert has been raised. and at the top of the

XX-KST-1PH-9W9-W22-3|B

screen.

Supplied

X REPLY
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Pack details entered via
the ‘HomeScreen’ are

EVA - Pack Operation — Wholesaler— Verify Success

The verify operation has been executed successfully.

Choose Pack Operation

Product Code Scheme GTIN

displayed again on the
‘Pack Details Screen’.

1. Select the ‘Verify’
option to verify the
pack details. Pack
information is
verified against the
National System.

Product Code 21010430142174

Serial Number ) sn

Batch Number batch3

Batch Expiry Date 261018
Result

Operation Code

Information

State

Pack Operations

Verify

Destroyed

11110100

The pack is available to be dispensed.

Active

Exported

Locked

Supplied

Verification results are
displayed above the
‘Verify’ option and at
the top of the screen.

Following successful
verification, the pack
may be marked as
‘Destroyed’, ‘Exported’,
‘Locked’, ‘Sample’,
‘Stolen’ or ‘Supplied’ via
option buttons.
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EVA - Change Password

The ‘Change Password’
b d t [y . . . °

hange the password of Emergency Verification Application

any active user

registered via the
Administration Portal. Change Password

1. Enter the email ¥ Crent
) —3 ¥ Email

address associated
with the user
account that requires * Old Password
a new password.

2. Enter the password * New Password
that is to be
changed.

/ * Confirm Password
3. Enter and confirm

the new password.
-
4. Select the ‘Confirm’

button.

X REPLY
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Report List

Reports

Report Title

Additional Report Input Parameters*

Description

Contracted Wholesalers Stakeholder Report

Product Details (code and scheme)

This report lists the contracted wholesalers for a given product.

End-user Batch Disclosure Report

Product Code / Scheme
Batch Id
Location Id

Return Simplified View

The report lists all audit points raised by the end user local organisation, or location, related to a specified product batch over its lifetime.

End-user Pack Audit Trail Report

Product Code / Scheme
Serial Number

Return Simplified View

Lists all audit points raised by the end user local organisation, or location, related to a specified pack over its lifetime.

End-user Pack Disclosure Report

Unique Pack Return Code (UPRC)
Return Simplified View

Given a Unique Pack Return Code the report lists all audit points raised by the end user local organisation, or location, related to a specified product pack over it|

Organisation Administration Activity Report

Start Date & Time
End Date & Time
Client Location Id
ClientId

Provides an audit trail of changes performed within the organisation.

Pack State Changes Client Report

Duration (Start and End date)
Client Location Id

This report provides a count of pack state changes made during a specified time period at a specified client location.

Product Catalogue Data Client Report

Product Details (code and scheme)

Start date and time

This report provides a list of all products currently stored in the product catalogue, together with details of the market authorisation holder and designated
wholesalers.

Transactions Log Client Report

Duration (Start and End date and time)
Client Location Id

This report provides a list of product pack related transactions initiated by a pharmacist or wholesaler for a specified location and time period.

Returned Packs Client Report

Duration (Start and End date and time)
Client Location Id

This report provides a list of packs flagged as suspicious transaction for a given location and time period.

Key: Fields in RED are optional and can be left empty.

*All reports are required to have a ‘Report Name'. This field is pre-populated for the user with an appropriate title. The title can be modified by the user requesting the report but this is not mandatory.
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NMVS Release 15.0 — User Role Permissions - Pharmacy

Pharmacy Permissions

Permissions marked with *

Client Credentials/Control: Allows the actor to view, create and delete API client credentials e [FEE FETTES B

Client Roles/Control: Allows the actor to create, update and delete roles for their client credentials the only ones possible in the
Equipment/Control: Allows the actor to create, update and delete client equipment within their organisation EVA — Emergency Verification
Locations/Control: Allows the actor to create, update and delete locations within their organisation portal.

Packs/MarkAsDestroyed *: Allows the actor to mark a pack or packs as destroyed

Packs/MarkAsSample*: Allows the actor to mark a pack or packs as sample

Packs/MarkAsSupplied*: Allows the actor to mark a pack or packs as supplied

Qualification Testing/Control: Allows the actor to view, generate qualification test books, reset the test data and submit for review
Report/ContractedWholesalersStakeholderReport: Allows the actor to create, read and delete Contracted Wholesalers Stakeholder Reports
Report/Control: Allows the actor to access the report screen in the portal

Report/EndUserBatchDisclosureReport: Allows the actor to create, read and delete End User Batch Disclosure Reports
Report/EndUserPackAuditTrailReport: Allows the actor to create, read and delete End User Pack Audit Trail Reports
Report/EndUserPackDisclosureReport: Allows the actor to create, read and delete End User Pack Disclosure Reports
Report/OrganisationAdministrationActivityReport: Allows the actor to create, read and delete Organisation Administration Activity Reports
Report/PackStateChangesClientReport: Allows the actor to create, read and delete Pack State Changes Client Reports
Report/ProductCatalogueDataClientReport: Allows the actor to create, read and delete Product Catalogue Data Client Reports
Report/ReturnedPacksClientReport: Allows the actor to create, read and delete Returned Packs Client Reports
Report/TransactionLogClientReport: Allows the actor to create, read and delete Transaction Log Client Reports

User Roles/Control: Allows the actor to create, update and delete roles within their organisation

Users/Control: Allows the actor to create, update and delete users within their organisation

X REPLY
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NMVS Release 15.0 — User Role Permissions - Wholesaler

Wholesaler Permissions

Permissions marked with *

Client Credentials/Control: Allows the actor to view, create and delete API client credentials e [FEE FETTES B

Client Roles/Control: Allows the actor to create, update and delete roles for their client credentials the only ones possible in the
Equipment/Control: Allows the actor to create, update and delete client equipment within their organisation EVA — Emergency Verification
Locations/Control: Allows the actor to create, update and delete locations within their organisation portal.

Packs/MarkAsDestroyed*: Allows the actor to mark a pack or packs as destroyed

Packs/MarkAsExported*: Allows the actor to mark a pack or packs as exported

Packs/MarkAsLocked*: Allows the actor to mark a pack or packs as locked

Packs/MarkAsSample*: Allows the actor to mark a pack or packs as sample

Packs/MarkAsStolen*: Allows the actor to mark a pack or packs as stolen

Packs/MarkAsSupplied*: Allows the actor to mark a pack or packs as supplied

Qualification Testing/Control: Allows the actor to view, generate qualification test books, reset the test data and submit for review
Report/ContractedWholesalersStakeholderReport: Allows the actor to create, read and delete Contracted Wholesalers Stakeholder Reports
Report/Control: Allows the actor to access the report screen in the portal

Report/EndUserBatchDisclosureReport: Allows the actor to create, read and delete End User Batch Disclosure Reports
Report/EndUserPackAuditTrailReport: Allows the actor to create, read and delete End User Pack Audit Trail Reports
Report/EndUserPackDisclosureReport: Allows the actor to create, read and delete End User Pack Disclosure Reports
Report/OrganisationAdministrationActivityReport: Allows the actor to create, read and delete Organisation Administration Activity Reports
Report/PackStateChangesClientReport: Allows the actor to create, read and delete Pack State Changes Client Reports
Report/ProductCatalogueDataClientReport: Allows the actor to create, read and delete Product Catalogue Data Client Reports
Report/ReturnedPacksClientReport: Allows the actor to create, read and delete Returned Packs Client Reports
Report/TransactionLogClientReport: Allows the actor to create, read and delete Transaction Log Client Reports

User Roles/Control: Allows the actor to create, update and delete roles within their organisation

Users/Control: Allows the actor to create, update and delete users within their organisation
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Pharmacy client role permissions

NMVS Release 15.0 — Client Role Permissions - Pharmacy

Category Permission Description

Packs MarkAsActive Allows the actor to mark a pack or packs as active (reactivate)

Packs MarkAsDestroyed Allows the actor to mark a pack or packs as destroyed

Packs MarkAsSample Allows the actor to mark a pack or packs as sample

Packs MarkAsSupplied Allows the actor to mark a pack or packs as supplied

Packs ProductDataDownload Allows the actor to retrieve product data from the product catalogue

Packs SystemStatus Allows the actor to retrieve the current system status

Packs Verify Allows the actor to verify packs

Report ContractedWholesalersStakeholderReport Allows the actor to create, read and delete Contracted Wholesalers Stakeholder Reports
Report EndUserBatchDisclosureReport Allows the actor to create, read and delete End User Batch Disclosure Reports

Report EndUserPackAuditTrailReport Allows the actor to create, read and delete End User Pack Audit Trail Reports

Report EndUserPackDisclosureReport Allows the actor to create, read and delete End User Pack Disclosure Reports

Report OrganisationAdministration ActivityReport Allows the actor to create, read and delete Organisation Administration Activity Reports
Report PackStateChangesClientReport Allows the actor to create, read and delete Pack State Changes Client Reports

Report ProductCatalogueDataClientReport Allows the actor to create, read and delete Product Catalogue Data Client Reports
Report ReturnedPacksClientReport Allows the actor to create, read and delete Returned Packs Client Reports

Report TransactionLogClientReport Allows the actor to create, read and delete Transaction Log Client Reports

Secrets Control Allows the actor to create, regenerate, swap, and delete secrets within their organisation

X REPLY
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Wholesaler client role permissions

NMVS Release 15.0 — Client Role Permissions - Wholesaler

Category Permission Description

Packs MarkAsActive Allows the actor to mark a pack or packs as active (reactivate)

Packs MarkAsDestroyed Allows the actor to mark a pack or packs as destroyed

Packs MarkAsExported Allows the actor to mark a pack or packs as exported

Packs MarkAsFreeSample Allows the actor to mark a pack or packs as free sample

Packs MarkAsLocked Allows the actor to mark a pack or packs as locked

Packs MarkAsSample Allows the actor to mark a pack or packs as sample

Packs MarkAsStolen Allows the actor to mark a pack or packs as stolen

Packs MarkAsSupplied Allows the actor to mark a pack or packs as supplied

Packs ProductDataDownload Allows the actor to retrieve product data from the product catalogue

Packs SystemStatus Allows the actor to retrieve the current system status

Packs Verify Allows the actor to verify packs

Report ContractedWholesalersStakeholderReport Allows the actor to create, read and delete Contracted Wholesalers Stakeholder Reports
Report EndUserBatchDisclosureReport Allows the actor to create, read and delete End User Batch Disclosure Reports

Report EndUserPackAuditTrailReport Allows the actor to create, read and delete End User Pack Audit Trail Reports

Report EndUserPackDisclosureReport Allows the actor to create, read and delete End User Pack Disclosure Reports

Report OrganisationAdministration ActivityReport Allows the actor to create, read and delete Organisation Administration Activity Reports
Report PackStateChangesClientReport Allows the actor to create, read and delete Pack State Changes Client Reports

Report ProductCatalogueDataClientReport Allows the actor to create, read and delete Product Catalogue Data Client Reports
Report ReturnedPacksClientReport Allows the actor to create, read and delete Returned Packs Client Reports

Report TransactionLogClientReport Allows the actor to create, read and delete Transaction Log Client Reports

Secrets Control Allows the actor to create, regenerate, swap, and delete secrets within their organisation
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