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INTRODUCTION
Purpose of the document
This guide is intended for MAHs or their designated Representatives
who wish to register with NOOL, Inc.

Terminology
National Medicines Verification Organization - CZMVO (NOOL)

A non-profit organization that ensures the implementation and
operation of the Czech System for the Verifying the authenticity of
Medicines (CZMVS) in the Czech Republic.

NOOL IS

NOOL Information System. It includes a set of modules that cover
MAH/OBP registration, end users (pharmacies, distributors), SW
companies, alert investigation and monitoring and notification
processes.

CZAMS – Czech Alert Management System

Complementary system to NSOL, operated by NOOL. It is used for
effective investment of causes of non-conformities (alerts) in
identification of medicinal products according to FMD.
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REGISTRATION
The Marketing Authorisation Holder (MAH) registration process for CZMVO-NOOL consists of 3 steps:

1. Fill in the registration data in NOOL IS.
The registration is used to enter identification data into the NOOL Information System (hereinafter NOOL IS) about the MAH (or his/her
Representative) and leads to the conclusion of a Cooperation Agreement.
The request for access to the NOOL IS should be sent to registrace@czmvo.cz. Please provide your name and email address to which an invitation with
access data to NOOL IS (MAH module) will be sent.

2. Conclude and sign the "NOOL-MAH Cooperation Agreement".
There are five variants of the agreement:
MAH will conclude a separate agreement with NOOL (ver_1).
MAH authorizes a third party to enter into a contract with NOOL on its behalf (ver_2).
Several MAHs enter into a contract with NOOL (ver_3a).
Several MAHs instruct one of them to enter into a contract with NOOL on their behalf (ver_3b).
Several MAHs instruct a third party to enter into a contract (ver_3c).

According to the role in the contracting process, select the appropriate version of the contract. The cooperation agreement is concluded by signing by
the authorized person(s). If the contract is signed by a representative, it is necessary to attach a signed power of attorney (a draft power of attorney
can be downloaded below together with the model contracts).
The cooperation agreement can preferably be signed electronically, via DocuSign, or by signing the paper version of the agreement. If signing a hard
copy agreement on your end, you will need to mail two originals of the agreement to the NOOL office. Once signed on the NOOL side, one copy of the
contract will be sent back.
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REGISTRATION
In order to prove the authorization of a natural person to act on behalf of the company, we require an extract from a foreign commercial register or
similar register from which this authorization is evident. If the contract is signed on behalf of the company by a person other than the person named
in the extract from the commercial or other register, the signatory must provide a power of attorney granted by the person who is authorised to act
for the company according to the extract. A specimen power of attorney is available here.

3. Pay CZMVO fees
MAH will pay a one-time Registration Fee + Annual User Fee.

Registration Fee - The purpose of the registration fee is to cover the implementation costs of the Czech system for authentication of medicines
(NSOL). It is currently set at EUR 4 856 (excluding VAT).

Annual User Fee - The annual user fee is paid by MAH each year during the use of the NSOL system. This fee is used to cover the ongoing costs
associated with the operation of NSOL.
The amount of this fee is reviewed each year at the same time as the NOOL budget planning for the next period, and the amount is published at least
4 months before the end of the current year.
For 2025, the annual user fee is set at EUR 4 250 (excluding VAT) for each MAH.

Further information on the whole registration process and fees can be found on the NOOL website (www.czmvo.cz).
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INVITATION TO NOOL IS - MAH MODULE

Contact
Please use the contact email for all registration
requests: registrace@czmvo.cz

Once CZMVO has registered you in the NOOL IS -
MAH management module, the system will send
you an email with your access data.

Example of an e-mail with access data

Example of a registration e-mail
From: NOOL <no-reply@czmvo.cz>
Date: Wednesday 12th February 2025 12:27
To whom:  <info@czmvo.cz>
Subject: < NOOL IS - registrace /NOOL IS - registration >

Vazeny pane/pani, zasilame Vam pristupy do NOOL IS :

Dear Sir/ Madam, We send you access to the NOOL IS:

Pristupove udaje/Access credentials:

Login: TEST
Heslo/Password: 92ec2350cf

Webove rozhrani/Web interface: https://portal.czmvo.cz/
Rozhrani API/API interface: https://api.czmvo.cz/

Doporucujeme si pristupove udaje po zalogovani zmenit.

We recommend that you change the access data after logging in.

______________________________________________________________________

Na tento e-mail neodpovidejte - je automaticky generovan systemem!
Do not reply to this e-mail - it is automatically generated by the system!

NOOL, z.s.
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LOGIN TO NOOL IS
The web interface of the PRODUCTION
NOOL IS is at: https://portal.czmvo.cz.

Enter your access data provided by
NOOL and click on "Login“.

Note: If you forget your password, you can
click on "Forgot Password" to generate a
new password. In case you do not know
your login, please ask for a new password
to be generated and sent to
registrace@czmvo.cz. Then enter the sent
password in the "Login" field and click on
"Reset Password".
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Selecting the language of the text: by
clicking on the appropriate abbreviation,
you can select the appropriate language
(„CZ“, or „EN“).

https://portal.czmvo.cz/
mailto:registrace@czmvo.cz


IT SECURITY
Account lockout after several failed logins
If a user repeatedly enters an incorrect password when accessing the web interface, the
account will be locked for a defined period of time (currently 3 failed attempts = 60
minutes of lockout).

Attribute for login page
The autocomplete="off" parameter is set for the login page to prevent certain types of
attacks.

Unification of login error messages
The goal is to prevent guessing of valid logins by unifying error messages during login
attempts.

Two-factor authentication for the
web interface
Two-factor authentication is implemented for access to
the web interface. Primarily email and/or Google
Authenticator can be used as the second factor.

The choice of the type of the second factor is configurable
by the user in the user management of the organization.

Time limit for web login
An automatic user logout after a defined period of
inactivity (currently 4 hours) is implemented.
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SETTING UP TWO-FACTOR AUTHENTICATION
After successfully logging into the web interface, you will be prompted to set up two-factor authentication. Either an e-mail address or Google 
Authenticator can be selected as the second level of security.

Procedure for setting up security using an e-mail address:

1. Select the "E-mail" authentication method. Click "Continue".

2. Click on the "E-mail" field and enter the email address to which the authentication code will be sent.

3. Copy the authorization code from the body of the e-mail that was sent to the e-mail address you selected

4. Paste the code into the "Authentication Code" field and click "Finish".

5. Click "OK". The setup is complete.

- 8 -



TWO-FACTOR AUTHENTICATION SETUP
Instructions to set up authentication via the application Google Authenticator:

1. Select the authentication option ”Google Authenticator”. Click on “Continue”.

2. With your device, scan the QR code into the application Google Authenticator. Clink on “Continue”.

3. In the field “Verification code” enter the current code displayed in your application. Click “Finish”.

4. Click “OK”. The setup has been completed.

More information on the use of Google Authenticator application can be found on the company websites:
Google Authenticator
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https://support.google.com/accounts/answer/1066447?hl=en&co=GENIE.Platform%3DAndroid


TWO-FACTOR AUTHENTICATION SETUP
Depending on your selected option, upon each login you will be prompted to enter the verification code, either via e-mail or the Google Authentication 
application.

The two-factor authentication option can be changed anytime. 

1. On the top right click on the “Security” link and select the required option. Further steps as per pages 9 and 10.
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CHANGE PASSWORD
The user can change their password at any
time.

In the main window, click on "Change
Password" in the top right corner.

Then follow the instructions in the pop-up
window.
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NEW REGISTRATION
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Input information
Before you start the registration
process, please familiarize yourself
thoroughly with the registration
procedure. It is important what role
you have:
! whether you are an MAH
! you are not an MAH, but an MAH

or multiple MAHs have authorised
you to enter into a Contract with
NOOL (you are an
“Representative").

To speed up the registration process,
have the necessary documents ready
(power of attorney, extract from the
foreign commercial register, etc.).

1

1

2

2

Select: you are an MAH and the contract will be concluded for one MAH or for several MAHs or: you are not an
MAH but you have been authorized by the MAH/MAHs to represent them (you are the Representative). Select "My
role in the registration - I am:" . Then Click on "Start Registration ".
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REGISTRATION - AGREEMENT PREVIEW

Note: Fields marked with * are required..

To familiarize yourself with the
content of the Agreement, you can
download it in advance (option
„Specimens of Agreements").

There are a total of 5 possible
Contract variants, but only those
Contract types that are relevant for
the selected role are always
preloaded.

The contract is downloaded after
selecting "Download file".

Please note: if you select the wrong
role before starting the registration,
this cannot be correcedt and a new
registration is required!
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NEW REGISTRATION - FILLING IN THE DATA
The registration form contains several
sections.

In the section. "Registration" you need to
select the correct Contract Type (see page
14).

In the "Company" section, the identifying
details of the company i.e. MAH or
Representative and then the MAH they
represent are to be filled in.

In the „Contract Signatory" section the
signatory details are entered + acceptance
of electronic signing via DocuSign.

In the „Contacts" section. the basic
personal contact details for the FMD and
for dealing with alerts are entered.

In the section „Invoicing", contacts for
sending invoices and, if applicable,
requesting a reduced fee, TIN and currency
for payment of invoices for fees are
entered.

1

!

!
!

!
!

!

!

!

!

Note: Fields marked with * are required..
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NEW REGISTRATION - INVOICING DATA

In the "Invoicing" section, you can specify whether the invoice will
be issued to an address other than the company's contractual
registered office (Option: „Invoicing to another address“).

It is also possible to request a reduced annual user fee in the
”Invoicing" section (Option: "Request reduced fee").

After checking the appropriate box, a "Declaration" will open with
the option to enter the amount of the company's total annual
sales on the Czech market for medicinal products for the previous
calendar year.

Note: the request for a reduced fee is subject to further review by
NOOL and additional information may be requested.

In the "Invoicing" section you can set which currency you prefer
for invoicing by NOOL (Option: „CZK" or „EUR".)
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NEW REGISTRATION - ADDITIONAL INFORMATION

In the section „Alert management" it can be stated that
another MAH, either within his/her OBP or another entity,
registered in CZAMS, will deal with any alerts on behalf of
the MAH.

The „Identification“ section is filled in with the MAH_ID =
CP number assigned by EMVO (if known at the time of
registration). Furthermore, whether the MAH is a
member of any professional association in the Czech
Republic (AIFP, CAFF) or not.
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NEW REGISTRATION - ATTACHMENTS
Foreign entities are required to
submit a mandatory attachment –
an extract from the commercial
register of the country concerned
or a similar register.

Representatives must attach a
power of attorney from the entity
or entities they represent.

The attachment can be uploaded
by selecting „Insert file" in the
main menu.

Note: Files with the extensions txt,
pdf, csv, jpeg, png, and tiff can be
inserted. Maximum size is 10 MB.

Note: File type: “Agreement" or
"General" (any other document).
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During registration, preset
messages (in Czech or English) can
be sent to CZMVO.

In the main menu the option „Send
message". After clicking on it, a list
of preset bilingual messages will be
expanded.

Note: The preset messages are
continuously updated and
modified according to the most
frequent requests of registrants.

NEW REGISTRATION - COMMUNICATION WITH CZMVO
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You can also send a
general query in
Czech or English
(any text).

Examples of preset messages:

Send the selected message to NOOL
by clicking on "Send".

Note: you can also attach an
attachment to the message (a file of an
allowed type and smaller than the
maximum size).

NEW REGISTRATION - COMMUNICATION WITH CZMVO
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NEW REGISTRATION - SAVING DATA
After filling in all the required data
and inserting attachments if
necessary, the data will be saved
by clicking on the „Save and stay"
option. If you want to enter data
for another MAH, click on „Save
and add MAH".

Before saving or sending to
verification, you are asked if you
have entered all the necessary
attachments, or you will be
informed that the form is
incomplete (contains mandatory
data not filled in).

The saving is done by clicking on
„Yes" and „OK".

You can return to the editing mode
(data entry) by clicking on „Cancel"
or „OK".
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After saving the data, you can
go back to the list of all your
MAHs and pending registration
contracts by clicking on the
„Back" option in the main
menu.

NEW REGISTRATION - SAVING DATA
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NEW REGISTRATION - SEND FOR VERIFICATION

For an overview of the
communication with NOOL and the
attached files, click on "Messages
and files".

After saving all data in the form,
the respective registration will get
the status „01a - New MAH". In
this state, you can add data or
attachments at any time at your
discretion or as required by
CZMVO.

Edit the data for the MAH - select
„Pencil" for the respective MAH or
Representative.

An incorrectly entered MAH can be
cancelled by selecting "x". If all the information is correct, you can send the form to

the CZMVO for checking. Click on the "Send for
Verification" option or select the "Send for Verification"
message via "Send Message". Both options result in
changing the registration status (to „02a-Verification") and
sending information to CZMVO that there is a pending
registration in the system for verification.
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NEW REGISTRATION - VERIFICATION
After you submit your verification request, the Registration Status will change to „!" # $%&'()(*#+(,-".
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NEW REGISTRATION - SENT FOR VERIFICATION
In this registration status, the previously
entered data can no longer be changed.
You can only send a „Send Message"
message asking for the verification status
or insert additional attachments with
"Insert File".

You can get an overview of received and
sent messages and inserted and received
files by clicking on "Messages and files".

!

! !

!

!

!
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NEW REGISTRATION - COMPLETION OF DATA
When checking the data, the
CZMVO may find an inconsistency,
missing data or a missing required
attachment.

In such cases, CZMVO will request
completion of the data by
automatically sending a request
for completion or correction of
the data. MAH will receive an
email notification that completion
is required, and the Registration
Status will change to "03a -
Incomplete Data".

Note: example of a message from
CZMVO requesting completion of
data.
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NEW REGISTRATION - COMPLETION OF DATA
After clicking on the "pencil” in
the MAH Register, fill in the
required data or insert the missing
attachment ("Insert file"). Save
the corrected data by clicking on
"Save and stay".

Then ask the CZMVO for a new
data verification ("Send message")
- option "Required data completed,
sending for verification".

!

!!

!

!

!

!
!
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NEW REGISTRATION - SIGNING THE AGREEMENT

If everything is in order, all parties have signed the Agreement, and
the Agreement has been received, the Registration Status will
change to “10a - Active MAH with a valid Agreement" - this
completes Part I of the Registration.

After successful verification CZMVO will generate a agreement (in pdf).

Depending on the type of CZMVOL signature:

Inserts the generated contract into the DocuSign application, within which the agreement is
signed by all participants.

or

Changes the registration status to „04a - Downloadable contract for MAH'". The
MAH/Representative prints the contract from the system in the required number of copies,
signs it and sends it by post to the CZMVO. After signing, CZMVO sends the Agreement back
by post to the MAH/Representative.

If there is any delay, MAH/NOOL is automatically notified.
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REGISTRATION - LIST
After the registration is
completed, the MAH is in the
status „10a - Active MAH with a
valid contract".

The MAH/Representative has the
ability to change or add editable
information at any time. This
includes contact information or a
request to change the billing
currency.

Editing can be done by clicking
on the "pencil".

If the MAH/Representative
manages more than one MAH,
he can use a number of preset
filters (option "Record filter" - ,
it is possible to set the displayed
columns or export the data.
(xlsx, csv).

1 2 3

1

2
3

1

2

3
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REGISTRATION - RECORD DETAIL


